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Foreword to HR LOB Technical Model (TM) version 2

The Human Resources Line of Business (HR LOB) initiative was launched in 2004 to
support the vision articulated in the President’s Management Agenda. The HR LOB is
expected to help the Federal Government realize the potential of electronic Government
by significantly enhancing human resources service delivery within the Executive
Branch. The HR LOB Concept of Operations (CONOPS) proposes a near-term service
delivery model where HR services relating to human resources information systems
(HRIS) and payroll operations move from the agencies to HR shared service centers.
Over time, as HR shared service centers evolve and expand their capabilities, more
transactional and administrative activities may shift from the agency to the service center
delivery mode. The HR LOB approach will allow agencies to increase their focus on
core mission activities and the strategic management of human capital, while HR shared
service centers deliver the HR services defined in the HR LOB CONOPS in an efficient
and cost-effective manner with a focus on customer service and quality.

The HR LOB Technical Model (TM) version 2 addresses the HR service components that
are delivered to the users via direct access (Tier 0 access) channels as defined in the HR
LOB Service Component Model version 2. Interoperability is an important element in
the delivery of HR LOB services and integration initiatives. Therefore, the HR LOB
Technical Model places special emphasis on the interoperability-related issues. In
accordance with OMB’s Federal Enterprise Architecture guidance, the Technical Model
(TM) outlines the standards, specifications, and technologies that collectively support the
secure delivery, exchange, and construction of business and application components
(service components) that may be used and leveraged in a component-based or service
oriented architecture. The TM identifies the technologies for the HR LOB sub-functions
that support the Federal Government information technology (IT) transition towards
interoperable e-Government solutions.

The Technical Model (TM) is an integral component of the HR LOB enterprise
architecture and is required by the Office of Management and Budget (OMB) as part of a
Federal Information Technology Architecture (OMB M-97-16). The purpose of the HR
LOB TM is to provide a common technical vocabulary so that the agencies and the HR
LOB shared service centers can efficiently coordinate acquisition, development,
implementation, and support of HR LOB’s information systems.
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Version History

Version  Publication Date Description of Change

1.0 1/15/2008 Original contents. Addressed the structure of the HR LOB
Technical Model and core HR services. Contained
definition and overview of the HR LOB specific technical
services
2.0 5/30/2008 Contains a new section on Interoperability. Addresses
service components for both core and non-core HR
services that are directly accessed (tier 0). Includes
additional description for the HR LOB technical services.
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1.0 Introduction

Enterprise architectures provide a basis for understanding commonalties across business entities
and an opportunity for collaboration and sharing. The Federal Enterprise Architecture (FEA) is
comprised of five reference models. Collectively, the models provide universal definitions and
constructs of the business, performance, and technology of the Federal Government. The
reference models will serve as a foundation to leverage existing processes, capabilities,
components, and technologies as future investments are made. They are designed to provide a
Governmentwide view that will help identify duplicative investments and opportunities for
collaboration within and across Federal agencies. Figure 1 — FEA Reference Models Hierarchy
— shows the relationships between these “reference models”.

Federal Enterprise Architecture (FEA)

Performance Reference Model (PRM)
= Governmentwide Performance Measures & Outcomes
+ Line of Business-Specific Performance Measures & Outcomes

Business Reference Model (BRM)
* Lines of Business
» Agencies, Customers, Partners

Service Component Reference Model (SRM)
= Capabilities and Functionality
+ Services and Access Channels

Data Reference Model (DRM)

» Business-Focused Data Standardization
= Cross-Agency Information Exchanges
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Component-Based Architecture

Technical Reference Model (TRM)

* |IT Services
« Standards

Figure 1 — FEA Reference Models Hierarchy

The Human Resources Line of Business (HR LOB) Technical Model (TM) depicts a conceptual
framework providing:

= A consistent set of service and interface categories and relationships used to address
interoperability and open-system issues

= Conceptual entities that establish a common vocabulary to better describe, compare, and
contrast systems and components

= A basis (an aid) for the identification, comparison, and selection of existing and emerging
standards and their relationships
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The TM structure is intended to reflect the separation of data from applications, and applications
from the computing platform — a key principle in achieving open systems. The TM serves as the
framework for checking the compliance of the technical function of the implemented software
solution and enable improvements in interoperability, scalability, portability, security, user
productivity, and IT management.

HR LOB TM version 1 focused on the core Business Reference Model (BRM) sub-functions —
Compensation Management and Benefits Management — and those BRM activities that result in
a Personnel Action. It has been expanded in this version to include service components for the
remaining Business Reference Model sub-functions, and addresses the interoperability issues
within the context of the HR LOB.

1.1 HR LOB Background

The HR LOB will help the Federal Government realize the potential of electronic Government
and redefine human resources service delivery for civilian employees of the Executive Branch.
The HR LOB Concept of Operations (CONOPS) proposes a near-term approach to shared
services where HR services relating to human resources information systems (HRIS) and payroll
operations move from the agencies to HR shared service centers (SSCs). Over the longer term,
additional services may be moved from agency HR operations to service providers. The Service
Component Model (SCM) provides a framework and vocabulary for guiding discussions
between providers and customer agencies. It identifies basic HR services — service components
— and proposes the best provider/customer delivery channel for each service — Service Delivery
Model.

The HR LOB objectives and goals will be the key to evaluating the success of this new HR
service delivery approach. The intended results of this new delivery model are:

= Improved management of human capital throughout the Federal Government

= Increased operational efficiency

= Lower costs

= Better customer service

1.2 HR LOB Enterprise Architecture

The HR service delivery approach proposed by the HR LOB is a new model for doing business
in the Federal Government. The breadth of this initiative spans Human Resources for the
Executive Branch civilian labor force. A set of architectural blueprints is being constructed for
the business of HR in the Federal Government to:

= Manage the complexity of this effort;

= Develop a common picture; and

= Develop a common vocabulary.

There are five models that comprise the HR LOB Enterprise Architecture (EA). OMB’s FEA
standards guide their development. They are:
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Performance Model: “...a framework for performance measurement providing common
output measurements throughout the Federal Government. The model articulates the linkage
between internal business components and the achievement of business and customer-centric
outputs.”

Business Reference Model: *...a framework that facilitates a functional (rather than
organizational) view of the Federal Government’s lines of business, including its internal
operations and its services for citizens, independent of the agencies, bureaus and offices that
perform them. The BRM describes the Federal Government around common business areas
instead of through a stove-piped, agency-by-agency view.”

Service Component Model: “...a business-driven, functional framework classifying Service
Components according to how they support business and performance objectives. It serves
to identify and classify horizontal and vertical service components supporting Federal
agencies and their IT investments and assets.”

Data Model: “...is intended to promote the common identification, use and appropriate
sharing of data/information across the Federal Government through its standardization of
data in the following three areas: data context, data sharing and data description.”

Technical Model: *...a component-driven, technical framework that categorizes the
standards and technologies to enable and support the delivery of service components and
capabilities. It also unifies existing agency technical models and E-Gov guidance by
providing a foundation to advance the reuse and standardization of technology and Service
Components from a Governmentwide perspective.”

Collectively, these five models provide a comprehensive view of how a Federal enterprise’s
business mission is supported or enabled by processes, information, organization and underlying
information systems and technologies.

Four of the five models have been published:

BRM version 2 is an end-to-end process view of human resources for the Executive Branch
of the Federal Government. BRM version 1 was previously published in December, 2004.
During the fall of 2005, 47 HR subject matter experts representing 14 Federal agencies
reviewed and refined the previous BRM and recommended a revised BRM consisting of 45
processes organized into 10 sub-functions. Each of these processes is further decomposed to
the activity level definitions. (Report can be seen at
http://www.opm.gov/egov/documents/architecture/#brm)

Data Model version 1 describes two different views — a Conceptual Data Model (CDM) and
the Logical Data Model (LDM). The CDM is a single integrated data structure that shows
data objects along with high-level relationships among data objects. The LDM includes
more detail for a subset of the CDM scope: the data to be shared across agencies and SSCs.
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It shows data entities, attributes and relationships between entities. (Report can be seen at
http://www.opm.gov/egov/documents/architecture/#drm)

= Performance Model version 1 proposes a common set of performance measures for use
throughout the Federal Government. These performance measures will gauge how
effectively Government HR resources are used to support agency mission results, support the
effective management of human capital across the Government and provide for effective
human resources service delivery to employees, managers/supervisors and other HR
constituents. (Report can be seen at http://www.opm.gov/egov/documents/architecture/#pm)

= SCM version 2 identifies HR services — service components — and proposes the means for
providing them to its customers — service delivery. It provides a framework and vocabulary
for guiding discussions between service providers and customer agencies and is meant to be a
catalyst for true cross-agency collaboration. (Report can be seen at
http://www.opm.gov/egov/documents/architecture/#scm)

The HR LOB SCM version 2 defines two concepts that support the objective of the Human
Resources Line of Business. These two concepts are reusability and interoperability.

= Reusability is the ability to utilize a business asset in more than one context — by multiple
organizations or across multiple processes.

= Interoperability is the ability to exchange assets for like assets without undue impact. It
enables the consumer of the asset to trade out one piece for another without a big rippling
effect. To minimize the ripples, the asset must be self-contained and independent in terms of
what it accomplishes and the resources it needs to accomplish it.

The HR LOB TM will facilitate the reusability of service components at both business and
technical levels. It will also promote interoperability of technical service components.

1.3 Overview of HR LOB Technical Model (TM)

The intent of the HR LOB TM is guided by the FEA framework published by OMB. The FEA is
a business-based framework for Governmentwide improvements to facilitate efforts to transform
the Government into one that is citizen-centered, results-oriented, and market-based.

A technical model is necessary to establish a context for understanding how the disparate
technologies required to implement HR LOB solutions relate to each other. The model also
provides a mechanism for identifying the key issues associated with applications portability,
scalability, and interoperability. Without the presence of a technical model, interfaces are based
on ad-hoc efforts, leading to rigid information infrastructures, duplicate efforts, and the continual
reinvention of the wheel.

The TM is a component-driven, technical framework used to identify the standards,
specifications, and technologies that support and enable the delivery of service components and
capabilities. It is not a specific system or solution design. Rather, it establishes a common
vocabulary and defines a set of services and interfaces common to the solutions. The associated
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standards profile identifies standards and guidelines in terms of the reference model services and
interfaces. These standards and guidelines can be applied and tailored to meet specific agency or
SSC requirements. By design, the TM will facilitate analysis of requirements, architecture,
design, implementation, and testing of heterogeneous systems.

It is important to understand that though the HR LOB Technical Model defines and describes
technical components and services that facilitate service components reuse and interoperability.
It does not recommend or endorse any vendor products. It also makes no statements or
implications about what organization structure should be put in place to support and utilize the
technology, which individuals should have particular roles, or what processes should be
implemented to exploit the technology.

1.4 HR LOB Technical Model Objectives

The goal of the HR LOB Technical Model is to achieve effective levels of reusability and
interoperability at the service component level by:

= Providing a consistent and common lexicon for describing interoperability requirements
between diverse systems,

= Providing a means for consistent specification and comparison of system/service
architecture,

= Providing support for commonality across systems,

= Promoting the consistent use of standards, and

= Aiding in the comprehensive identification of information exchange and interface
requirements.

The objectives of the HR LOB Technical Model are:
= Improve User Productivity: Realize user productivity improvements by applying the
following principles:
o Consistent User Interface
o0 Service Components Reuse
o Data Sharing
= Improve Development Efficiency: Improve the efficiency of development efforts by
applying the following principles:
o Common Development
o Common Open System Environment
0 Use of Commercial Products
o Software Reuse
0 Resource Sharing
= Improve Interoperability: Realize interoperability improvements across applications and
agency or LOB areas by applying the following principles:
o Common Infrastructure
o Standardization
= Promote Vendor Independence: Promote vendor independence by applying the following
principles:

HR Line of Business 10
Technical Model version 2
May 30, 2008



1.5

0 Interchangeable Components

o0 Non-proprietary Specifications
Reduce Life Cycle Costs: Reduce life cycle costs by applying most of the principles
discussed above. In addition, the following principles directly address reducing life cycle
costs:

0 Reduced Duplication

0 Reduced Software Maintenance Costs

0 Reduced Training Costs

HR LOB Technical Model Guiding Principles

There are five primary guiding principles for the Technical Model. These principles were
derived from the definition and purpose of the HR LOB that emphasize its different aspects.
These principles are:

1.6

Comprehensiveness: There are three areas the TM must cover to be comprehensive —
reusable services and interoperability of applications, technologies involved in HR LOB
interoperability, and the requirements for describing the human aspects of interoperability.
Easy to Interpret: The TM should enable users to rapidly interpret and relate its contents to
their own context and environment. In addition, the TM must use well-defined terms, clearly
articulate these terms, and provide examples to enable users to distinguish between distinct
but related ideas or concepts.

Traceability: The TM serves as an architectural foundation; therefore, it must be well
documented. By establishing traceability, users can check whether the TM covers their
critical areas of interest.

Usability: The TM should help end-users and system developers communicate with each
other across domain and technology boundaries. This communications bridge spans from
end-users to both solution providers and other technical users. The TM should provide
descriptive measures of interoperability.

Independence: By definition, the TM should not be tied to a specific application architecture,
design, or implementation. Users and providers must be able to map their application
requirements and technologies to the TM regardless of how or when they were developed.

Common Terminology and Definition

Component is a self-contained business process or service with predetermined functionality that
may be utilized through a business or technology interface.

Core HR Sub-functions are defined as Personnel Action processing, Compensation
Management sub-function (Payroll related), and Benefits Management sub-function.

Enterprise Architecture (EA) is defined as a strategic information asset base, which defines the
business, the information necessary to operate the business, the technologies necessary to support
the business operations, and the transitional processes necessary for implementing new
technologies in response to the changing business needs. It is a representation or blueprint.
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Federal Enterprise Architecture (FEA) is an initiative of the US Office of Management and
Budget that aims to comply with the Clinger-Cohen Act and provide a common methodology for
information technology (IT) acquisition in the Federal Government.

Federal Enterprise Architecture Framework (FEAF) is an organizing mechanism for managing
development, maintenance, and facilitated decision making of a Federal Enterprise Architecture.
The Framework provides a structure for organizing Federal resources and for describing and
managing Federal Enterprise Architecture activities.

Non-Core HR Sub-functions are defined as Human Resources Strategy, Organization and
Position Management, Staff Acquisition, Performance Management, Compensation
Management, Human Resources Development, Employee Relations, Labor Relations, and
Separation Management.

Reference Model is a set of architectural models defining performance, business, information,
services, and technical aspects of an enterprise, segment, or an organization; described
independent of any implementation paradigm.

Service Area is a technical tier that supports the secure construction, exchange, and delivery of
business or service components. Each Service Area groups the requirements of component
based architectures within the Federal Government into functional areas.

Service Category is a sub-tier of the Service Area used to classify lower levels of technologies,
standards, and specifications in respect to the business or technology function they serve.

Service Component is a self-contained business capability to support the HR LOB BRM
business processes and assists agencies and shared service centers in accomplishing their
missions and performance objectives.

Service Delivery Channel is the way in which each service component would be accessed by the
users who have access to it.

Service Oriented Architecture (SOA) is a business-centric architectural paradigm for system
design, development, and implementation that supports integrating the business as linked,
repeatable business tasks, or services.

Standards are hardware, software, or specifications that are widely used and accepted (de facto),
or are sanctioned by a standards organization (du jour).

Technologies refer to a specific implementation of a standard within the context of a given
specification.

Technical Reference Model (TRM) is a component-driven, technical framework categorizing
the standards and technologies to support and enable the delivery of service components and
capabilities.
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1.7 Audience and Intended Use

The HR LOB TM may be used by IT managers, procurement officials, program and project
sponsors, technical and systems architects, software developers and maintainers, security
architects, systems integrators, vendors, service providers, and supporting contractors.

It will provide guidance in:

= Understanding the existing and emerging HR LOB IT infrastructure and application
development environment; and in

= Acquiring, developing and deploying systems that are consistent with that infrastructure and
environment.

The HR LOB TM, in conjunction with standards profiles, is intended to support three
principal uses:

= Ensuring interoperability among HR LOB application systems and with external systems and
users,

= Guiding the design of system and technical architectures, and

= Providing the basis for assessing architectural compliance for technical solutions.

Interoperability is a primary interest of the HR LOB. This TM incorporates elements of the
FEA TRM to ensure interoperability with external and internal users of HR LOB-provided
service components and with the service components external to the HR LOB. This TM
provides a technology-focused, vendor-independent view of the hardware and software
services that will support the HR LOB.
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2.0 Structure of the HR LOB Technical Model

The HR LOB TM is a component-driven, technical framework used to identify the standards,
specifications, and technologies that support and enable the delivery of service components and
capabilities. The HR LOB TM structure is intended to reflect the separation of data from
applications, and applications from the computing platform — a key principle in achieving open
systems. Interoperability is dependent on the establishment of a common set of services and
interfaces that system developers can use to resolve technical architectures and related issues.

The HR LOB TM structure is derived from the FEA TRM. The FEA TRM provides a foundation
to describe the standards, specifications, and technologies to support the construction, delivery,
and exchange of business and application components (service components) that may be used
and leveraged in a component-based or service-orientated architecture.

2.1 TM Structure Overview
The HR LOB TM has adopted the three level hierarchical structure defined by the FEA TRM:

] Technical tier supporting the secure
—>» WIEEVEIR BN Service Area construction, exchange, and delivery of

Service Components

] Lower levels of technologies, standards,
— > WGV WAN Service Category and specifications with respect to the
business function they serve

] Define the standards and
> BECIKHE Service Standards | technologies that support the

Service Category

Figure 2 — FEA Technical Reference Model Structure

= Service Area — Defines a technical tier that supports the secure construction, exchange, and
delivery of business or service components. Each Service Area groups the requirements of
component based architectures within the Federal Government into functional areas.

= Service Category — Defines a sub-tier of the Service Area to classify lower levels of
technologies, standards, and specifications in respect to the business or technology function
they serve.

= Service Standard — Defines the standards and technologies that support the Service
Category, or hardware, software, or specifications that are widely used and accepted.

The FEA TRM provides a view of technical services, protocols, and interfaces primarily
concerned with supporting the implementation of service components, as defined in the FEA
Service Component Reference Model (SRM).
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2.2 TM Structure Description
The HR LOB Technical Model is organized into five (5) core Service Areas, each with

supporting Service Categories, each of which has supporting Service Standards. The HR LOB
Technical Model aligns very closely to the FEA TRM. In fact, the HR LOB Technical Model

uses the FEA TRM as a starting point and extends the FEA TRM by defining an additional

Service Area and several additional Service Categories to address the specific requirements of

the HR LOB. Each Service Area aggregates and groups the standards, specifications, and

technologies into lower-level functional areas. The five (5) Service Areas within the HR LOB

Technical Model are:

= Service Access and Delivery— refers to the collection of standards and specifications to

support external access, exchange, and delivery of service components or capabilities. This

area also includes the Legislative and Regulatory requirements governing the access and
usage of the specific service component.
= Service Platform & Infrastructure—refers to the collection of delivery and support

platforms, infrastructure capabilities, and hardware requirements to support the construction,

maintenance, and availability of a service component or capabilities.

= Component Framework—refers to the underlying foundation, technologies, standards, and

specifications by which service components are built, exchanged, and deployed across
service—oriented architectures.

= Service Interface and Integration—refers to the collection of technologies, methodologies,

standards, and specifications that govern how agencies will interface (internally and
externally) with a service component. This area also defines the methods by which
components will interface and integrate with back office/legacy assets.

= HR LOB-specific Technical Services —refers to the collection of technologies,
methodologies, standards, and specifications that support and govern the technical

infrastructure in HR LOB. This area also defines the standards by which desktop and core

service components will interface and integrate with HR LOB applications.

The following figure shows the HR LOB Technical Model structure. The HR LOB Technical

Model is based upon the FEA TRM. The FEA TRM has already defined elements that cover the

majority (about 80%) of technical service components required for the HR LOB TM. These
definitions serve as a good starter set. The remaining technical service components and
standards for accommodating HR LOB-specific requirements (the remaining 20%) were
identified via a detailed review and analysis of the HR LOB Target Requirements for Shared
Service Centers.
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Figure 3 - HR LOB Technical Model Structure

Each Service Area consists of multiple Service Categories, Service Standards, and Service
Specifications that provide the foundation to group standards, specifications, and technologies
directly supporting the Service Area. Supporting each Service Area is a collection of Service
Categories. Service Categories are used to classify lower levels of technologies, standards, and
specifications in respect to the business or technology function they serve. Each Service
Category is supported by one or more Service Standards. Service Standards are used to define
the standards and technologies that support the Service Category. Appendix E contains the
details of the technical services defined in the FEA TRM and used in the HR LOB Technical
Model.

2.2.1 Service Access and Delivery

The “Service Access and Delivery” Service Area, as illustrated in Figure 4, defines the collection
of access and delivery channels that will be used to utilize the service component, and the
legislative requirements that govern its use and interaction. Service Categories, Standards, and
Specifications for the service area “Service Access and Delivery” are defined below:

Access Channels define the interface between an application and its users, whether it is a
browser, personal digital assistant, or other medium.

Delivery Channels define the level of access to applications and systems based upon the type of
network used to deliver them.
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Service Requirements define the necessary aspects of an application, system or service
including legislative, performance, and hosting.

Service Transport: Service Transport defines the end-to-end management of the
communications session to include the access and delivery protocols.

Service Access and Delivery

Access Channels Delivery Channels | Service Requirements | Service Transport

* Web Client * Internet * Legislative/Compliance  * Network Services
* Messaging Client « Intranet * Authentication/Single » Transport

= Collaboration Client Sign-on

* CRM/Help Desk Client * Extranet * Hosting

* Personnel Productivity Tools = Peer-to-Peer (P2P)

* Pervasive Device Interfaces | VitiiallPrivate Network
* Desktop Interface (VPN)

* Terminal Emulator

Figure 4 — Service Categories for “Service Access and Delivery”

2.2.2 Service Platforms and Infrastructure

The “Service Platforms and Infrastructure Area”, as illustrated in Figure 5, defines the collection
of platforms, hardware, and infrastructure specifications that enable component-based
architectures and service component re-use.

Service Platforms and Infrastructure

Support Platforms Delivery Servers Hardware/Infrastructure

= Wireless/Mobile * Web, Media = Servers/Computers

* Platform Independent * Application * Embedded Technology Devices
(J2EE) » Portal = Pgripherals

* Platform Dependent * Office Automation : K\Qg;iﬁz ':Jmﬂ:i ((V&;Iq))
x12n) * Collaboration Server * Broadband Wireless Network

* Help Services « E-Mail Server * Network Devices

= System Management * Help Desk Server * Video Conferencing

* Remote Access

Database/Storage Software Engineering Network Operations

* Database * Integrated Development = Systems Management
* Storage Devices Environment (IDE) * Service Level Management

» Software Configuration e t

Management (SCM) SHeISiianagsmen

* Testing Management Modeling

Figure 5 - Service Categories for “Service Platforms and Infrastructure”
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Service Categories, Standards, and Specifications for the service area “Service Platforms and
Infrastructure” are defined below:

Supporting Platforms are defined as hardware or software architectures that run solution
software.

Delivery Servers refer to front-end platforms that provide information to a requesting
application. They include the hardware, operating system, and server software.

Database / Storage refers to a collection of programs that enables storage, modification, and
extraction of information from a database, and various techniques and devices for storing large
amounts of data.

Hardware / Infrastructure defines the physical devices, facilities, and standards that provide
the computing and networking within and between enterprises.

Network Operations involve the capability for monitoring and managing systems and related
infrastructure at an enterprise level, for managing user and asset identity and authenticating at an
enterprise level; for managing the configuration of systems and software at an enterprise-level;
and assuring that new and transitioned systems maintain an appropriate level of confidentiality,
integrity, authentication, non-repudiation, and availability.

Software Engineering refers to the support environment for development, modeling, testing,
and versioning. The Technical Model is concerned with component technical architecture, not
the engineering processes.

2.2.3 Component Framework

The “Component Framework” Service Area, as illustrated in Figure 6, defines the underlying
foundation and technical elements by which service components are built, integrated, and
deployed across component-based and distributed architectures. The “Component Framework”
Service Area consists of the design of application or system software that incorporates interfaces
for interacting with other programs and for future flexibility and expandability. This includes,
but is not limited to, modules designed to interoperate with each other at runtime. Components
can be large or small, developed in different development environments, and may be platform
independent. Components can be executed on stand-alone machines, a LAN, Intranet, or on the
Internet.

Service Categories, Standards, and Specifications for the service area “Component Framework”
are defined below:
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Presentation/Interface

= Certificates/Digital Signature  * Static Display = Platform Independent
* Supporting Security Services  « Dynamic Server-side * Platform Dependent
= Encryption, Authentication Display

= Role Definition, Access

= Content Rendering
* Wireless/Mobile/Voice

Control
= Audit, Anti-spam, Anti-Virus
* Vulnerability Scanning,
Penetration Testing
* Firewall, Intrusion Detection

Data Interchange _ Data Management

* Data Exchange * Database Connectivity
*FTP
= Semantic Interoperability

Services

Figure 6 — Service Categories for "Component Framework"

Security: The methods of protecting information and information systems from unauthorized
access, use, disclosure, disruption, modification, or destruction in order to provide integrity,
confidentiality, and availability. Biometrics, two-factor identification, encryption, and
technologies based on the NIST FIPS-140 standards are evolving areas of focus. According to
NIST SP800-95, “Guide to Web Services Security”, the security challenges presented by the
Web services approach are formidable and unavoidable. Ensuring the security of Web services
involves augmenting traditional security mechanisms with security frameworks based on use of
authentication, authorization, confidentiality, and integrity mechanisms. This document
describes how to implement those security mechanisms in Web services.

Presentation / Interface: The connection between the user and the software, consisting of the
presentation physically represented on the screen.

Business Logic: The software, protocol, or method in which business rules are enforced within
applications.

Data Interchange: The methods by which data is transferred and represented in and between
software applications.

Data Management: The management of all data/information in an organization includes data
administration, the standards for defining data, and the way in which people perceive and use it.
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2.2.4 Service Interface and Integration

The “Service Interface and Integration” Service Area, as illustrated in Figure 7, defines the
discovery, interaction, and communication technologies joining disparate systems and
information providers. Component-based architectures leverage and incorporate “Service
Interface and Integration” specifications to provide interoperability and scalability.

Service Interface and Integration

Integration Interoperability m\

* Middleware * Data Format = Service Discovery

* Database Access * Data Classification * Service Description /
* Transaction Processing * Data Types Interface

* Object Request Broker * Data Validation

* Enterprise Application Integration = Data Transformation

Figure 7 — Service Categories for "Service Interface and Integration"

Service Categories, Standards, and Specifications for the service area “Service Interface and
Integration” are defined below:

Integration

Integration defines the software services that enable elements of distributed business applications
to interoperate. These elements can share function, content, and communications across
heterogeneous computing environments. In particular, service integration offers a set of
architecture services such as platform and service location transparency, transaction
management, basic messaging between two points, and guaranteed message delivery.

Interoperability

Interoperability services, as described in the FEA Technical Reference Model, define the
capabilities of discovering and sharing data and services across disparate systems and vendors.
Interoperability is a multi-leveled concept that includes several aspects and viewpoints.
Software applications are considered interoperable if they share a common data format such that
information created and stored by users of one application can be accessed and manipulated by
users of another. Achieving interoperability is a key requirement for service orchestration,
composition and a successful SOA-based solution for the HR LOB. Business processes and
composite services are only as good as their capacity for interacting with different services
developed on different technologies. Therefore, interoperability is a very important requirement
for the HR LOB. This topic has been covered in detail in the next chapter.

Interface

Interface defines the capabilities of communicating, transporting, and exchanging information
through a common dialog or method. Delivery Channels provide the information to reach the

HR Line of Business 20
Technical Model version 2
May 30, 2008


http://www.opm.gov/egov/documents/architecture/HRLOBTMv2_text.asp#figure07

intended destination, whereas interfaces allow the interaction to occur based on a predetermined
framework.

2.2.5 HR LOB Specific Technical Services

Figure 8 shows the set of HR LOB-specific technical services based upon the target requirements
for the HR.

HR LOB Specific Services

Application Enablement Data Related

Customer Initiated

= Application Initiation/ * Mass Change Transaction Service * Data Access
Request Action * Tracking Services * Data Validation
= Approval Services * Data/Display Formatting
= Notification * Data Capture/Population
* Automatic Message Generation * Data Integration

Figure 8 - HR LOB-specific Technical Services

Customer Initiated: These technical services are activated based upon an external event due to
customer interaction.
Service Name: Application Initiation / Request Action Service

Purpose: Application Initiation Service is a technical service that detects transactional
(customer data is accessed, updated, or added) or non-transactional events (e.g., date-
driven events). This technical service is required for Web-based and non-Web-based
solutions to identify the user action, trigger the data validation based upon business rules,
trigger the request for the appropriate transaction, and provide notification based upon
time-based events. This technical service also detects user inputs and creates a request
message for a personnel action, report, or any other transaction.

Quiality of Service (QoS) Characteristics: Critical data management services ensure
that information cannot be changed without proper authentication, validation, and
verification.

Applicable Standards: J2EE, BPEL4AWS, WSDL, UDDI

Related Technical Services: Database Access, Service Discovery, Data Access,
Business Logic, Middleware

Application Enablement: These technical services fulfill application logic needs and enable
applications to complete their tasks.
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Service Name: Mass Change Transaction Services

Purpose: Mass Change Transaction Services allows power users to configure and
execute mass updates. The user can choose to have the process update existing rows or
add new rows. Both effective dating and effective sequencing are supported. Additional
steps are added for previewing and manually editing changes online prior to committing
the update to the database. All of these features provide significantly improved ease of
use while safeguarding against errors. This service invokes the transaction processor for
real-time access or the batch manager. This service consists of the component for setting
up and managing system data available for mass updates and an application class that
provides access to transaction processing functionality.

Quality of Service (QoS) Characteristics: The user is able to configure mass update
definitions, including the population to process, and then create transactions, preview
transactions, process transactions, and manage transaction statuses. A rollback feature
also is included so that errors can be reversed if necessary.

Applicable Standards: J2EE, BPEL4WS, WSDL, UDDI

Related Technical Services: Transaction Service, Database Access, Business Logic,
Request Action, Data Management

Service Name: Tracking Services

Purpose: This technical service provides context sensitive transaction or task tracking
similar to the tracking number used by shipping companies. The service tracks tasks
such as workflow requests, personnel action transactions, and approval status.

Quality of Service (QoS) Characteristics:
The actions that are tracked for a task and which require invoking the notification
services are:

Assigned: When the task is assigned to users or a group.

Completed: The task is completed.

Error: An error has occurred in the execution of the task.

Expired: A task has timed-out.

Wait: Information is requested for a task.

User Action: A task is suspended or withdrawn.

Applicable Standards: Workflow Process Definition Language (WPDL); Wf-XML;
Workflow Client API, Workflow Interoperablity Bindings; SOAP, Web Service
Definition Language (WSDL)

Related Technical Services: Notification, Workflow, Application Initiation, Request
Action, Business Logic
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Service Name: Approval Services

Purpose: This technical service works in conjunction with the workflow services; it
defines approval authority and approval lists, alternatives, and level of approvals. This is
a specialized customizable service for HR workflow approvals only. It should determine
whether a requestor approves their own transaction, if they have sufficient signing
authority. It should recognize and flag whether the employee is at the top of the
hierarchy. It should identify and assign an indicator to the ID of person requesting the
transaction for tracking purposes. The service will specify: maximum number of chain
levels up, a value for the number of levels in the management chain to include in this
task, and the highest title of approver, the title of the last (highest) user in the
management chain.

Quality of Service (QoS) Characteristics:

Approvers and groups for each of the Approver types will be specified either statically or
dynamically. This service will support the business requirement to create a dynamic list
of approvers according to the task needs. The service will have the amount of time an
approver receives to act. If the approver does not act in the time specified, the service
will invoke the notification service for sending a reminder notification. The number of
reminders, the interval between the reminders, reminder receivers, and other receivers of
notification can be configured.

Applicable Standards: Workflow Process Definition Language (WPDL); Wf-XML,;
Workflow Client API, Workflow Interoperablity Bindings; SOAP, Web Service
Definition Language (WSDL)

Related Technical Services: Workflow, Tracking, Notification, Business Logic

Service Name: Notification Services

Purpose: This technical service creates a notification message when it receives
information from entities in the information producer that monitor and detect a situation,
such as information changes or updates that are of interest to service consumers. The
notify message sent by the publisher is routed by the notification broker service to the
appropriate notification consumer proxy service. The notification broker matches
notification messages to the consumers that are subscribed to these notifications.
Notification can be an asynchronous message sent to a user by a specific channel such as
an email message, a voice message, a fax message, a pager message, or an SMS message.
A notification can be an actionable notification, to which the user can respond. For
example, workflow sends an email message to a manager to approve or reject a purchase
order. The manager approves or rejects the request by replying to the email with
appropriate content.

Quality of Service (QoS) Characteristics:
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Notification services will provide support for the reliable notification. The notification
service creates a notification message with a unique notification ID. If there is any
notification failure, the notification service retries three times. If the retries all fail, it
marks this notification as in error.

Send notifications to specified users on specified task changes:

= Through different delivery channels (email, phone, fax, voice, and SMS)
= Ability to customize content of notifications for different types of tasks

= Ability to configure the security designation to the message

= Ability to select the delivery channel based upon the security designation
= Perform actions on tasks through email

Applicable Standards: Workflow Process Definition Language (WPDL); Wf-XML;
Workflow Client API, Workflow Interoperablity Bindings; SOAP, Web Service
Definition Language (WSDL)

Related Technical Services: Workflow, Approval, Request Action, Tracking, Security

Service Name: Automatic Message Generation

Purpose: This technical service detects events and generates messages in an
asynchronous way to notify the event occurrence that is grammatically complete,
comprehensible, and relevant.

Quiality of Service (QoS) Characteristics:
Ability to generate encrypted message

Applicable Standards: J2EE, BPEL4WS, WSDL, UDDI

Related Technical Services: Notification, Tracking, Request Action, Initiation,
Business Logic, Security

Data Related: These technical services support data management related tasks.
Service Name: Data Access

Purpose: A data access service is a service that handles the technical details for a
particular kind of data source. Data access services are noun-oriented. These services
expose data rather than a set of operations. They are not meant to either extend or reuse
some existing application logic. What they are really focused on doing is encapsulating
some piece of information and exposing that and making that available. It also defines
rules of visibility and data entitlements that allow organization to manage privacy for
personnel information, governing accessibility of specific employee data attributes. A
query may be submitted to a Data Access Service, without specifying the data sources
explicitly. The Data Access Service then contacts a Discovery Service to find data
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sources with relevant data, contacts the Authorization Service to get appropriate
authorization tokens, and then queries them.

Quallty of Service (QoS) Characteristics:
Data has timestamp as to when it was last updated

= Data must be kept current and updated to meet timing constraints

= Data processing algorithms (e.g., methods in an object model) must meet timing
constraints, e.g., queries and transactions have to complete within a certain time

= Ability to protect the privacy and confidentiality of personnel data by restricting
access and/or additional access authorizations

Applicable Standards: Relational Data Access (SQL), XML, EJB, Java Data Objects
(JDO), Security, Access Authorization

Related Technical Services: Service Data Objects (SDO); Discovery Service,
Authorization Service, Data Management, Data Integration

Service Name: Data Validation

Purpose: This technical service enforces data validation rules to all incoming
transactions and data submitted from various applications. It also supports conditional
external data validation, meaning that data validation rules may be varied by conditions.
Different data sources may have different ways of describing the same data (schema and
content), and the data validation service needs to unify these. This service is very vital
when an HR LOB solution is dealing with multiple best-of-breed applications. The
discovery service may have to coordinate with mappings maintained by the
transformation service, and with ontology, to resolve this heterogeneity.

Quality of Service (QoS) Characteristics:

Use annotations for data provenance: document data

= Can the data source be trusted?

= Has misinformation been given and if so at which point?
= Has data been misused?

Applicable Standards: XML Schema Definition; SQL-3

Related Technical Services: Data Access, Data Management, Data Transformation,
Service Discovery, Business Logic

Service Name: Data / Display Formatting

Purpose: The data-formatting service changes the format of data before displaying it in
a user interface control. For example, when the data access service returns a string that
has to be displayed in the (xxx)xxx-xxxx phone number format, the data formatter
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component ensures the string is reformatted before it is displayed. This service performs
a one-way conversion of raw data to a formatted string. In addition, the data formatting
service enforces data validation rules to all incoming transactions and data submitted
from various applications. It also supports conditional external data validation, meaning
data validation rules may be varied by conditions. This service will be able to mask parts
of the data, such as only displaying the last four digits of the Social Security Number
(while masking the first five digits).

Quiality of Service (QoS) Characteristics: Multi-format display and multi-language
display.

Applicable Standards: HTML, xHTML, Cascading Style Sheets (CSS), WSRP

Related Technical Services: Data interchange, Data Access, Content Rendering, Static
Display

Service Name: Data Capture / Population

Purpose: This technical service provides Vertical Filtering, i.e., pass only the data
elements the target needs, and Horizontal Filtering, i.e., pass only the records that
conform to the targets rules. Filtering is the method by which some data from the dataset
is excluded from view by displaying only those records that meet specific criteria.
Filtering facilitates capture of varying views of the data stored in a dataset without
actually affecting that data.

Quality of Service (QoS) Characteristics:
Initial format correctness, units of measure correctness, value correctness, and range
correctness is ensured.

Applicable Standards: SQL3, XML family of Standards

Related Technical Services: Data Access, Database Access, Data Validation, Data
Transformation

Service Name: Data Integration

Purpose: One of the biggest challenges global organizations face today is the

fragmentation of data across disparate enterprise systems. This technical service provides

capabilities for the following functions:

= Joins: combining fields from multiple sources and storing the combined set.

= Lookups: combining fields from records with values from reference tables and
storing the combined set.

= Aggregations: creation of new data sets derived from the combination of multiple
sources and/or records
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= Delta Processing: identifying changed records from a source data set by comparing
the values to the prior set from the source.

Quiality of Service (QoS) Characteristics:

Data integration models follow the same level of abstraction refinement that occurs in data
models during a SDLC (conceptual, logical, and physical). Just as there are conceptual,
logical, and physical data models, there are conceptual, logical, and physical data
integration requirements that need to be captured at different points in the SDLC, which
could be represented in a model.

Applicable Standards: XML Schema Definition, eb XML, RDF, OWL, JSR-170

Related Technical Services: Data Management, Semantic Interoperability Service, Data
Transformation, Data Validation, Data Access

2.3 TM Structure from Application Perspective

There are different ways to view a technical model. A technical model can be viewed as an
architectural template or pattern used to decompose a complex technical environment into a
series of “layers,” each having a defined purpose, a set of boundaries, defined interrelationships
with other layers, and associated principles and characteristics. This view of the technical model
provides an integration framework against which architectural artifacts can be aligned to improve
their integration and cohesiveness and provides a guide to help differentiate infrastructure
functions from application functions to facilitate the allocation of responsibilities to different
implementation projects. The following diagram shows the view of the technical model from the
application system perspective with different tiers showing the boundaries and relationship of
applications, systems, and infrastructure partitions and associated technical services.

The TM is comprised of three (3) technical tiers to support the construction, exchange, and
delivery of component-driven service components. This structure defines:

= How to leverage and access service components
= How to build, deploy, and exchange service components, and
= How to support and maintain service components.

From an interoperability viewpoint, the application flow model shows the application component
boundaries. The application interoperability defines the system integration technologies and
standards that simplify communication within and between heterogeneous and distributed
application systems.
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Figure 9 - HR LOB Technical Model — Application Flow View

This view helps to establish the process-action flow of delivery of service components to the user
types by the enabling technology and technical service components. From a structural
perspective, an application is composed of multiple logical and/or physical partitions that
represent presentation logic, business logic, or data management logic. Partitions are hardware
independent, have attributes (e.g., language constraints and application frameworks), and use
common services and common business objects. Application flow view illustrates one or more
execution threads or sequences associated with an application as that application executes start to
finish.

2.4 Technical Reference Model and Technical Reference Architecture

One of the five guiding principles of the HR LOB Technical Model is it should be easy to
interpret. It must use well-defined terms, clearly define its terms, and provide examples to
enable users to distinguish between distinct but related ideas or concepts. Therefore, it is
important to understand the differences between two commonly used terms in the enterprise
architecture area: the Technical Reference Model and the Technical Reference Architecture.
These two terms have been used in the industry with overlapping meaning and sometimes
interchangeably while describing enterprise architecture work products or components.

A reference model is an abstract framework for understanding significant relationships among
the entities of some environment. It enables the development of a specific reference or concrete
architectures using consistent standards or specifications supporting that environment. A
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reference model consists of a minimal set of unifying concepts, axioms, and relationships within
a particular problem domain and is independent of specific standards, technologies,
implementations, or other concrete details.

The concepts and relationships defined by the reference model are intended to be the basis for
describing references architectures and patterns that will define more specific categories of SOA
designs. Concrete architectures arise from a combination of reference architectures, architectural
patterns, and additional requirements, including those imposed by technology environments.

A reference architecture is an architecture that has already been created for a particular area of
interest. It typically includes many different architectural styles, applied in different parts of its
structure. A technical reference architecture is a type of reference architecture that does not
directly include structures of application (business) behavior. In other words, it can be used as a
base architecture or template for several different application types. It nevertheless still applies
only to a specific technical domain.

A house can be used as an analogy to illustrate the difference between the reference model and
the reference architecture. The reference model for a house includes the framework concepts
like roof, foundation, structure, sitting area, eating area, sleeping area, standards for the relative
location of the rooms, sizes of the doors and windows, staircases, etc. The role of reference
architecture for a house would be to identify abstract solutions to the problems of providing
housing. For example, an abstract solution for housing would address specific requirements of
its future occupants and would include specifications for bedrooms, kitchens, hallways,
bathrooms, and so on.

We find that architects and solution providers define the technical reference architecture (TRA)
for a solution using the basic constructs that will have specific goals and represent a specific
architectural style. Again, let us consider the house analogy: the building architecture style
consists of styles such as Cape Cod, Tudor, Contemporary, and Spanish, Ranch. Similarly, for
HR LOB solutions, the technical reference architecture style or paradigm could be Service
Oriented Architecture (SOA), 3-tier Client/Server, n-tier distributed, etc. HR LOB solution
architects and solution providers may define a solution level Technical Reference Model using
any one of those architecture paradigms, and based upon the HR LOB Technical Model.

The reference model defines the applicable standards and the reference architecture selects and
applies the standards based upon the architecture style. Thus, the HR LOB Technical Model
serves as a “Building Construction Code” for the HR LOB Solutions. The figure in Appendix F
illustrates this analogy.

Any reference architecture includes both functional and operational aspects of an IT system.
The functional aspect is concerned with the functionality of collaborating software components;
the operational aspect is concerned with the distribution of components across the organization's
geography to achieve the required service level characteristics. Reference architecture is not
only software architecture; it also provides predefined structures for the placement of software
on hardware nodes, structures for hardware connectivity, operations and management of the
environment. Technical reference architectures are seen as a set of technology templates based
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upon a specific architecture paradigm, for example, Service Oriented Architecture (SOA), on
which solutions are defined and developed.

One example of a layered services-based technical reference architecture guided by the technical
reference model is presented below.

Technical Reference Model

Guides Creation of

Technical Reference Architecture (Example)

Services g
usiness Logic

Framework < 9 £
(Functional) Application Infrastructure S
> ©
-‘:'.._' Data Interchange Integration %

S
e 8 Data Management ﬁ
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Figure 10 — Example of a Technical Reference Architecture based upon the Technical Model

This reference architecture features ten architecture service areas or “architecture domains” in a
functional layered concept. These architecture domains are:

= Presentation

= Business Logic

= Application Infrastructure

= Data Interchange Integration
= Data Management

= Computing Platform

= Network/Communications

= Security

= QOperations and Management
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General characteristics of these functional layers include the following:

= A layer contains logically consistent groupings of services.

= Layers “higher” in the technical reference architecture use the services of those “lower” in
the technical reference architecture.

= Services in one layer should not interface with services in other layers except through clearly
defined paths.

= Lower levels can be implemented and deployed before higher levels. However, it is difficult
to deploy a higher-level layer without the necessary lower-level layers because higher levels
depend on the capabilities of the lower levels.

= A particular function in a layer does not have to utilize all of that layer’s interfaces.

= Layers are cumulative. For example, platform services are under-pinned by storage
management services, communication services, and the physical environment in which they
are housed.

This functional layering approach better reflects the layering of services that exist in current

vendor and Open Source products which in turn facilitates the definition of solution architecture.

In summary, the HR LOB TM is not a reference architecture. It provides the basis and
foundation for defining a reference architecture for an HR LOB system based upon any chosen
architecture paradigm. The HR LOB TM is not a technical design specification for a solution
implementation. It provides the guidance for developing the design specification.
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3.0 HR LOB Technical Model and Interoperability

The HR LOB Service Component Model explicitly states: “Two desirable outcomes result from
building out the dimensions of standardization and common solutions — reusability and
interoperability.” Interoperability means the ability of the HR LOB business processes and
services — and the solutions that implement these business processes and services — to exchange
information meaningfully and to enable the sharing of information and knowledge. To support
system-to-system interoperability, the HR LOB Technical Model has defined technical services
that can reasonably be mandated and supported within the constraints of security.

3.1 Interoperability Overview

Interoperability is not just a technical matter of connecting computer networks. It also embraces
the sharing of information between networks and the re-design of business processes to deliver
improved outcomes and efficiencies and to support the seamless delivery of government
services.

The term “interoperability’ includes several aspects. To a network operator, it can mean the
ability to inter-operate with other networks and provide seamless services to users. To a content
provider or service provider, it can mean the ability to be able to run an application or service on
any suitable platform. And to the consumer, it can ideally mean the ability to obtain the relevant
hardware device. Since interoperability can mean different things to different people, it is
imperative to clearly define the term.

Interoperability is sometimes distinguished from integration, but at other times, the two terms are
used almost interchangeably. The definition of interoperability encompasses both technical and
operational capabilities. The technical capability (ability of systems to provide services to and
accept services from other systems) addresses issues of connectivity among systems, data and
file exchange, networking, and other communication related scenarios. The operational
capability (ability of systems to use the services so exchanged to enable them to operate
effectively together) addresses the degree to which value is derived from that technical
capability.

In general, interoperability is discussed in three hierarchically related areas. These are:

= Technical/Syntactical — linking up computer systems by agreeing on standards for presenting,
collecting, exchanging, processing, and transporting data.

= Semantic — ensuring that transported data shares the same meaning for link-up systems.

= Organizational — organizing business processes and internal organization structures for better
exchange of data.

When technical interoperability is mentioned alone, it usually refers to infrastructure and
communications interoperability. When semantic interoperability is mentioned, technical
interoperability is usually also specified. When organizational interoperability is mentioned, it is
typically mentioned along with both technical and semantic interoperability.
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3.2 Interoperability in HR LOB Context

There are three dimensions or view-points of interoperability for HR LOB: context, type, and
operational aspect. The context for the interoperability provides the architectural view and is
defined by the HR LOB Enterprise Architecture models. The HR LOB Business Reference
Model defines the business process interoperability. The HR LOB Service Component Model
defines details of the business services interoperability. The HR LOB Data Model defines the
details of the data interoperability. Finally, the HR LOB Technical Model defines the technical
services interoperability.

Context

e Business Process
» Service Component
= Data

* Technical Interoperability Framework
relates the three dimensions:
Context, Aspects, and Types
based upon the input drivers.

Aspect
— * Procedure/Policy
* Application/System
* Data
=il * Infrastructure

Type

» Technical/Syntactical
» Semantic

* Organizational

Figure 11 — HR LOB Interoperability Dimensions

Interoperability types categorize the elements by use. There are three types of interoperability:
technical/syntactical, semantic, and organizational. As mentioned earlier, these three types are
hierarchically related. The third view-point is the operational aspect of interoperability which
defines operational nature. There are four aspects of interoperability: policy/procedure,
application/system, data, and infrastructure. The aspect view-point of interoperability defines
how they are applied or operated within the HR LOB. Figure 11 above shows the
interoperability dimensions for the HR LOB.

An interoperability framework for the HR LOB has been defined based upon these dimensions as
shown in the following figure. The HR LOB interoperability framework defines the scope of the
interoperability and its elements for the HR LOB. Additionally, the interoperability framework
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provides a way to communicate the interoperability details. The HR LOB interoperability
framework provides common definitions and concepts to level-set stakeholders about the
contents of the interoperability architecture.
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Eigure 12 — HR LOB Interoperability Framework Relationships

Interoperability decreases vendor dependence and the cost of changing vendors from a business
perspective by decreasing the costly components of change, resulting in improved and increased
vendor options. The business drivers for the interoperability within HR LOB are as follows:

3.2.1

Need for different agencies/organizations to share/use HR information

Multiple laws and regulations for personnel information security and protection

Multiple service providers providing different specialized HR applications, systems, and
services

Different service level requirements in terms of security, response time, etc.

Multiple application systems and COTS packages

Many best-of-breed packages for different HR and HCM functionalities

Different levels of automation for HR services within an agency or organization

High level of data exchange between systems

Data persistency, transferability, and volatility

Interoperability Policy and Procedures

The HR LOB Service Component Model establishes basic guidance for interoperability. The
SCM establishes a standard, accepted menu of services for the HR LOB, and defines
interoperability policy characteristics for a service component. A service component:

Should be reusable among different functions and processes;
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Can be shared across different organizations;

Should be provider independent — the same service provided by a different provider can
be replaced with minimal disruption to business operations; and

Should be product independent; as long as the same business capability is provided, the
product or underlying technology does not matter.

Security is an important consideration for interoperability and must be assured. Security consists
of the following aspects:

3.2.2

Privacy — information should be protected from being disclosed or revealed to any entity
not authorized to have that information by permitting the use of encryption techniques;
Authentication — claimed identity of the originator of the service should be authenticated;
Authorization — protection against the threat that unknown entities enter into the system
and ensures that an entity performs only authorized actions within the system should be
ensured;

Integrity — protection against the threat that the value of a data item might be changed en
route should be ensured; and

Non-Repudiation — protection against one party to a transaction or communication later
falsely denying that the transaction or communication occurs should be ensured.

Application/System Interoperability

Interoperability can be discussed at two levels within the application/system context of the HR

LOB:
1.

2.

Interoperability between HR systems of different independent agencies/organizations.
These systems will have to collaborate.

Interoperability between components of a HR solution. Here a solution can be built up
from components from different producers based on clearly defined interfaces between
those components.

Application interoperability in context of HR LOB means software applications can work
together independent of the execution platform of each individual application.
Application/System interoperability can be defined as the capability to implement a service in
multiple programming languages and to communicate using well-known and platform-
independent protocols and standards. Application interoperability offers the means for
integrating the various Best of Breed (BoB) applications to create an effective HR LOB solution.

In an n-tier architected application system, there are at least four tiers, each performing a distinct
and separate function. These tiers are:

Client tier: Consists of light-weight Web browser based thin client or the standalone
rich application client that provides the frontend for multi-tiered applications.
Presentation tier: Consists of two parts, one that runs on the client-side and another that
runs on the server side. Formats and presents application data to the user and receives
user inputs which it forwards to the business logic tier.
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= Business logic tier: Receives user input from the presentation tier, interacts with the
data tier to process the user request, and sends back responses to the presentation tier.
Runs on servers which can be based on different technology platforms.

= Data tier: Manages all interaction with data stored in databases and in file systems.
This tier provides a level of abstraction from persistent data.

In the most common interoperability scenario, the client and the presentation tiers are
implemented on the same technology platform and interoperate with a business logic tier that is
implemented using the other technology platform. The presentation tier provides the
management, coordination, and orchestration of the user interface and user interactions in n-tier
architected applications. It renders the application’s visual appearance and layout, maintains
state through user sessions and business logic process flow, and invokes services in the business
logic tier. Web services model provides a service oriented approach to the application
interoperability. The language and environment-neutral features of Web Services coupled with
the Web Services specifications were designed to enable improved application interoperability.

Web services standards focus on protocols and formats. They are independent of hardware,
operating systems, and programming languages. Web Services Interoperability (WS-I)
organization is an open industry organization chartered to promote Web services interoperability
across platforms, operating systems, and programming languages. WS-I establishes Profiles that
enumerate, clarify, disambiguate, and restrict specifications to achieve interoperability. Any
Web service architecture uses the following standards elements: UDDI (Universal Description,
Design, and Integration) provides a directory of services on the Internet; WSDL (Web Services
Description Language) Web services are defined in terms of the formats and ordering of
messages; SOAP (Simple Object Access Protocol) Web services consumers can send and
receive messages using XML; and HTTP(S) and XML transport provided by open Internet
protocols.

From an interoperability perspective, WSDL defines the interface to the Web Service. SOAP
defines a framework to construct XML-based messages that can be used to exchange information
between nodes in a decentralized, networked environment. UDDI is an XML-based distributed
directory that enables businesses to list themselves, as well as dynamically discover each other.
Standard web services technologies do not support semantic interoperability. Web services
provide a standard data interface, but may not capture everything needed (such as event data) to
port an enterprise application to a portal environment. A portlet provides a fragment of a web
page, rather than the complete page. The portal (the Web site itself) aggregates these portlet
fragments into a complete page.

3.2.3 Data Interoperability

Data interoperability is defined as the ability to correctly interpret data that crosses system or
organizational boundaries. Information can flow if and only if the receiving system and users
properly understand the data they receive. The hardest part of data interoperability is the
semantic problem: arranging a shared understanding of what the data means among all the
people involved in the data exchange. Users need to understand the meaning of the data
presented to them. Programmers need to understand the data their programs will manipulate.
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These people must have a shared understanding of the runtime instance data values. Architects
and solution providers building products and solutions from the HR LOB EA models need a
common vocabulary for representing information exchanges.

Data interoperability issues are addressed at three levels. At the lowest (character representation)
level, a computer must recognize characters. The Unicode standard enables interoperability at
this level. Universal Resource Identifiers (URI) provide a global addressing scheme for the
Web.

The next level is the syntactic level. At this level, XML is a standard language used for syntax
(or format), so a computer can differentiate types of content, for example between a Heading and
employee timecard data. XML Schema enables the definition of distinct or common structural
schemas for XML file collections. XML is a data markup language like HTML, using bracketed
tags to describe the treatment of the data in the document. With HTML, the tags primarily relate
to the formatting and display of the text. With XML, the tag repertoire is extensible; anyone can
define a tag to describe some attribute of the text. If applications agree on their use of these
extended tag definitions, then they are able to understand the context of the text exchanged
between them. In addition, the use of XML also implies the use of many standards in the XML
family, such as XSLT, XQuery, DOM/SAX, XML Schemas, Namespaces, RDF and
WAP/WML.

The third level is the semantic level. The semantic level addresses the context of the data as well
as its meaning. The semantic problem occurs when: different data types are used for
representing same information, similar concepts have different definition, or different concepts
have similar definition. The semantic problem is that the user knows data exists and can access
it but may not know how to make use of it due to lack of understanding of what it means and
represents. All independently developed data models, including database schemas, data
dictionaries, metadata, taxonomies, and ontology are invariably non-interoperable. Each has a
unique perspective, purpose, and constraints, which lead to divergence. One way the data
semantics can be addressed is by introducing the ontology and semantic services above the data
tier for specifying semantics. The semantic Web technologies provide all the integration benefits
of using XML syntax and capture both the meaning (semantics) of the enterprise concepts and
their relationships in the vocabulary of the business experts. The semantic layer, consisting of
ontology and the semantic services above the data layer, explicitly captures the enterprise
concepts, relationships, and business rules using Resource Description Framework (RDF) and
Web Ontology Language (OWL). RDF is a framework for describing resources on the Web that
provides a model for data, and syntax so that independent parties can exchange and use it.

The RDF language is a part of the W3C's Semantic Web Activity. W3C's "Semantic Web
Vision™ is a future where:

= Web information has exact meaning

= Web information can be understood and processed by computers

= Computers can integrate information from the web

OWL is built on top of RDF. OWL is a stronger language with greater machine interpretability
than RDF. OWL comes with a larger vocabulary and stronger syntax than RDF.
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HR LOB semantic data interoperability will be addressed in future versions of the HR LOB Data
Model. The HR LOB will use following open standards for enhancing the data interoperability:
= |SO/ANSI SQL for data segment definition and access,

= XML for data interchange and integration,

= |SO 11179 for data element standardization, and

= X.500 and LDAP for directory services.

In addition, the HR LOB will use the following methods for enhancing data interoperability:

= Use standard data syntaxes based upon the Abstract Syntax Notation (ASN.1) and the
emergent industry standard Extensible Markup Language (XML);

= Register the semantics of shared data elements;

= Document service interfaces in a standard way;

= Define standard information exchange packages (IEP).

3.2.4 Infrastructure Interoperability

Infrastructure interoperability is usually associated with hardware/software components, systems
and platforms that enable machine-to-machine communication to take place. This kind of
interoperability is often focused on (communication) protocols and the infrastructure needed for
those protocols to operate.

Well understood and interoperable standards for sending messages between services are the basis
for interoperability. For services to communicate with each other, messages are encoded
according to the SOAP 1.1 and SOAP 1.2 specifications and typically exchanged over HTTP.
The SOAP standards are the foundation of network interoperability. The service infrastructure
uses metadata standards to describe the messages and protocols used by Web services. These
metadata standards are used by applications and infrastructure to guarantee that services can
interoperate based on the requirements services place on users. The important metadata
standards are WSDL, WS-Policy, WS-Metadata Exchange, and UDDI.

WSDL describes the messages that a service can receive and send. It is the most basic contract
language used to describe the business functionality offered by a service. WS-Policy describes
the quality of service characteristics and requirements associated with a service. Typical policies
describe security requirements of a service, optimizations supported by a service such as
MTOM, and whether the service uses WS-Reliable Messaging. WS-Metadata Exchange is a
handshake protocol that allows users to retrieve WSDL and WS-Policy documents associated
with a service. UDDI is a model used by service registries. It provides a common repository of
metadata about services that can be used to discover what services are available and to select
services that are available to use for building new composite services and business processes.

Web Service Security

Web Services Security (WS-Security) is a specification to enable security for Web services,
specifically through message integrity, message confidentiality, and single message
authentication. To protect the service from un-intended users, some security mechanism needs to
be implemented. Even when a network level firewall is implemented to protect the Web Service or
the server, the un-intended users cannot be prevented from using the service once their request
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reaches the SOAP server. Web Service security provides enhancements to SOAP messaging by
defining how to attach a security token to a SOAP message. The token is used to help provide
message integrity and confidentiality.

The three major security mechanisms in the Web service security are:

= Transport Security: The Web provides security at the transport level through three
mechanisms: Secure Socket Layer (SSL), basic authorization, and client authorization (two-
way SSL). Transport security mechanisms provide security to the data while it is in transit.
Once the data has reached the endpoint it is clear data. The SSL protocol plays a major role
in end-to-end security, not between applications.

= Message Based Security: Message based security is the method by which the message is
self protected by using techniques such as “XML Encryption”. Portions of messages can be
encrypted and made secure by using separate keys for each receiver. XML signatures can be
used to achieve message integrity and non-repudiation.

= Role Based Security: User security comprises of authentication and authorization.
Encryption plays a key role in security at the data level. Authentication deals with users
identifying themselves with names and passwords which can even be a certificate. Once the
user is authenticated their access rights are determined by the authorization mechanism. Each
authenticated user can have different rights in a given system. The most common form of
handling authorization is by using the technique known as Role Based security.

NIST Publication 800-95 — “Guide to Secure Web Services” provides the details of security
aspects required by the HR LOB.

3.3 Interoperability Requirements

Interoperability of HR LOB application systems only requires a common basis for the elements
that are shared among different HR LOB applications. Typically, not all of the information
managed by two application systems within HR LOB is shared. Therefore, interoperability
requirements must also identify the shared elements within the HR LOB. This is accomplished
by identifying information exchange packages (IEP) between the service components. The next
step in developing the interoperability requirements is the definition of common semantics and
syntax for those elements that must be combined, compared, or aggregated. As a practical
matter, interoperability requirements are driven by specific (Technical, Data, and Application)
needs of the HR application systems and services in the given business context. HR LOB
interoperability requirements are based on non-proprietary and open standards and profiles. All
interface implementations should be specified in a platform independent manner and verified
through interoperability testing and public demonstrations.

A prerequisite for interoperability is the ability to communicate: that is, the bits running on the
wires. In transferring HR Information between application systems, network and transport
protocols are needed. Currently, TCP/IP (Internet) is the de-facto on-line communication
standard supported by the web services protocol standards such as HTTP and HTML. On top of
this layer, standard messaging protocol layers such as SOAP or ebXML messaging are being
accepted as de-facto standards.
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Interoperability is an important element in the delivery of HR LOB services and integration

initiatives. Within the HR LOB context, it should be understood that:

= Interoperability is not an end in itself, but an enabling capability;

= While standards are necessary, they are not sufficient for interoperability;

= Understanding the business, social, political and cultural context of the organization is
essential;

= An organization must actively engage in the process of ensuring that its systems, processes
and people are managed in a way which maximizes opportunities for internal and external
exchange and re-use of information; and

= QOrganizational boundaries should not stand in the way of the right people having access to
the right information to make informed decisions or to provide high quality service.

Identifying technical requirements for interoperability is challenging but straightforward,;
ensuring “effectiveness” of the technical solution is much more complex because the operational
environment in which effectiveness is assessed is a moving target.

3.4 Interoperability Guidelines

Successful organizational interoperability relies on successful technical and semantic

interoperability because the desired data must be successfully transmitted (technical

interoperability) and properly understood (semantic interoperability). Interoperability is not just

about being able to get multiple services to present their data coherently in the same place — it is

also about the data making sense in multiple contexts. Therefore, there are some general

guidelines that an HR solution should follow to establish effective interoperability in its

component systems/modules. The seven “habits” of effective interoperability are to:

= Follow vendor independent (Open) standards wherever available;

= Standardize on a few solution patterns (ideally one) per major business-process area;

= Develop components with a clean separation between business logic and user interface to
allow business logic to be exposed as services for use by other applications;

= Separate application functions from infrastructure, while maximizing infrastructure leverage;

= Consider Web-based delivery of content via either a Thin Client or Web Services interface;

= Define Services as technology agnostic, business meaningful terms; and

= Publish all services in the agency corporate registry and associate them with a Business
Domain.

In addition, the following principles and guidelines applied to the technical services enhance

interoperability:

1. Define Standardized Service Contracts: Standardized service contracts help to establish a
baseline measure of interoperability associated with the harmonization of data models.

2. Define Loose Coupling for Services: Reducing the degree of service coupling fosters
interoperability by making individual services less dependent on others and therefore more
open for invocation by different service consumers.

3. Increase Service Autonomy: Services behave reasonably as independent entities. By
raising a service’s individual autonomy its behavior becomes more consistently predictable,
increasing its reuse potential and thereby its attainable level of interoperability.
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4. Define Stateless Services: Through an emphasis on stateless design, the availability and
scalability of services increase, allowing them to interoperate more frequently and reliably.

5. Facilitate Service Discovery: Service Discoverability simply allows services to be more
easily located by those who want to potentially interoperate with them. To enable
interoperability between a service consumer and a service, the appropriate service must first
be located. Therefore, application of the Service Discoverability principle increases the
chances for a service to maximize its interoperability potential.

6. Define Composable Services: For services to be repeatedly composable, they must be
highly interoperable. Therefore, shaping each service into an effective composition member
increases its native ability to interoperate with others.

7. Define Explicit Service Boundaries: Services interact through explicit message-passing
behind the boundaries. The explicit boundaries allow formal expression of implementation
independent interaction, i.e., service definition agnostic to choices of platform, middleware,
or coding language used to implement other services.

3.5 Interoperability Standards

Standards are a critical element to interoperability at all levels — information, technical and
business process modeling. Standards ensure that all participants in a collaborative project or
initiative have a reference point which is common and understood, thus reducing the risk of
miscommunication, misunderstanding, and the need for re-work. Interoperability Standards are a
subset of all open and accredited standards. They enable:

= Solution components to be plugged together for rapid assembly of systems;

= Reuse of components developed for one system in another application;

= Business processes and services to exchange information meaningfully; and

= |Information and knowledge sharing.

Incomplete, unclear standards with poorly specified options can contribute to the biggest single
cause of non-interoperability. It may force an implementer to make potentially non-
interoperable design decisions on critical parts of the system based on a lack of information.
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4.0 Standards Profile

A standards profile is a technique of referencing (in contrast to defining) technical specifications
(e.g., standards and specifications). A standards profile permits the creation of a set of standards,
which provides a common foundation for the realization and implementation of the components
defined in the Technical Model. A standards profile is merely a collection of references to
standards or specifications, not the definition of the standards’ wording and description.

A standards profile is developed based upon the Technical Model core taxonomy. Itis a

database of facts and guidance about information systems standards. The standards to which it

refers come from many sources:

= from formal standards bodies such as ISO or IEEE;

= from authoritative consortia, like the World Wide Web Consortium and the Object
Management Group; and,

= from internal sources of an agency implementing HR LOB solution.

The HR LOB Standards Profile is rooted in the concept of an open systems environment and,
through its application, supports portable, scalable, and interoperable applications through
standard services, interfaces, data formats, and protocols.

The HR LOB Standards Profile provides insight and guidance in the development of technical
and system architectures that satisfy requirements across missions, and in particular where
interoperability, reuse, and open systems are desirable. The Standards Profile guides the
selection of standards for interfaces, services, and products in support of the HR LOB Enterprise
Architecture.

4.1  Standards Applicability

Standards and best practices should be adopted and implemented in order to achieve improved
interoperability and reuse, overall cost savings and other benefits, including reduction of
complexity, and/or assurance of continued availability of service. Exceptions to standards and
best practices may be considered only when a non-conforming technology is essential to
fulfillment of a unit's role and mission.

The use of standards in different parts of the system, for example, uniform ways for integrating,
presenting and describing data, will result in higher interoperability When standards are used in
systems, it is easier for other systems to establish a common link between the systems. There are
different types of standards for syntactical and semantic interoperability. Standards can be
broken down into standards for data, metadata, data transformation, data integration, data
presentation, data modeling, and description language. The use of each of these types of
standards helps achieve a part of the overall interoperability. The detailed list of standards
supporting each service category is included in the Appendix — D.

The primary purpose of these standards is to provide inputs to the architect during the
development process to populate the architecture with technologies and products that meet HR
LOB requirements. Another use of the standards profile is to help to ensure that the solution
providers get a clear statement of technical requirements, for the development of HR LOB
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solution. The HR LOB standards profile can be categorized into different profile-views based
upon service areas, user requirements, and architectural requirements, such as mandatory
standards view, common services standards view, portal view, data related standards, and
hardware and infrastructure standards. These profile-views group the standards to increase their
applicability and usability.

4.2 Mandatory Standards

The standards contained in the TM are based upon open systems technology that is strongly

supported in the commercial marketplace. The following criteria provide guidelines for

mandating a standard:

= The standard promotes interoperability;

= The standard demonstrates maturity through technical stability and strong support in the
marketplace, and maintenance by a recognized organization;

= The standard can be technically implemented;

= Wide distribution and adoption of the standard demonstrates that it is publicly available (with
at least three products openly available); and

= The standard is consistent with authoritative sources such as laws, regulations, policy, and
guidance documents.

A comprehensive list of mandatory standards for the HR LOB is defined in the profile-view as
follows:

= | egislative and Compliance
0 Section 508 — requires that Federal agencies' electronic and information
technology is accessible to people with disabilities, including employees and
members of the public. It establishes requirements for any electronic and
information technology developed, maintained, procured, or used by the Federal
government.
0 Web Content Accessibility — W3C Standards (Document Object Model (DOM),
HTML, HTTP, CSS, XML, and URI/URL); ISO Web Usability Standards
ISO/AWI 23973;
= Security — NIST SP 800 Series; Federal Information Security Management Act (FISMA);
IETF RFC 2246, Transport Layer Security (TLS) Protocol Version 1.0, January 1999; IETF
RFC 2632, SIMIME Version 3 Certificate Handling, June 1999 and related services; RFC
2385; RFC 4554; RFC 1510; RFC 1492; Departmental Guide to Network Security: Example
- DoD Instruction 8500.2, February 6, 2003; Information Assurance (IA) Implementation
= Privacy: Platform for Privacy Preferences (P3P)
= Security / Authentication / Single Sign-On — NIST SP 800 Series; FIPS 140-2
= Hosting
0 Internal — NIST SP 800-40; NIST SP 800-44; NIST SP 800-53;
o External — ISP/ASP/First Gov: Web Page Design Standards
= Communication Services
0 Network Services — TCP/IP, IPv4, IPv6, Traditional IP Network Address
Translator, Mobile IPv4, X.25, Point-to-Point Protocol (PPP), Internet Protocol
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Control Protocol (IPCP), ISO/IEC 8802-3:2000 (CSMA/CD), RS-232, RS-422,
RS-423; RFC 1918, RFC 3513, RFC 3315, RFC 2462, RFC 3756

File Transfer - FTP; HTTP; HTTPS, URL, URI

Email - IMAP, POP3, SMTP, MIME, X.400

EDI - X.12, UN/EDIFACT, HL7, ISO/IEC 9735:1998, ITU T.120

Directory Services — X.500, DAP, LDAP, SOAP, LDIF, UDDI

Domain Name — DNS (IETF Std 13:1987)

Remote Terminal — Telnet

O 0000 O0

4.3 Standards Profile-Views

Many profile-views of HR LOB Standard profile can be defined by organizations implementing
HR LOB solution to facilitate standards adoption and usage. This document describes some of
the commonly used profiles.

4.3.1 User Portal Standards Profile-View

= Presentation / Interface
o Static Display — Hyper Text Markup Language (HTML); IEEE 1295, FIPS 158-
1, XML, ANSI X3.124, ANSI X3.144-1988, 1SO 9592-1:1989;
o0 Dynamic Server-side Display — Active Server Pages (ASP); JSP, DHTML
o0 Content Rendering — HTML,; IEEE 1295, FIPS 158-1, XML, ANSI X3.124,
SVG, PHIGS, ANSI X3.144-1988, 1SO 9592-1:1989;
0 Wireless/Mobile/Voice — ITU Standards G.711, G.722, G.722.1, G.728 for
Audio; ITU Standards H.239, T.120 for Data; ITU Standards H.221, H.231,
H.242, H.243 for Control
= Access Channel
o0 Web Browser — W3C Standards (Document Object Model (DOM), HTML,
HTTP, CSS, XML, and URI/URL); ISO Web Usability Standards ISO/AWI
23973;
= Desktop Applications
0 Presentation / Publication — Document Object Model (DOM)
o0 Electronic Forms — XML-XForms
0 Drawing —1SO 128-21:1997; ISO 13567 Series; ISO 11442 Series; ANSI Y14.5
standards.

4.3.2 Data and Database Standards Profile-View

Database — ISO/IEC 9579- 2; ISO/IEC SQL:1999; FIPS 193;

Storage Devices — ANSI/AIIM MS 66-1999; SCSI and iSCSI, FCIP and iFCP, ESCON,
Data Warehousing — Common Warehouse Metamodel (CWM)

Database Connectivity — ODBC, JDBC, OLE DB for OLAP, XMLA, LDAP, X.500
Data Management —- OMG’s Metadata Standards; Dublin Core; ODMG 3.0;

Data Exchange — XMI, Xquery, Simple Object Access Protocol (SOAP), X12,
UN/EDIFACT, ISO/IEC 9735:1998, PEDI, HL7, ITU-T X435-1997, ebXML, BPELAWS
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Database Access — ISO/IEC 9579- 2; ISO/IEC SQL:1999; FIPS 193; ODMG 3.0:2000;
XML, XSL, XSLT, Xpath, DOM, XBRL 2.0, SGML, XHTML

Data Format / Classification — XML, NISO Z39.87-2002, AIIM20-2002

Data Types / Validation / Transformation — Document Type Definition (DTD), XML
Schema; eXtensible Stylesheet Language Transform (XSLT)

4.3.3 Application Services Standards Profile-View

Web Services — HTTP, SOAP, MTOM, SOP, WS-Addressing, WSDL, WS-Security

File and Print Services — NFS, CIFS and SAMBA "shares" ; CORBA 2.0; Direct Access
File System (DAFS) Protocol,

Application Program Interfaces — Java API for XML Registries (JAXR); Web Services
Description Language (WSDL); Web services (SOAP/XML) API

Enterprise Application Integration — JAXM, J2EE Connector Architecture (JCA), OSA-
EAI,

Transaction Services — DTP, ISO/IEC 10026:1998, ISO/IEC 9805:1998, ISO/IEC
12061:1995

Middleware — Message Oriented Middleware, PolyORB;

Business Logic (Programming) — C, C++, Java, JavaScript, JDK, JSP, Visual C++, Visual
Basic, JDK; Visual Basic.NET

Transaction Processing — DTP, ISO/IEC 10026:1998, ISO/IEC 9805:1998, ISO/IEC
12061:1995

Transaction Gateways — Web Services Transaction (WS-Transaction); VVolP Protocols
(MGCP, SIP, and ITU H323)

Service Discovery / Description / Interface — WS-Metadata Exchange; URI, UDDI 2.0;
Web Services Description Language (WSDL) 1.1; WS-Policy; BEPL4WS

4.3.4 Infrastructure Services Standards Profile-View

Hosting — NIST SP 800-40; NIST SP 800-44; NIST SP 800-53;
Support Platforms —
o Platform Independent: J2EE 1.4; Java APIs for XML; SOAP; JDBC; CORBA;
Java 2 Platform; J2EE Connector Architecture;
o Platform Dependent: ASP.NET; VB.NET 2.0; CLR; COM/DCOM/COM+; C#
("C sharp™);
Network Devices — NIST SP 800-46;
WAN / LAN - IEE 802 series of standards; TCS/TCE
Network Services / Transport — NIST SP 800-52
Internet, Intranet, Extranet, VPN — NIST SP 800-52; NIST SP 800-46;
Collaboration / Communication — NIST SP 800-49; NIST SP 800-45
Wireless / Mobile - WPA; WPA2; 3GSM; IEEE 802.11N; WAP; UMTS; CWML; GPRS
Network Design Tools — IEEE 802.1 Q; IEEE 802.1 D
Web, Network, FTP, and Backup Services — ITU T.120 Standards; SOAP, WSDP; FIPS
140-2; Web services (SOAP/XML) API; UDDI 2.0;
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4.3.5 Security Services Standards Profile-View

Certificates / Digital Signature — NIST SP 800-15; NIST SP 800-32; X.509;
Encryption — FIPS 140-2, NIST SP 800-21;

Role Definition, Access Control — NIST SP 800-32; NIST SP 800-25; NIST SP 800-21
Audit, Anti-Spam, Anti-Virus — COBIT, FISCAM, ISO17799

Vulnerability Scanning, Penetration Testing — NIST SP 800-42

Firewall, Intrusion Detection — NIST SP 800-41

Security Support Services — SAML,; SSH; SSL; S/IMIME; NIST SP 800-49; FIPS 113;
FIPS 180-2; FIPS 185; FIPS 186-2; FIPS 197; FIPS 198; WS-Security; SAML

= Authentication, Single Sign-On — NIST SP 800-25; NIST SP 800-32; NIST SP 800-56;
NIST 800-57; NIST SP 800-63; NIST 800-70; X.509; FIPS 201

4.3.6 Technical Support Services Standards Profile-View

= Application Management
o0 Software Configuration Management — ISO/IEC 12207, 1SO 10007:2003,
ISO/IEC TR15846, ANSI/IEEE Std 1042-1987; IEE Std 828-1998
0 Quality Management — 1SO 9001:2000
o Testing — 1SO 9001:2000; ISI/IEC 12119; IEEE 730; IEEE 1008; IEEE 1044;
0 Project Management — PMI OPM3 Standard;
= Document Management — 1SO 15489 Series; 1ISO 15801; AlIM and ARMA Standards
= Integrated Development Environment — J2SE SDK; XML IDE;
= Modeling - UML 1.5, XML, IDEF Series, BPML, CWM, MOF 1.4

4.3.7 Interoperability Standards Profile

To support the goal of interoperability within the HR LOB context, this profile provides a list of
open standards that are necessary to provide a useful level of interoperability. Please note that
while these standards are necessary, they are not sufficient for guaranteeing interoperability.

= \Web Services — HTTP, HTTPS, SOAP, MTOM, XOP, WS-Addressing, WSDL, WS-
Security

Portal Services — WSRP, JSR

Process Services — J2EE, BPEL4WS, WSDL, UDDI, ebXML

Workflow Services — Workflow Management Facility (WfMC), Wf-XML

Data Services — ISO/IEC SQL 1999, XML family, HTML, DHTML, xHTML, CSS
Network Services — TCP/IP, IPv6,

Directory Services — LDAP, X.500, X.400

Metadata Services — RDF, OWL

Service Discovery / Description / Interface — WS-Metadata Exchange; URI, UDDI 2.0;
Web Services Description Language (WSDL) 1.1; WS-Policy; BEPL4AWS
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4.4  Open Standards

The HR LOB will use open standards wherever possible when attempting to standardize a
service. An open standard is publicly available and has various rights to use associated with it.
Open standards are standards made available to the general public and are developed (or
approved) and maintained via a collaborative and consensus driven process. Open standards
facilitate interoperability and data exchange among different products or services and are
intended for widespread adoption. Open standards for interoperability help to foster processes
for quicker integration of components having standardized interfaces and increased automation
of common requirements. The deployment and the use of solutions and products based upon
open standards provides flexibility and vendor independence.

There are a number of standards organizations that create and publish standards that impact the

HR LOB Standards Profile. The major organizations from which this Standards Profile is

derived are as follows:

= American National Standards Institute (ANSI) — ANSI is a voluntary standardization
organization whose purpose is to administer and coordinate standardization efforts in the
private sector.

= National Institute of Standards (NIST) — NIST, publisher of the Federal Information
Processing Standards (FIPS), was formed under the Information Technology Management
Reform Act (Public Law 104-106) and authorizes the Secretary of Commerce to approve
standards and guidelines for Federal computer systems.

= Institute of Electrical and Electronics Engineers Standards for Computer Engineering
(IEEE) - IEEE is a non-profit, technical professional association of more than 377,000
individual members in 150 countries. The IEEE organization publishes a number of
standards in a number of technical areas ranging from computer engineering, biomedical
technology and telecommunications, to electric power, aerospace and consumer electronics.

= Internet Engineering Task Force (IETF) — The IETF is a large open international
community of network designers, operators, vendors, and researchers concerned with the
evolution of the Internet architecture and the smooth operation of the Internet. It publishes
standards that are related to the Internet, its use, and development of applications for the
Internet.

= International Standards Organization (1SO) — I1SO is a worldwide federation of national
standards bodies from some 140 countries, whose mission is to promote the international
development of standardization and related activities with a view to facilitating the
international exchange of goods and services, and to developing cooperation in the spheres of
intellectual, scientific, technological and economic activity. 1SO's work results in
international agreements, which are published as international standards.

= International Telecommunications Union (ITU) — The ITU is an intergovernmental
organization, within which the public and private sectors cooperate for the development of
telecommunications. The ITU adopts international regulations and treaties governing all
terrestrial and space uses of the frequency spectrum as well as the use of the geo-stationary
satellite orbit, within which countries adopt their national legislation. It also develops
standards to facilitate the interconnection of telecommunication systems on a worldwide
scale regardless of the type of technology used.
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=  World Wide Web Consortium (W3C) — The W3C’s purpose is to develop interoperable
technologies (standards, specifications, guidelines, software, and tools) for the Internet.

4.5 Standards Adoption Process

The HR LOB Standards Profile must be kept up-to-date to provide value to organizations and
projects providing HR LOB solutions and services. The HR LOB Standards Profile must reflect
the impact of the following types of changes:

= New Technology. Information systems technology is changing rapidly, often in ways that
cannot be predicted. As technology evolves, trends and changes should be monitored, and
new products should be evaluated for their applicability to the HR LOB Technical
Architecture.

= New or Revised Standards. Standards organizations are actively adding to and changing
the body of consensus-based standards. The emerging internationalization of information
technology standards is further stimulating reconciliation and acceleration of standardization
activities. Standards already selected in the HR LOB Standards Profile need to be monitored
for changes and obsolescence, while emerging standards should be tracked and assessed
regularly for inclusion in the profile.

= New or Revised User Requirements. User expectations and needs are primary drivers in
determining the services architecture must provide and in selecting products to implement
them. In the broad, dynamic environment of organizations implementing HR LOB solution,
user requirements evolve quickly. The interoperability demands of users and architecturally-
significant mission systems must be evaluated frequently to assess their impact on the HR
LOB Technical Model.
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5.0 HRLOB Technical Model Traceability

Traceability is the thread that connects the technical model components to the business model
components. Traceability links business strategies and information technology. It confirms that
the technology solution represents the implementation view of the business solution to agreed
levels of accuracy. In enterprise architecture, the term traceability (or requirements traceability)
refers to the ability to link requirements back to stakeholders' rationales and architecture drivers
and forward to corresponding architectural models, artifacts, standards, and technology.
Traceability is achieved by creating a semantic relationship between the different reference
models (or layers) of the architecture.

Traceability is required to:

= Ensure completeness — facilitate the identification of requirements which are not satisfied
by the system by following traceability links;

= Propagate the changes — find out the elements impacted by changes at any time in the
development process;

= Facilitate mutual understanding and enable semantic interoperability — as a lot of
participants with a diverse background come in different development phases; and

= Manage information produced during distributed collaborative system development.

Traceability enables forward identification of change or, in other words, the capability to trace
the rational thread of impact from the point of origination down to the supporting components of
technology. The inverse is also true — a change in technology can also be traced backwards to
the driving business process. Traceability enables the gathering of metrics on business and
software completeness by measuring backwards from software code to the originating
requirement element.

The HR LOB “Target Architecture Concept of Operations” document dated June 30, 2004
establishes the initial requirements for traceability. The document states that the target
architecture for the HR LOB should be based on the ability to “thread” service components
together for achieving business needs. The HR LOB directly focuses on common business
components that are needed to fulfill agency HR needs. The business service components are
implemented using technology service components in the technology layer. Technology service
components include such services as data management, workflow, personalization, and
scheduling. At the lowest level, the technology infrastructure upon which technology service
components execute include such items as hardware, operating systems, and networks. The
ability for agencies to select and “thread” appropriate service components is achievable through
the use of standardized component interfaces and information exchange mechanisms. The
following diagram shows the traceability of the reference model elements.
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Figure 13 - HR L OB Technical Model Functional Traceability

The HR LOB SRM Mapping document dated June 30, 2004 establishes the traceability between
the BRM and the SCM by providing the connection between business processes and the business
and technical services (components) used to support the business processes. The connection
between the SCM and the TM describes the flow of service delivery to the users or user types
enabled by the technology.

5.1 TM Traceability to SCM

The HR LOB SCM defines the service delivery model that recommends how each capability,
i.e., Service Component, will be made available to the consumers of the capability. The service
delivery model identifies and defines the various consumers of services, or “user types”. It maps
those users to service components, showing which users use which services. And for each use
instance, it proposes the “delivery channel” to be used to deliver the service to the user in an
effective and efficient manner. Service delivery channels show the manner in which each
service component would be accessed by the users who have access to it.

Typically delivery channels are organized into a tiered structure. The users of each service
component gain access at a particular tier and may be escalated to successively higher tiers as
necessary. Tier 0, the Direct Access tier enables the user to perform an action related to the task
or activity without any direct involvement or guidance from another person. This environment
provides the capability for managers and employees to directly enter and receive data.
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Therefore, the capability defined in a Service Component will be delivered to the user or user
type using a Service Delivery Channel enabled by the technology and supported by the

standards. The technology and standards are defined in the Technical Model. The linkage

between a service component and the technology is captured using the flow diagramming
technique called “Delivery Process-Action Chain”. The following diagram shows the template
of the Delivery Process-Action Chain (control flow) diagram.
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The delivery process-action chain establishes the traceability between the SCM and the TM by
providing the details of technology service components (Service Area and Service Category)
required to deliver the capability defined by the service component and standards that support the
service category. The delivery process-action chain also takes into account that a service
component does not exist and operate in isolation. In order to deliver a complete end-to-end
service to the user, a service component will use or invoke other service components. This
interdependency between service components defines interoperability requirements for the
services. One example of a detailed delivery process-action chain diagrams, control flow and
information flow for one service component (Employee Self-service) is included in the Appendix
-A.

Common Support
(Cross-cutting)
Service Components
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5.2 TM Traceability to Requirements

Requirements are a specification of what should be implemented. They are descriptions of how
the system should behave, or of a system property or attribute. They may be a constraint on the
development process of the system. The business process requirements are the source that
determines how and where technology is used in achieving organizational goals.

Forward traceability determines the technology components that will facilitate the realization of
the requirements. It is also essential to trace the technology model components to the
requirements to support impact analysis, i.e., to determine the impact of changes in the
technology components are going to impact the requirements. A seemingly simple change in a
business rule may change the requirements which in turn may have significant impact on the
technology that implements those requirements. Without the requirement traceability matrix, it
is often not easy to identify the impact, or to understand the extent of the impact once identified.

Traceability also has other capabilities. It can enable the discovery of unrealized requirements.
Many times requirements, for one reason or another, are not fully recognized. Traceability maps
the route of impact from strategy to process to technology and back again. Along this route,
requirements that are often obscured by business or technology complexity will be revealed.

There are over 650 requirements defined for the HR LOB in the three areas of “Core HR”:
Personnel Action Processing, Benefits Management, and Compensation Management. These
requirements were used as the primary source for identification of “specialized” technical
services applicable to HR LOB (not defined in the FEA TRM). The following diagram shows an
example (one page) of the requirements traceability matrix. In this sample diagram, there is an
“X” in the first column (Initiation/Request Action Services) against the rows showing
Reqgirement # PPA 82 and PPA 83. This “X” in a cell means that,
= PPA 82 and PPA 83 — Requirement specifies for the initiation of a Personal action by Users
= This requires a special Technical Service — Initiation Service (first column)
= This Initiation Service Initiation Service

o0 Detects transactional Event (customer data is accessed, updated, or added) or

non-transactional Event (e.g., date driven events);

0 ldentifies the user action;

o Triggers the data validation based upon business rules,

o0 Triggers the request for appropriate transaction
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PPA45 M Obtain signatures in support of Personnel Actions IAW the Guide X
to Processing Personnel Actions
PPA46 M Obtain approvals for Personnel Actions IAW the Guide to X
Processing Personnel Actions
PPA47 M Obtain approvers for Personnel Actions IAW the Guide to X
Processing Personnel Actions
PPA48 M Obtain all required documents for Personnel Actions IAW the
Guide to Processing Personnel Actions
PPA8O M Move candidate data to employee data upon entry of the X
appointment personnel action
PPA81 M Automatically delete the WGI due date when an employee X
converts from a permanent to a temporary appointment
PPA82 M |Allow users to initiate personnel actions in a secure automated X
solution
PPA83 C Allow users to initiate personnel actions in a secure automated X
Web-based solution
PPA84 M Allow users to edit personnel action data to a secure automated X
solution
PPA85 C Allow users to edit personnel action data to a secure automated X
Web-based solution
PPA86 M Information displayed will be tailored to the role of the user. X
(Roles will be defined)
PPA87 M Facilitate completion of online personnel action through menu-
driven drop down boxes and lists of values with descriptions;
values may vary by action
PPA88 M Pre-populate existing applicable employee information X X
PPA89 M Pre-populate position data X X

Figure 15 — Example of HR LOB Requirements Mapping to Technical Services

Detailed matrices mapping requirements to technical service components have been included in
Appendix — B.
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6.0 Conclusion

Historically, the Federal Government has taken an agency-centric approach to delivering human
resources services to government employees. Agencies have their own human resources (HR)
missions, staffs, management practices, and technology. Many organizations continue to buy or
re-create similar, if not identical, functionality across different applications. The management of
such separated functions has resulted in sub-optimal support for business processes, and
additional costs to the organization.

The HR LOB Technical Model forms a knowledge base providing a common conceptual
framework and defining a common vocabulary and a set of services and interfaces that are, or
will be, common to HR LOB systems. The Technical Model provides the foundation to advance
the re-use of technology and service components across HR LOB and the Federal Government
through standardization.

The HR LOB TM is a starting point that will significantly benefit from greater scrutiny across
the technical community. The Technical Model influences all aspects of the Enterprise
Architecture. It provides the enabling forces for a high level of design integrity in the areas of
interoperability, extensibility, scalability, re-usability, portability, security, reliability, and
performance. While the HR LOB TM is a powerful model that provides a vendor-neutral, open-
standard definition of technical service components, its abstract nature means that further work
must be done to create reference architecture.

In the context of the HR LOB solution environment where components and application systems
are built or provided by different solution providers, the interoperability of these components and
application systems cannot be guaranteed beforehand. Interoperability is the capability of
different systems to use each other’s services effectively. It is about sharing functionality and
information between systems at different levels, e.g., between physical devices, software
applications, and business units within one organization, or between different organizations.
Interoperability implies that systems are able to communicate (i.e., exchange messages) and
understand each other’s messages, and share the same expectations about the effect of the
message exchange.

A technical report from Carnegie Mellon Software Engineering Institute, “System of Systems
Interoperability (SOSI)” CMU/SEI-2004-TR-004 states that the part of the challenge in
achieving interoperability requires that we reconcile multiple visions from the past, present, and
future. The vision for interoperability at any time must include some notion of continuous
evolution. A practical way to achieve enhanced interoperability may involve a series of
intermediate stages providing increasing degrees of connectivity and flexibility.

Federal agencies, just like any other global enterprise, are at a crossroads for establishing an
SOA strategy, in a world where no single strategy can possibly cover every need. SOA is a
driving force for future functional use within organizations. However, these functions must be
viewed as being shared services for all processes. Functional re-use will be the main means of
ensuring that organizations can respond rapidly and effectively to market dynamics, and that
improvements to specific functions will have the optimum impact across the whole organization.
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The HR LOB Technical Model will guide the development of HR solution architecture based on
the SOA paradigm and in selecting the protocols, profiles, specifications, and standards that are
suitable for that solution.

The HR LOB Technical Model is not intended to provide or endorse particular vendor products.
Itis a living document that will be modified to reflect the needs of the HR LOB and the rapid
changes occurring in information technology. It will improve and evolve as it receives greater
scrutiny and use from the HR LOB technical community.
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Appendix — A Technical Service traceability to SCM components

Please contact the HRLOB at hrlob@opm.gov for the Delivery Process-Action Chain Diagram —
Technical Model Structure for the following sub-functions:

1) Employee Self-Service — Control Flow

2) Employee Self-Service — Information Flow

3) Payroll Processing — Information Flow

4) Manager Self-Service — Information Flow

5) Benefits Processing /Reporting — Information Flow
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Appendix — B Requirements Mapping to Technical Services

Please Contact the HR LOB at hrlob@opm.gov for the Requirements Mapping to the following
Technical Services:

1) Service Access and Delivery Services

2) Service Platform and Infrastructure Services
3) Component Framework Services

4) Service Interface and Integration Services
5) HR LOB Specific Technical Services
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Appendix — C

ANSI
AP
ARPA
ASCII
ASP
BPEL
BRM
CAD
CAE
CAM
CASE
CDIF
CGlI
CGM
COBIT
COBOL
CORBA
CSS
DAA
DAP
DCE
DDF
DES
DMA
DNS
DOM
DRM
DSA
DSS
DTD
DTE
EA
ECMA
EDI
EIA
EJB
ESB
EMPM
FEA
FEAF
FIPS
FISCAM
FTP

Abbreviations and Acronyms

American National Standards Institute
Application Program Interface
Advanced Research Projects Agency
American Standard Code for Information Interchange
Active Server Pages

Business Process Execution Language
Business Reference Model
Computer-Aided Design

Common Applications Environment
Computer-Aided Manufacturing
Computer-Aided Software Engineering
CASE Data Interchange Format
Common Gateway Interface

Computer Graphics Metafile

Control Objectives for Information and related Technologies

Common Business Oriented Language
Common Object Request Broker Architecture
Cascading Style Sheets

Data Authentication Algorithm

Directory Access Protocol

Distributed Computing Environment

Data Descriptive File

Data Encryptions Standard

Document Management Alliance

Domain Name System

Document Object Model

Data Reference Model

Digital Signature Algorithm

Digital Signature Standard

Document Type Definition

Data Terminal Equipment

Enterprise Architecture

European Computer Manufacturers Association
Electronic Data Interchange

Electronics Industry Association

Enterprise Java Beans

Enterprise Service Bus

Electronic Manuscript Preparation and Markup
Federal Enterprise Architecture

Federal Enterprise Architecture Framework
Federal Information Processing Standar