
 

 

 

   

  

 

 
 

 
 
 

 

 

 

 

 

 

 

UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
 
Washington, DC 20415
 

A B C D E 

PIN NUMBER: 
Dear : 

Thank you for contacting the verification center to determine if you were impacted by the malicious cyber intrusion 
carried out against the U.S. Government, which resulted in the theft of background investigation records. 

You are receiving this notification because we have determined that your Social Security Number and other 
personal information were included in the intrusion.  As someone whose information was also taken, I share your 
concern and frustration and want you to know we are working hard to help those impacted by this incident.  The 
Federal government will provide you and your dependent minor children with comprehensive identity theft 
protection and monitoring services, at no cost to you. 

Since you applied for a position or submitted a background investigation form, the information in our records may 
include your name, Social Security number, address, date and place of birth, residency, educational, and 
employment history, personal foreign travel history, information about immediate family as well as business and 
personal acquaintances, and other information used to conduct and adjudicate your background investigation. 

Our records also indicate your fingerprints were likely compromised during the cyber intrusion.  Federal experts 
believe the ability to misuse fingerprint data is currently limited.  However, this could change over time as 
technology evolves.  Therefore, we are working with law enforcement and national security experts to review the 
potential ways fingerprint data could be misused now and in the future, and will seek to prevent such misuse.  If 
new means are identified to misuse fingerprint data, additional information and guidance will be made available. 

While we are not aware of any misuse of your information, we are providing a comprehensive suite of identity theft 
protection and monitoring services.  We are offering you, and any of your dependent children who were under the 
age of 18 as of July 1, 2015, credit monitoring, identity monitoring, identity theft insurance and identity restoration 
services for the next three years through ID Experts, a company that specializes in identity theft protection.  The 
identity theft insurance and identity restoration service coverage has already begun. You have access to these 
services at any time during the next three years if your identity is compromised. 

To take advantage of the additional credit and identity monitoring services, you must enroll with ID Experts 
using the PIN code at the top of this letter. To enroll go to https://www.opm.gov/cybersecurity. You may 
also call 800-750-3004 to enroll in or ask questions about these services.  I hope you will take advantage of 
these services. 

Please note that OPM and ID Experts will not contact you to confirm any personal information.  If you are 
contacted by anyone asking for your personal information in relation to this incident, do not provide it. 

For additional resources such as information you may share with people listed on your forms, sample background 
investigation forms, types of information which may have been taken, and tips on how to protect your personal 
information, visit https://www.opm.gov/cybersecurity. 

Sincerely, 

Beth F. Cobert 
Acting Director 
Office of Personnel Management 

www.opm.gov Recruit, Retain and Honor a World-Class Workforce to Serve the American People www.usajobs.gov 

http:www.usajobs.gov
http:www.opm.gov
https://www.opm.gov/cybersecurity
https://www.opm.gov/cybersecurity
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