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Abstract

USA Staffing® is the U.S. Office of Personnel Management's (OPM) talent
acquisition system used by Federal agencies to recruit, assess, select, and
onboard employees. It supports the end-to-end hiring process, including
applicant assessment, onboarding, and customer support functions, reporting
and analytics, and the generation of aggregate dashboards and reports. This
Privacy Impact Assessment is updated to reflect USA Staffing’s continued
collection, maintenance, and use of personally identifiable information (PII),
aggregate information derived from USA Staffing data, and information
exchanged with integrated systems, authorized third-party providers, and the
Zendesk customer service platform.

Overview

USA Staffing® is the U.S. Office of Personnel Management's (OPM) talent
acquisition system for Federal agencies. The USA Staffing Program Office, in
partnership with the Office of the Chief Information Officer, supports the end-
to-end Federal hiring process from position classification and recruitment
through selection and onboarding. Federal agencies obtain USA Staffing
services through interagency agreements authorized by the Revolving Fund, 5
U.S.C. §1304 (e)(1), which permits OPM to provide human resources
management services on a cost-recovery basis.

USA Staffing provides a public-facing interface for applicants and new hires,
accessed through USAJOBS, and a secure internal interface for authorized
agency personnel performing hiring and onboarding functions. Agencies use the
system to create vacancy announcements, receive and evaluate applications,
administer assessments and interviews, issue certificates, make selections,
complete onboarding activities, and generate reports, analytics, and aggregate
dashboards.

USA Staffing integrates with USAJOBS, the electronic Official Personnel Folder
(eOPF), Zendesk, and authorized third-party hiring service providers, including
USA Hire. These integrations support applicant information exchange, applicant
assessments and interviews, onboarding, customer support, and reasonable
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accommodation requests. USAJOBS functions as the applicant-facing entry
point and source for application and profile information, while USA Staffing
serves as the downstream hiring and onboarding system that receives and uses
that information. Information originating in or associated with USAJOBS may
also be linked with USA Staffing hiring and outcome information to support
approved aggregate reporting and analytics. Information shared with integrated
systems is limited to what is necessary to perform the authorized function.

This Privacy Impact Assessment covers both USA Staffing and the Zendesk
customer support platform used to manage applicant and agency help desk
requests, including reasonable accommodation requests associated with USA
Hire assessments.

OPM protects information processed by USA Staffing through administrative,
technical, and physical safeguards consistent with the Federal Information
Security Modernization Act (FISMA), National Institute of Standards and
Technology (NIST) guidance, and OPM security and privacy policies.

Section 1.0. Authorities and Other Requirements

1.1. What specific legal authorities and/or agreements
permit and define the collection of information by the project
in question?

OPM and other Federal agencies rate applicants for Federal jobs under the
authority of sections 1104, 1302, 3301, 3304, 3320, 3361, 3393, and 3394 of
title 5 of the United States Code. Federal agencies obtain USA Staffing services
through interagency agreements under OPM's Revolving Fund authority, 5
U.S.C. § 1304(e) and (f). Beginning in Fiscal Year 2027, the OPM Talent
Systems Statement of Service establishes the terms, conditions, services, and
responsibilities governing customer agency access to and use of OPM Talent
Systems. USA Staffing is an optional service under the combined Statement of
Service and is governed by the general terms applicable to OPM Talent Systems
and the USA Staffing-specific addendum when selected by the customer
agency.

1.2. What Privacy Act System of Records Notice(s) (SORN(s))
apply to the information?



Privacy Impact Assessment
USA Staffing
Page 4

The Privacy Act Systems of Records Notices (SORNSs) applicable to USA Staffing
are:
e OPM/GOVT-5, Recruiting, Examining, and Placement Records;
e OPM/GOVT-6, Personnel Research and Test Validation Records; and
e OPM/GOVT-7, Applicant Race, Sex, National Origin, and Disability Status
Records.

1.3. Has a system security plan been completed for the
information system(s) supporting the project?
Yes.

1.4. Does a records retention schedule approved by the
National Archives and Records Administration (NARA) exist?

Yes. USA Staffing records are covered by NARA Schedule NI-478-11-004, item
2, which requires records to be destroyed or deleted when superseded or
obsolete, or three years after the associated job closes, whichever comes first.

1.5. If the information is covered by the Paperwork
Reduction Act (PRA), provide the OMB Control number and the
agency number for the collection. If there are multiple forms,
include a list in an appendix.

USA Staffing collects information from multiple sources, some of which are
subject to the Paperwork Reduction Act (PRA). Applicable OMB control numbers
include:

e USAJOBS Interface - 3206-0219

e USA Staffing Interface - 3206-0278
A current list of USA Staffing onboarding forms is available at: https://abrc-
usastaffing.opm.gov/hc/en-us/articles/45424445882899-USA-Staffing-
Onboarding-Forms

Section 2.0. Characterization of the
Information

2.1. Identify the information the project collects, uses,
disseminates, or maintains.

USA Staffing collects, uses, maintains, and disseminates information necessary
to recruit, evaluate, select, and onboard applicants for Federal employment.
e Applicant information may include:
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e Name, contact information, mailing address, email address, and
telephone number;

e Citizenship, veterans’ preference, military service, hiring eligibility, and
geographic availability;

e Employment history, education, qualifications, licenses, certifications,
language proficiency, and job-related experience;

e Responses to application questionnaires and other vacancy-specific
information;

e Supporting documentation provided by applicants, such as resumes,
transcripts, veterans' documentation, SF-50s, writing samples,
performance appraisals, professional certifications, and other documents
requested by the hiring agency;

e Assessment responses, interview results, assessment scores, or other
applicant evaluation information received from USA Hire or other
authorized third-party service providers, when applicable; and

e Onboarding information for selected applicants, including Social Security
Number (SSN), payroll, benefits, personnel security, and other pre-
employment information required to complete the hiring process.

USA Staffing also receives Help Desk requests submitted through Zendesk,
including contact information, descriptions of technical issues, and, for
applicants requesting reasonable accommodations associated with USA Hire
assessments, documentation necessary to evaluate the request.

Applicants may voluntarily upload documents containing additional information
beyond what is requested. Hiring managers receive access only to information
authorized by the servicing HR office and necessary to support hiring decisions.

2.2. What are the sources of the information and how is the
information collected for the project?

Information is collected directly from applicants, new hires, HR personnel, and
subscribing agencies through the USA Staffing application. Applicants may
transfer application materials and supporting documents from USAJOBS during
the application process. USA Staffing also receives assessment results,
interview results, or other applicant evaluation information from USA Hire and
other authorized third-party service providers, as applicable. Help Desk
requests and reasonable accommodation documentation are collected directly
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through Zendesk. Information exchanges between integrated systems are
governed by applicable agreements and secure interfaces.

2.3. Does the project use information from commercial
sources or publicly available data? If so, explain why and how
this information is used.

USA Staffing does not use any commercial or publicly available data.

2.4. Discuss how accuracy of the data is ensured.
USA Staffing promotes data accuracy through system validation rules,

standardized data entry fields, edit checks, and user confirmation prior to
submission. Applicants and agency users are responsible for ensuring the
information they provide is complete and accurate.

2.5. Privacy Impact Analysis: Related to Characterization of
the Information

Privacy Risk: There is a risk of collecting inaccurate or falsified information
from the applicants and this may result in unfavorable hiring decisions, or hiring
decisions based on falsified records.

Mitigation: USA Staffing reduces this risk through system validation rules,
user confirmation prior to submission, and notices informing applicants that
knowingly providing false or misleading information may result in criminal
penalties, fines, or imprisonment. Applicants are responsible for ensuring the
accuracy of the information they submit.

Privacy Risk: There is a risk that USA Staffing will collect more
information than is necessary, including unnecessary PII, to make
appropriate hiring decisions.

Mitigation: USA Staffing allows agencies to configure vacancy-specific
data collection so that only information necessary for a particular hiring
action is requested. Applicants are informed whether requested information
is required or optional. Although applicants may voluntarily upload
documents containing additional information, they are instructed not to
submit sensitive information unless specifically requested.

Section 3.0. Uses of the Information
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3.1. Describe how and why the project uses the information.

USA Staffing uses the information collected from applicants, HR professionals,
hiring managers, and new hires to support the Federal hiring process, including
recruiting, evaluating, assessing, referring, selecting, and onboarding
applicants. Information is used to determine applicant qualifications, eligibility,
suitability, veterans’ preference, and other hiring requirements, communicate
with applicants throughout the hiring process, and complete onboarding
activities for selected applicants. USA Staffing also uses applicant, hiring, and
outcome data to produce aggregate dashboards, reports, and analytical
products for workforce planning, hiring operations, program oversight, and
recruitment effectiveness.

USA Staffing also supports authorized third-party applicant assessments,
interviews, and other evaluation activities by exchanging only the information
necessary to administer those services and receive evaluation results.

USA Staffing data may also be used in approved Artificial Intelligence (AI)-
enabled or other decision-support capabilities that assist authorized personnel
with hiring-related activities, including qualification determinations. Such
capabilities are subject to applicable privacy and security review and oversight
and do not replace required human decision-making.

To reduce unnecessary collection of Social Security Numbers (SSNs), USA
Staffing assigns applicants a unique system identifier during the application
process. SSNs are collected only during onboarding when required to complete
pre-employment processing, personnel security, payroll, benefits, and other
employment-related activities.

Information collected through Zendesk is used to provide customer support,
resolve technical or functional issues, and process reasonable accommodation
requests with USA Hire assessments.

3.2. Does the project use technology to conduct electronic
searches, queries, or analyses in an electronic database to
discover or locate a predictive pattern or an anomaly? If so,
state how OPM plans to use such results.

Yes. USA Staffing provides authorized HR users with search, reporting, and
business intelligence capabilities, including Power BI, to query and analyze
USA Staffing data for workforce planning, hiring operations, program
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oversight, trend analysis, and reporting.

3.3. Are there other programs or offices with assigned roles
and responsibilities within the system?

USA Staffing exchanges information with the following systems and services to
support authorized hiring activities:

e USAJOBS - Exchanges applicant account information, applicant materials,
and application status during the hiring process and provides information
used in approved recruitment and hiring analytics.

e USA Hire - Exchanges applicant information necessary to administer
OPM-developed assessments and returns assessment results to USA
Staffing.

e Authorized third-party service providers — Where agencies use contractor-
operated assessment, interview, or other hiring services, USA Staffing
exchanges only the minimum information necessary to administer those
services and receive evaluation results.

e Electronic Official Personnel Folder (eOPF)- Receives completed
onboarding forms after an applicant enters on duty.

e Zendesk - Supports customer service, technical support, and reasonable
accommodation requests associated with USA Staffing and USA Hire.

3.4. Privacy Impact Analysis: Related to the Uses of
Information Privacy Risk: There is a risk that information in USA Staffing
could be accessed by individuals without a need to know or used beyond their
authorized permissions.

Mitigation: This risk is mitigated through role-based access controls and
least privilege permissions that restrict users to the information and system
functions necessary to perform their duties. Each subscribing agency assigns
user roles and permissions based on job responsibilities and business needs.

Privacy Risk: There is a risk that the information in USA Staffing will be
used for purposes beyond those for which it was collected.

Mitigation: New uses of USA Staffing information, including new reporting,
analytics, Al-enabled capabilities, and external system integrations, are
subject to applicable program, privacy, security, and other required
reviews. Access to USA Staffing is limited to authorized users performing
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official duties, and users must comply with applicable privacy and security
requirements governing its use.

Section 4.0. Notice

4.1. How does the project provide individuals notice prior to
the collection of information? If notice is not provided, explain
why not.

USA Staffing provides notice through its Privacy Act Statement, applicable

System of Records Notices (SORNSs), relevant vacancy announcements, and
privacy notices available through USAJOBS and USA Staffing. Applicants
requesting reasonable accommodation for USA Hire Assessments also receive
notice describing the information required to process their request through
Zendesk communications. For recruitment analytics involving information
collected through USAJOBS and linked with USA Staffing hiring outcomes,
notice is provided through the USAJOBS Terms and Conditions presented to
users.

4.2. What opportunities are available for individuals to
consent to uses, decline to provide information, or opt out of the
project?

Applicants choose whether to apply for Federal employment and whether to
provide optional information requested during the hiring process. Applicants
applying for vacancies requiring USA Hire or other third-party assessments or
interviews are notified that the minimum information necessary to administer
those services will be shared with the provider. Individuals who do not agree to
these may choose not to apply for those positions. For recruitment analytics
covered by the USAJOBS Terms and Conditions, users indicate their agreement
through the Terms and Conditions presented upon login. Users who do not
agree may decline and continue to search for and view Federal job openings.

4.3. Privacy Impact Analysis: Related to Notice

Privacy Risk: There is a risk that individuals will not receive adequate
notice concerning why their information is being collected and how it will
be used.

Mitigation: USA Staffing provides notice through the collection notices
described in 4.1. For recruitment analytics involving information collected
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through USAJOBS and linked with USA Staffing hiring outcomes, the USAJOBS
Terms and Conditions notify users that OPM collects and aggregates limited
web analytics on traffic sources, campaigns, and hiring outcomes to improve
recruitment effectiveness.

Section 5.0. Data Retention by the Project

5.1. Explain how long and for what reason the information is
retained.

Applicant records maintained in USA Staffing are subject to NARA Schedule
N1-478-11-004, Item 2, which provides that records are destroyed or
deleted when superseded or obsolete, or three years after the associated
job announcement closes, whichever comes first. Help desk records
maintained in Zendesk are retained in accordance with General Records
Schedule (GRS) 5.8, Item 010, and are destroyed one year after the issue
is resolved or when no longer needed for business use, whichever is later.

USA Staffing does not currently include functionality to automatically purge or
otherwise remove records when the applicable retention period expires.

5.2. Privacy Impact Analysis: Related to Retention

Privacy Risk: There is a risk that the information in USA Staffing will be
retained for longer than necessary to fulfill the business need for the
information.

Mitigation: Records maintained by USA Staffing are subject to applicable
NARA records schedules, which establish the authorized retention periods.
Although the system does not currently include functionality to automatically
purge or remove older records, retention requirements are documented and
governed by the applicable records schedules. This residual risk is
acknowledged until functionality is implemented or records are otherwise
managed in accordance with approved records management processes.

Section 6.0. Information Sharing

6.1. Is information shared outside of OPM as part of the
normal agency operations? If so, identify the organization(s)
and how the information is accessed and how it is to be used.
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Yes. USA Staffing shares information with subscribing Federal agencies as part
of the normal hiring and onboarding process. Authorized agency users may
access applicant information only for vacancies for which they are responsible
and only as necessary to perform their official duties.

OPM also disseminates aggregate dashboards, reports, and analytical outputs
derived from USA Staffing information to subscribing Federal agencies and,
where approved, to the public. These products contain aggregated or summary-
level information rather than PII or individual-level applicant information and
may be made available through approved reporting platforms or OPM public
webpages, as applicable. USA Staffing also shares information necessary
with authorized third-party service providers supporting applicant
assessments, interviews, or other hiring-related evaluation activities. Such
sharing is governed by applicable contracts, information exchange
agreements, and privacy and security requirements.

6.2. Describe how the external sharing noted in 6.1 is
compatible with the SORN noted in 1.2.

Information sharing described in Section 6.1 is compatible with the
purposes and routine uses identified in the applicable SORNs listed in
Section 1.2.

OPM/GOVT-5 authorizes the use and disclosure of applicant information to
support recruiting, examining, referral, selection, and other personnel
actions associated with Federal employment.

OPM/GOVT -6 covers applicant assessment records used to develop,
administer, evaluate, and validate assessments and other applicant
evaluation activities, including information exchanged with authorized
assessment providers.

OPM/GOVT -7 governs Applicant Flow Data collected for statistical reporting,
equal employment opportunity, and workforce analysis. Aggregate or
statistical information disseminated through dashboards and reports does
not identify individual applicants.

6.3. Does the project place limitations on re-dissemination?
Yes. Recipient agencies are subject to the applicable SORNSs, the Privacy Act,

interagency agreements, the USA Staffing Rules of Behavior, and other
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applicable requirements governing the use and disclosure of USA Staffing
information. Access to individual-level information is limited to authorized
purposes, and aggregate information may not be used to identify or reconstruct
information about individual applicants.

6.4. Describe how the project maintains a record of any
disclosures outside of OPM.

The USA Staffing Program office maintains records of requests for and
disclosures of information, as required by the Privacy Act and applicable
records management requirements.

Privacy Impact Analysis: Related to Information Sharing
Privacy Risk: There is a risk that information shared outside OPM could be
used or re-disseminated for unauthorized purposes.

Mitigation: Individual-level information is shared only with authorized
recipients for approved purposes and is subject to applicable agreements,
access controls, the Privacy Act, the USA Staffing Rules of Behavior, and other
applicable privacy and security requirements. Information disseminated more
broadly through dashboards and reports is limited to aggregate or summary-
level information that does not identify individual applicants.

Section 7.0. Redress

7.1. What are the procedures that allow individuals to access
their information?

Applicants may access their application and onboarding information through
their USAJOBS and in USA Staffing accounts, as applicable. Individuals may
also request access to records maintained by OPM or another Federal agency in
accordance with the procedures described in the applicable SORNs identified in
Section 1.2.

7.2. What procedures are in place to allow the subject
individual to correct inaccurate or erroneous information?

Applicants may update profile information maintained in their USAJOBS profile
before a vacancy announcement closes. Updated profile information is reflected
in USA Staffing when an applicant updates or resubmits an application, as
permitted. After a vacancy announcement closes, applicants generally cannot
modify submitted application materials and must contract the hiring agency
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regarding any requested corrections. Individuals completing onboarding may
update their information through the USA Staffing onboarding interface.
Procedures for requesting amendment of records maintained by OPM are also
described in the applicable SORNs.

7.3. How does the project notify individuals about the
procedures for correcting their information?

USA Staffing notifies applicants of available procedures for updating or
correcting their information through USAJOBS, the USA Staffing applicant
and onboarding interfaces, this Privacy Impact Assessment, and the
applicable SORNs. Applicants who require assistance after a vacancy
announcement closes are directed to contact the hiring agency.

7.4. Privacy Impact Analysis: Related to Redress

Privacy Risk: There is a risk that individuals will not be able to amend
incorrect or incomplete information, impacting the hiring decisions and
the utility of USA Staffing.

Mitigation: This risk is mitigated by providing applicants with access to their
information through USAJOBS and USA Staffing, allowing updates before
vacancy announcements close, providing onboarding update capabilities for
new hires, and making additional correction procedures available through the
applicable SORNs and the USA Staffing Help Desk.

Section 8.0. Auditing and Accountability

8.1. How does the project ensure that the information is
used in accordance with stated practices in the PIA?

USA Staffing generates audit records of user and system activities, including
events necessary to support accountability, security monitoring, and
investigations. The USA Staffing Program Office reviews audit records for
indications of unauthorized or unusual activity, investigates suspected
violations, reports findings to appropriate officials, and takes corrective action
as necessary.

8.2. Describe what privacy training is provided to users either
generally or specifically relevant to the project.

Authorized users must acknowledge the USA Staffing Rules of Behavior and
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complete their agency’s required annual privacy and security awareness
training before retaining access to the system.

8.3. What procedures are in place to determine which users
may access the information and how does the project
determine who has access?

Each subscribing agency determines which personnel require access to USA
Staffing based on their official duties and assigns appropriate role-based
permission profiles consistent with the principle of least privilege. Access is
limited to authorized users and is reviewed annually. Agencies obtain access
through an interagency agreement with the USA Staffing Program Office.

8.4. How does the project review and approve information sharing
agreements, MOUs, new uses of the information, new access to the
system by organizations within OPM and outside?

The USA Staffing Program Office reviews new information sharing
arrangements, organizational access, external system integrations, and new
uses of USA Staffing information through applicable OPM Talent Systems
Statements of Service and interagency agreements, memoranda of
understanding, information exchange agreements, contracts, and privacy,
security, and other required reviews, as appropriate. This review includes, as
applicable, new reporting and analytical uses and Al-enabled or other decision-
support capabilities.
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Approval Signature

Becky Ronayne
Senior Agency Official for Privacy



