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Why Did We Conduct The Audit? 

The Health Alliance Plan of Michigan 
(HAP) contracts with the U.S. Office of 
Personnel Management as part of the 
Federal Employees Health Benefits 
Program (FEHBP). 

The objectives of this audit were to evaluate 
controls over confidentiality, integrity, and 
availability of FEHBP data processed and 
maintained in HAP’s information 
technology (IT) environment. 

What Did We Audit? 

The scope of this audit centered on the 
information systems used by HAP to process 
and store data related to medical encounters 
and insurance claims for FEHBP members 
as of April 2020.  

 What Did We Find? 

 Our audit of HAP’s IT security controls determined that: 

•

•

• HAP utilizes HFHS network connection guidance; however, it
does not have a formal firewall policy and does not perform
routine firewall configuration audits.

•

•

•

•

•

•

• HAP has conducted disaster recovery plan tests; however, a
business continuity plan test has not been conducted.

• HAP has adequate controls over the application configuration
management process.

Michael R. Esser 
Assistant Inspector General for Audits 
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ABBREVIATIONS 

BCP Business Continuity Plan 

CFR Code of Federal Regulations 

FEHBP Federal Employees Health Benefits Program 

FISCAM Federal Information System Controls Audit Manual  

GAO U.S. Government Accountability Office 

HAP Health Alliance Plan of Michigan 

HFHS Henry Ford Health System 

IT Information Technology 

NIST SP National Institute of Standards and Technology Special Publication 

OIG Office of the Inspector General 

OPM U.S. Office of Personnel Management 
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I.   BACKGROUND 

This final report details the findings, conclusions, and recommendations resulting from the audit 
of general and application controls over the information systems responsible for processing 
Federal Employees Health Benefits Program (FEHBP) data by the Health Alliance Plan of 
Michigan (HAP). 

The audit was conducted pursuant to FEHBP contract CS 1092; 5 U.S.C. Chapter 89, and 5 Code 
of Federal Regulations (CFR) Chapter 1, Part 890.  The audit was performed by the U.S. Office 
of Personnel Management’s (OPM) Office of the Inspector General (OIG), as established by the 
Inspector General Act of 1978, as amended. 

The FEHBP was established by the Federal Employees Health Benefits Act enacted on 
September 28, 1959.  The FEHBP was created to provide health insurance benefits for Federal 
employees, annuitants, and qualified dependents.  The provisions of the Act are implemented by 
OPM through regulations codified in Title 5, Chapter 1, Part 890 of the CFR.  Health insurance 
coverage is made available through contracts with various carriers that provide service benefits, 
or comprehensive medical services. 

HAP is a subsidiary of the Henry Ford Health System (HFHS), which offers a wide range of 
health care products and services in addition to its FEHB line of business.  This was our first 
audit of general and application controls at HAP.  All HAP personnel that worked with the 
auditors were helpful and open to ideas and suggestions.  They viewed the audit as an 
opportunity to examine practices and to make changes or improvements as necessary.  Their 
positive attitude and helpfulness throughout the audit was greatly appreciated.  
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II. OBJECTIVES, SCOPE, AND METHODOLOGY

OBJECTIVES 

The objectives of this audit were to evaluate controls over the confidentiality, integrity, and 
availability of FEHBP data processed and maintained in HAP’s IT environment.  We 
accomplished these objectives by reviewing the following areas: 

• Security management;

• Access controls;

• Network security;

• Configuration management;

• Contingency planning; and

• Application controls specific to HAP’s claims processing system.

SCOPE AND METHODOLOGY 

This performance audit was conducted in accordance with Generally Accepted Government 
Auditing Standards issued by the Comptroller General of the United States.  Accordingly, we 
obtained an understanding of HAP’s internal controls through interviews and observations, as 
well as inspection of various documents, including information technology and other related 
organizational policies and procedures.  This understanding of HAP’s internal controls was used 
in planning the audit by determining the extent of compliance testing and other auditing 
procedures necessary to verify that the internal controls were properly designed, placed in 
operation, and effective. 

The scope of this audit centered on the information systems used by HAP to process medical 
insurance claims and/or store the data of FEHBP members.  The business processes reviewed are 
primarily located in Troy, Michigan. 

The onsite portion of this audit was performed in February of 2020.  We completed additional 
audit work before and after the on-site visits at our office in Washington, D.C.  The findings, 
recommendations, and conclusions outlined in this report are based on the status of information 
system general and application controls in place at HAP as of April 2020. 
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In conducting our audit, we relied to varying degrees on computer-generated data provided by 
HAP.  Due to time constraints, we did not verify the reliability of the data used to complete some 
of our audit steps, but we determined that it was adequate to achieve our audit objectives.  
However, when our objective was to assess computer-generated data, we completed audit steps 
necessary to obtain evidence that the data was valid and reliable.   

In conducting this audit we: 

• Performed a risk assessment of HAP’s information systems environment and applications,
and prepared an audit program based on the assessment and the U.S. Government
Accountability Office’s (GAO) Federal Information System Controls Audit Manual
(FISCAM);

• Gathered documentation and conducted interviews;

• Reviewed HAP’s business structure and environment; and

• Conducted various compliance tests to determine the extent to which established controls and
procedures are functioning as intended.  As appropriate, we used judgmental sampling in
completing our compliance testing.

Various laws, regulations, and industry standards were used as a guide to evaluating HAP’s 
control structure.  These criteria included, but were not limited to, the following publications: 

• GAO’s FISCAM;

• National Institute of Standards and Technology Special Publication (NIST SP) 800-53,
Revision 4, Security and Privacy Controls for Federal Information Systems and
Organizations; and

• NIST SP 800-41, Revision 1, Guidelines on Firewalls and Firewall Policy.

COMPLIANCE WITH LAWS AND REGULATIONS 

In conducting the audit, we performed tests to determine whether HAP’s practices were 
consistent with applicable standards.  While generally compliant with respect to the items tested, 
HAP was not in complete compliance with all standards, as described in section III of this report.
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III. AUDIT FINDINGS AND RECOMMENDATIONS

A. SECURITY MANAGEMENT 

The security management component of this audit involved an examination of the policies and 
procedures that are the foundation of HAP’s overall IT security program.  We evaluated HAP’s 
ability to develop security policies, manage risk, assign security-related responsibility, and 
monitor the effectiveness of various system-related controls. 

HAP utilizes 39 of HFHS’s enterprise security policies for guidance on IT security.  HAP also 
has implemented HFHS human resources policies and procedures related to hiring, training, 
transferring, and terminating employees.  

However, we noted the following opportunity for improvement related to HAP’s security 
management program.  

1. Entity Segmentation

HAP and HFHS are two separate businesses with different 
missions; however, the entities made a business decision to 
share some network resources and applications.  While this may 
be beneficial from a business perspective, it introduces risk to 
both organizations because each maintains sensitive resources 
and/or data that the other organization has no business need to 
access.  The risk is that without the use of a firewall to segregate 
the sensitive resources and data, the current network configuration could allow a threat actor 
to access sensitive HAP resources through HFHS systems.  Therefore, technical controls 
could be improved to reduce HAP’s threat vector. 

NIST SP 800-41, Revision 1 states that “Organizations should use firewalls wherever their 
internal networks and systems interface with external networks and systems, and where 
security requirements vary among their internal networks.” 

NIST SP 800-53, Revision 4 states that the information system “Connects to external 
networks or information systems only through managed interfaces consisting of boundary 
protection devices arranged in accordance with an organizational security architecture.”  

Failure to separate HAP and HFHS networks increases the attack surface for both 
organizations.  

HAP and HFHS 

networks are not 

separated by a 

firewall. 
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Recommendation 1 

We recommend that HAP implement firewall protection between its sensitive resources and 
network connections with HFHS.  

HAP’s Response: 

“We do not concur.  HAP maintains proper controls and the appropriate firewall 
protection. While HAP is a separate business unit of Henry Ford Health System 
(‘HFHS’), our missions are driving to a common outcome to improve the health of our 
customers and the community.  To accomplish this mission and to improve quality of care 
and reduce costs for members of HAP and patients of HFHS, an Organized Health Care 
Arrangement (OHCA) has been formed by the entities.  An OHCA is a relationship 
recognized by HIPAA privacy rules allowing HAP to share Protected Health Information 
(PHI) with HFHS for quality improvement and population-based services.   

Health Care Management team members at HAP access HFHS applications including 
EPIC to manage the ongoing care of our members.  Population health and analytics is 
another common area where sensitive information is shared appropriately between HAP 
and HFHS to manage the care of our members.  There are other business reasons and 
shared back office applications and resources that are common between HAP and HFHS 
that help to reduce overall costs to our healthcare ecosystem.  

HAP has other technical controls to prevent a threat actor from accessing sensitive HAP 
resources through HFHS including using advanced security and monitoring/analytics for 
enterprise alerting and network detection and response technology.  This technology 
allows for visibility as well as Dynamic ACL application at the switchport and interconnect 
level ensuring that only approved devices can access corporate resources.  These 
technologies are being utilized to monitor for any changes in the behavior of data flows, 
they are also being used to understand needed traffic for further firewalling or 
segmentation without interruption to the business or member care.” 

OIG Comment: 

We acknowledge that HAP made a business decision to share some information and 
applications in order to reduce costs.  The intent of this recommendation is not to restrict the 
sharing of information but to enhance controls in order to protect confidentiality, integrity, 
and availability of sensitive resources.  HAP noted monitoring and analytics as a mitigating 
technical control, however it is a detective control.  HAP also mentioned Dynamic ACL 



6 Report No. 1C-52-00-20-011 

protection but that tool may not help against insider threats.  A properly managed firewall is 
a stronger, preventive control that will reduce the risk of malicious activity.  We therefore 
continue to recommend that HAP implement firewall protection between its sensitive 
resources and network connections from HFHS. 

B. ACCESS CONTROLS 

Access controls are the policies, procedures, and techniques used to prevent or detect 
unauthorized physical or logical access to sensitive resources.  

We examined the physical access controls at the HAP facility in Troy, Michigan and at the 
primary data center in Detroit, Michigan.  We also examined the logical access controls 
protecting sensitive data in HAP’s network environment and claims processing applications. 

The access controls observed during this audit included, but were not limited to: 

• Procedures for appropriately managing logical and physical access to health plan facilities,
the data center, and information systems; and

• Multi-factor authentication for user remote access.

We noted the following opportunities for improvement related to HAP’s physical and logical 
access management program.  

1. Privileged User Authentication

HAP administrators authenticate to systems using a single-factor (i.e., a password) locally at 
HAP facilities.  The use of multi-factor authentication (e.g., a password and a dynamic pin) 
would increase the security of all user accounts, but at a minimum should be immediately 
implemented for privileged user (administrator) access on both the local network and via 
remote access. 

NIST SP 800-53, Revision 4, states that “The information system implements multifactor 
authentication for local access to privileged accounts.”  Failure to implement adequate 
authentication increases the risk that unauthorized individuals can gain system access to 
hardware and software within an organization’s infrastructure. 
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Recommendation 2 

We recommend that HAP implement multi-factor authentication for locally accessed 
privileged user accounts on its information systems. 

HAP’s Response: 

“We concur.  HAP management agrees and follows NIST guidelines for password 
complexity and leverages multi-factor authentication for user and privileged accounts 
requiring remote access.  Strengthening security through the use of multifactor 
authentication for locally accessed privileged user accounts will further strengthen the 
ability to protect data and systems.  HAP will implement multifactor authentication for 
locally accessed privileged user accounts in fourth quarter 2020.” 

OIG Comment: 

As a part of the audit resolution process, we recommend that HAP provide OPM’s 
Healthcare and Insurance Office, Audit Resolution Group with evidence when it has fully 
implemented this recommendation.  This statement also applies to subsequent 
recommendations in this audit report that HAP agrees to implement. 

2. Primary Data Center Physical Access

HAP’s primary data center is located within one 
of the organization’s facilities in Detroit, 
Michigan.  The facility also contains office suites 
for employees and customer service.  HAP 
members have the ability to enter the building 
during customer service hours to pay bills and 
receive customer support.   

Access to the primary data center’s server room is limited to a few personnel and controlled 
by a proximity card reader.  However, we expect data centers of all FEHBP contractors to 
have the following controls that were not present at HAP’s primary data center: 

• Multi-factor authentication to enter the secure area (e.g., cipher lock or biometric device
in addition to an access card); and

HAP’s primary data center 

does not have multi-factor 

authentication in place at 

entrances to the raised floor 

server room. 
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• A technical or physical control to detect or prevent piggybacking (e.g., turnstiles,
piggybacking alarms, two door “man traps,” etc.).

NIST SP 800-53, Revision 4, provides guidance for adequately controlling physical access to 
information systems containing sensitive data.  Failure to implement adequate data center 
access controls increases the risk that unauthorized individuals can gain physical access to 
server hardware and networking equipment.  Direct physical access could allow someone to 
bypass logical access controls and take over sensitive systems. 

Recommendation 3 

We recommend that HAP implement multi-factor authentication and technical or physical 
controls to prevent or detect piggybacking at its primary data center. 

HAP’s Response: 

“We do not concur.  Ingress/egress controls to the primary datacenter include individually 
assigned access control cards, monitored cameras, security guards, and audit logs that are 
monitored.  Access to the data center is limited to a very small number of technicians and 
piggybacking by unauthorized individuals would be impossible to occur or go undetected.”  

OIG Comment: 

We acknowledge that HAP has several controls in place to protect access to its primary data 
center.  However, the primary data center is located in a publicly accessible building where 
customers are able to pay bills.  Furthermore, the building has offices with employees that do 
not have a business need to access the raised floor area.  Multi-factor authentication and anti-
piggy backing controls protecting the raised floor are industry standard controls that reduce 
the risk of threat actors, especially in this type of environment.  We continue to recommend 
that the addition of multi-factor authentication and anti-piggybacking controls should be in 
place at HAP’s primary data center to help protect sensitive resources. 

C. NETWORK SECURITY 

Network security includes the policies and controls used to prevent or monitor unauthorized 
access, misuse, modification, or denial of a computer network and network-accessible resources. 
We evaluated HAP’s network security program and reviewed the results of several automated 
vulnerability scans performed during this audit. 
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We observed the following controls in place: 

• Perimeter controls protecting public network connections;

• Encryption to protect sensitive data at rest; and

• Documented incident response procedures and testing.

However, we noted the following opportunities for improvement related to HAP’s network 
security controls. 

1. Firewall Policy

HAP utilizes HFHS’s firewall-related policies such as the 
Transmission Security and Network Access Control Policies 
to control network connections.  However, HAP does not 
have a formal firewall policy or standard that identifies and 
documents its approved firewall configurations.  NIST SP 
800-41, Revision 1, identifies key elements and details of a 
firewall policy including: 

• “[H]ow firewalls should handle network traffic for specific IP addresses and address
ranges, protocols, applications, and content types (e.g., active content) based on the
organization’s information security policies”; and

• Guidance on performing risk assessments to create a list of the types of traffic needed by
the organization and categorize how they must be secured – including which types of
traffic can traverse a firewall under what circumstances.

NIST SP 800-41, Revision 1, also states that a firewall policy should be documented and 
updated frequently.   

Failure to develop and maintain a detailed firewall policy could lead to improper 
management of critical network connections.  

Recommendation 4 

We recommend that HAP develop and maintain a detailed firewall policy or standard to 
provide guidance for securely configuring firewalls.  

HAP does not have 

a formal firewall 

policy.  
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HAP’s Response: 

“We concur.  HAP effectively manages firewalls.  We have appropriate perimeter controls 
protecting public network connections; encryption to protect sensitive data at rest; and 
documented incident response procedures and testing.  HAP’s firewall configuration is 
monitored and reviewed on a regular basis.  A formal documented firewall policy and 
review process will be implemented by the 4th quarter 2020.” 

2. Firewall Configuration Review

As previously stated, HAP does not have a formal documented firewall policy or standard. 
Without a formal firewall policy, HAP cannot conduct adequate reviews of its firewall 
configurations to ensure that the devices are configured securely. 

NIST SP 800-41, Revision 1, states that rulesets should be reviewed or tested periodically to 
make sure that the firewall rules are in compliance with the organization’s policies.   

Failure to routinely audit firewall settings increases the risk that unauthorized changes to the 
firewall’s configuration remain undetected.  

Recommendation 5 

We recommend that HAP perform routine audits of its current firewall configurations against 
an approved firewall policy.  Note – this recommendation cannot be implemented until the 
controls from Recommendation 4 are in place. 

HAP’s Response: 

“We concur.  HAP effectively manages firewalls, we have appropriate perimeter controls 
protecting public network connections; encryption to protect sensitive data at rest; and 
documented incident response procedures and testing.  HAP’s firewall configuration is 
monitored and reviewed on a regular basis.  HAP will perform routine audits of its current 
firewall configuration against the formal documented firewall policy once implemented.” 
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3. Data Exfiltration

HAP has controls in place that categorically block malicious websites and prevent malicious 
content from being downloaded.  However, HAP does not have controls in place to prevent 
uploading sensitive data to public file storage services (e.g., Google Drive).  HAP has 
identified this issue on its “Information Privacy and Security Roadmap.”  

NIST SP 800-53, Revision 4, advises that “The organization prevents the unauthorized 
exfiltration of information across managed interfaces.”   

Failure to implement technical controls to prevent data exfiltration increases the risk of 
sensitive data leakage and exposure.   

Recommendation 6 

We recommend that HAP implement technical controls to prevent unauthorized uploading of 
sensitive data.   

HAP’s Response: 

“We request clarification 
The context in which the OIG recommendations are made is important to determine our 
management response, set expectations, and ensure that remediation is fruitful.  The 
reference made by OIG to NIST SP 800-53 Rev 4, states ‘The organization prevents the 
unauthorized exfiltration of information across managed interfaces.’  However, NIST SP 
800-53 Rev 4 states:   

[‘]SC-7 BOUNDARY PROTECTION 

Control Enhancement: Boundary Protection | Prevent Unauthorized exfiltration; 

With the Supplemental Guidance stating, 

[‘]Safeguards implemented by organizations to prevent unauthorized exfiltration of 
information from information systems include, for example: (i) strict adherence to protocol 
formats; (ii) monitoring for beaconing from information systems; (iii) monitoring for 
steganography; (iv) disconnecting external network interfaces except when explicitly 
needed; (v) disassembling and reassembling packet headers; and (vi) employing traffic 
profile analysis to detect deviations from the volume/types of traffic expected within 
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organizations or call backs to command and control centers. Devices enforcing strict 
adherence to protocol formats include, for example, deep packet inspection firewalls and 
XML gateways. These devices verify adherence to protocol formats and specification at the 
application layer and serve to identify vulnerabilities that cannot be detected by devices 
operating at the network or transport layers. This control enhancement is closely 
associated with cross-domain solutions and system guards enforcing information flow 
requirements. Related control: SI-3.[’] 

The safeguards mentioned in the referenced NIST SP 800-53, Revision 4 Supplemental 
Guidance don’t match the finding/recommendation intent as documented in the OIG 
Report.  

While the intent of the OIG report is clearly to manage the exfiltration of data to 
known/approved cloud storage (to which we agree needs better management), the closest 
related control found in the NIST 800-53, Revision 4 is the following:  

[‘]AC-20 USE OF EXTERNAL INFORMATION SYSTEMS  
Control: The organization establishes terms and conditions, consistent with any trust 
relationships established with other organizations owning, operating, and/or maintaining 
external information systems, allowing authorized individuals to:  
a. Access the information system from external information systems; and
b. Process, store, or transmit organization-controlled information using external
information systems.[’] 

With the Control Enhancement #4 stating: 
[‘]USE OF EXTERNAL INFORMATION SYSTEMS | NETWORK ACCESSIBLE 
STORAGE DEVICES 

The organization prohibits the use of [Assignment: organization-defined network 
accessible storage devices] in external information systems. 

Supplemental Guidance: Network accessible storage devices in external information 
systems include, for example, online storage devices in public, hybrid, or community 
cloud-based systems.[’] 

HAP is seeking additional clarification as to the intent of the finding so that implemented 
controls and follow-up testing will ensure compliance to the findings.” 



13 Report No. 1C-52-00-20-011 

OIG Comment: 

The intent of the recommendation is for HAP to implement controls to prevent the 
unauthorized uploading of sensitive data to public storage sites.  We feel that the SC-7 
Boundary Protection criteria listed is still relevant to the intent of this recommendation.  
NIST SP 800-53, Revision 4, defines Boundary Protection as “Monitoring and control of 
communications at the external boundary of an information system to prevent and detect 
malicious and other unauthorized communications … .”  The ability to upload and exchange 
data with public file storage services is generally considered an unauthorized communication. 
However, OIG acknowledges that AC-20 control enhancement four also has language that is 
relevant to the intent of the recommendation.  HAP can use AC-20 as the basis for 
implementing the recommendation if it will ensure that remediation is fruitful.  

We recommend that HAP provide OPM’s Healthcare and Insurance Office, Audit Resolution 
Group with evidence when it has fully implemented this recommendation. 

4. Internal Network Segmentation

HAP uses firewalls to control connections with systems 
outside of its network as well as between public-facing 
applications and the internal network.  However, logical 
segmentation within the internal network between users 
and sensitive resources is only achieved with virtual local 
area networks.  Firewalls are not used to segment user 
controlled systems from sensitive internal resources. 

NIST SP 800-41, Revision 1, advises that “Focusing attention solely on external threats 
leaves the network wide open to attacks from within.  These threats may not come directly 
from insiders, but can involve internal hosts infected by malware or otherwise compromised 
by external attackers.  Important internal systems should be placed behind internal firewalls.” 

Failure to appropriately segregate user controlled systems from sensitive internal resources 
increases the risk that a compromise of a user’s system could allow access to sensitive 
servers and data. 

Recommendation 7 

We recommend that HAP segregate its internal network in order to separate sensitive 
resources from user controlled systems. 

Internally, HAP does 

not segregate user 

networks from 

sensitive resources 

with a firewall.  
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HAP’s Response: 

“We do not concur.  HAP understands the importance of network security and protecting 
sensitive resources from internal attacks and has implemented capabilities to secure and 
protect the data entrusted to us.  HAP has recently invested in two industry leading 
solutions to help manage the network security aspects of our environment: 

1. A network administration product that enables the creation and enforcement of
security and access policies for endpoint devices connected to the company's routers and 
switches.  The purpose is to simplify identity management across diverse devices and 
applications. 

2. Network detection and response technology which provides enterprise-wide visibility,
from the private network to the public cloud, and applies advanced security analytics to 
detect and respond to threats in real-time.  It continuously analyses network activities and 
creates a baseline of normal network behavior and then uses this baseline, along with 
advanced machine learning algorithms, to detect anomalies.  

These new technologies are very robust and will complement the existing security protocols 
at HAP.  HAP is in the early stages of implementation with these additional technologies. 
HAP is already utilizing the authentication methodology and is monitoring the firewall 
traffic as well as the interconnects between HFHS and HAP.  Once more fully 
implemented, HAP will have the ability to utilize micro-segmentation, which is more 
sophisticated and automated than the traditional methods of network segmentation.  In the 
interim, HAP will be focused on the three methodologies mentioned – User Access 
Controls, Applications Monitoring, and DLP.” 

OIG Comment: 

The intent of this recommendation is for HAP to implement a preventive control (i.e., a 
firewall) to reduce the risk of malicious behavior.  Furthermore, the tools mentioned in 
HAP’s response to the draft audit report were not in place during fieldwork.  Therefore, we 
are unable to evaluate the partially implemented technologies in order to assess whether or 
not the tools satisfy this recommendation.  We maintain that any new evidence should be 
provided to OPM’s Healthcare and Insurance Office, Audit Resolution Group. 
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5. Network Access Control

HAP does not have network access controls in place to prevent non-authorized devices from 
connecting to its wired internal network.  This issue is compounded by the lack of network 
segmentation between users and sensitive internal resources.  

NIST SP 800-53, Revision 4, states that an information system should uniquely identify and 
authenticate devices before establishing a network connection.  Failure to control access to 
network ports could allow unauthorized users or devices to connect to sensitive network 
resources. 

Recommendation 8 

We recommend that HAP implement network access controls to prevent non-authorized 
devices from connecting to its internal network.  

HAP’s Response: 

“We concur.  HAP understands the importance of network security and protecting 
sensitive resources from internal attacks and has implemented capabilities to secure and 
protect the data entrusted to us.  HAP has recently invested in two industry leading 
solutions to help manage the network security aspects of our environment: 

1. A network administration product that enables the creation and enforcement of
security and access policies for endpoint devices connected to the company's routers and 
switches.  The purpose is to simplify identity management across diverse devices and 
applications. 

2. Network detection and response technology which provides enterprise-wide visibility,
from the private network to the public cloud, and applies advanced security analytics to 
detect and respond to threats in real-time.  It continuously analyses network activities and 
creates a baseline of normal network behavior and then uses this baseline, along with 
advanced machine learning algorithms, to detect anomalies.  

These new technologies are very robust and will complement the existing security 
capabilities at HAP.  HAP is in the early stages of implementation with these additional 
technologies and are already utilizing the authentication methodology along with 
monitoring the firewall traffic as well as the interconnects between HFHS and HAP.   
Once more fully implemented, HAP will have the ability to utilize micro-segmentation, 
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which is more sophisticated and automated than the traditional methods of network 
segmentation.  In the interim, HAP will be focused on the three methodologies mentioned 
– User Access Controls, Applications Monitoring, and DLP.”

6. Vulnerability Scanning

HAP performs routine vulnerability scans on servers in 
its network environment.  However, the vulnerability 
scans are configured to run without privileged 
administrator credentials.  HAP has identified the issue 
on its “Information Privacy and Security Roadmap.”  
Furthermore, workstations and its public facing web 
application are not included in routine vulnerability 
scans.  The negative impact of HAP’s lack of vulnerability scanning of all systems in its 
network environment was evidenced in the OIG's vulnerability scans, discussed below.   

NIST SP 800-53, Revision 4, advises that the organization “Scans for vulnerabilities in the 
information system and hosted applications” and “Remediates legitimate vulnerabilities … in 
accordance with an organizational assessment of risk … .” 

Furthermore, NIST SP 800-53, Revision 4, states that the organization should implement 
privileged access authorization for vulnerability scanning activities.     

Failure to perform routine authenticated vulnerability scans on all network devices increases 
the risk that system flaws go undetected, leaving HAP exposed to unknown threats. 

Recommendation 9 

We recommend that HAP develop and implement a process to routinely conduct credentialed 
vulnerability scans on all systems in its network environment. 

HAP’s Response: 

“We concur. HAP performs routine vulnerability scans on servers in its network and 
publicly facing systems within its DMZ and remediates findings. HAP is working to move 
to perform regular privileged access authorization for vulnerability scanning activities on 
servers/workstations and will implement a program to address web applications 
vulnerability scanning.” 

HAP is not performing 

routinely authenticated 

vulnerability scans. 
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7. Vulnerabilities Identified by OIG Scans

We conducted credentialed vulnerability and configuration compliance scans on a sample of 
servers and workstations in HAP’s network environment.  The specific vulnerabilities that 
we identified were provided to HAP in the form of an audit inquiry, but will not be detailed 
in this report.  HAP was unaware of the majority of the vulnerabilities.  However, plans are 
being developed to mitigate the issues we found. 

NIST SP 800-53, Revision 4, states that organizations should scan for vulnerabilities in the 
information system and hosted applications, analyze the reports, and remediate legitimate 
vulnerabilities.   

Failure to remediate vulnerabilities increases the risk that hackers could exploit system 
weaknesses for malicious purposes. 

Recommendation 10 

We recommend that HAP remediate the specific technical weaknesses discovered during this 
audit as outlined in the vulnerability scan audit inquiry.  

HAP’s Response: 

“We concur.  HAP performs routine vulnerability scans on servers in its network and 
publicly facing systems within its DMZ and remediates findings.  HAP is currently 
working on a technology refresh project to decommission older servers and upgrade 
others.  Once the technology is refreshed and functional, a new vulnerability scan will be 
done to identify and remediate any remaining risks.  HAP and HFHS technical teams will 
work together to validate and prioritize the items found.  A remediation plan will be 
developed for medium to high risk issues 2021.” 

D. CONFIGURATION MANAGEMENT 

Configuration management involves the policies and procedures used to ensure that systems are 
configured according to a consistent and approved risk-based standard.  HAP employs a team of 
technical personnel who manage system software configuration for the organization.  We 
evaluated HAP’s management of the configuration of its computer servers and databases.  

Our review found the following controls in place: 
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• Documented system change control process; and

• Established patch management policy.

The sections below document areas for improvement related to HAP’s configuration 
management controls. 

1. Security Configuration Standards

Security configuration standards are formally 
approved documents that list the specific security 
settings for each operating system that an 
organization uses to configure its servers.   
HAP has documented policies that require the 
implementation of a security configuration standard. 
However, HAP does not have configuration 
standards for any operating systems in its server 
environment. 

HAP follows a standard process to install and set up new servers.  However, the procedures 
described in its Secure Configuration Management Policy do not define specific security 
configuration settings. 

NIST SP 800-53, Revision 4, states that an organization should establish and document 
“configuration settings for information technology products employed within the information 
system … that reflect the most restrictive mode consistent with operational  
requirements … .” 

In addition, NIST SP 800-53, Revision 4, states that an organization must develop,  
document, and maintain a current baseline configuration of the information system. 

Failure to establish approved system configuration settings increases the risk that the system 
may not be configured in a secure manner.  

Recommendation 11 

We recommend that HAP document approved security configuration standards for all 
operating system platforms and databases deployed in its technical environment. 

HAP does not have security 

configuration standards for 

operating systems. 
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HAP’s Response: 

“We concur.  HAP follows a standard process to install and setup new systems. In mid-
2020, HAP had launched a Security Configuration Management Program that will 
document and maintain a current baseline security configuration standard that adheres to 
best practice and risk management.  The baseline security configuration standard will be 
in place by 2nd quarter 2021.” 

2. Security Configuration Auditing

As noted above, HAP does not maintain approved security configuration standards for all of 
its operating platforms, and therefore it cannot effectively audit its system’s security settings 
(i.e., there are no approved settings to which to compare the actual settings). 

NIST SP 800-53, Revision 4, states that an organization must monitor and control changes to 
the configuration settings in accordance with organizational policies and procedures.   

FISCAM requires current configuration information to be routinely monitored for accuracy. 
Monitoring should address the baseline and operational configuration of the hardware, 
software, and firmware that comprise the information system.   

Failure to implement a configuration compliance auditing program increases the risk that 
servers are not configured appropriately and left undetected can create a potential gateway 
for unauthorized access or malicious activity. 

Recommendation 12 

We recommend that HAP implement a process to routinely audit the configuration settings of 
servers to ensure they are in compliance with the approved security configuration standards.  
Note – this recommendation cannot be implemented until the controls from Recommendation 
11 are in place. 

HAP’s Response: 

“We concur.  HAP adheres to strict change control processes and is capable of manually 
capturing deviations to security configuration standards within its environment.  HAP is 
working to obtain a configuration policy scanning tool that will automate and routinely 
audit server configurations.  The Security Configuration Management Program will 
address this recommendation after standard configurations are developed.” 
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3. System Lifecycle Management

The Standards Handbook for HAP Information Systems Technology details the operating 
system software in use at HAP.  Additionally, the Software Usage Policy issues guidance on 
end user software.  However, the use or removal of unsupported software is not addressed in 
this guidance.  Furthermore, our vulnerability scanning exercise and review of HAP’s system 
inventory identified instances of unsupported software within HAP’s technical environment.  
The vendors of these products typically publicize information related to the product’s “end-
of-life” support dates (i.e., dates when the vendor will no longer release security updates and 
patches).  HAP is aware of some of the unsupported software and have developed action 
plans to address the issue.  

NIST SP 800-53, Revision 4, recommends that organizations replace “information system 
components when support for the components is no longer available from the developer, 
vendor, or manufacturer … .”  NIST SP 800-53, Revision 4, also states that “Unsupported 
components … provide a substantial opportunity for adversaries to exploit new weaknesses 
discovered in the currently installed components.” 

Failure to upgrade system software leaves information systems open to known vulnerabilities 
without any remediation available.  

Recommendation 13 

We recommend that HAP update its policies and procedures to ensure that unsupported 
software is removed from its environment prior to the end of vendor support.

HAP’s Response: 

“We concur.  HAP agrees and recognizes the importance of keeping technology updated 
and supported.  We monitor and review the technology in our environment and business 
decisions are sometimes made to retain data and applications without vendor support. 
HAP is also working on a technology refresh project to decommission older servers and 
upgrade others.  HAP will update it policies in 2020 to address the need to eliminate the 
use of unsupported software when feasible.” 



21 Report No. 1C-52-00-20-011 

E. CONTINGENCY PLANNING 

Contingency planning includes the policies and procedures that ensure adequate availability of 
information systems, data, and business processes.  We reviewed the following elements of 
HAP’s contingency planning program to determine whether controls are in place to prevent or 
minimize interruptions to business operations when disruptive events occur: 

• Data center environmental controls to minimize disruptions;

• Business continuity plan (e.g., people and business processes); and

• Disaster recovery plan (e.g., recovery of hardware and software infrastructure).

However, we noted the following opportunity for improvement related to HAP’s contingency 
planning.  

1. Business Continuity Plan Testing

HAP’s Business Continuity Plan Provider Operations 
standard states that its business continuity plan (BCP) 
should be tested annually.  However, we were told that HAP 
has not conducted a BCP test since the BCP was put in 
place in 2019.   

FISCAM states that “Testing contingency plans is essential to determining whether they will 
function as intended in an emergency situation.” 

NIST SP 800-53, Revision 4, states that “The organization tests the contingency plan at the 
alternate processing site … To familiarize contingency personnel with the facility and 
available resources; and … To evaluate the capabilities of the alternate processing site to 
support contingency operations.” 

Failure to test the plan could increase the risk that unidentified gaps prolong recovery efforts. 

Recommendation 14 

We recommend that HAP routinely test its BCP, document the results, and use the results to 
update and improve its BCP.   

HAP has not 

performed a business 

continuity plan test. 
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HAP’s Response: 

“We do not concur.  HAP performs Disaster Recovery testing at least once per year and as 
part of the process HAP ensures continuity and availability of applications and systems. 
HAP will continue to enhance our Business Continuity Program and the continuity testing 
that currently happens during Disaster Recovery testing.   We recognize the importance of 
business continuity and plan to establish a separate test cycle in addition to what occurs 
during the Disaster Recovery process.” 

OIG Comment: 

We agree that HAP performs adequate disaster recovery testing of its applications and 
systems.  However business continuity plan testing helps to ensure business operations can 
continue during unexpected events.  For example, a disruption at the Troy, Michigan HAP 
location would affect claims processing business operations but would not necessarily affect 
the critical applications and sensitive data located at the primary data center in Detroit, 
Michigan.  The disaster recovery tests that HAP submitted as evidence did not test business 
operation recovery but instead tested the recovery of technology.  We continue to 
recommend that HAP perform routine business continuity tests to reduce the risk of business 
operation disruptions. 

F. CLAIMS ADJUDICATION 

The following sections detail our review of the applications and business processes supporting 
HAP’s claims adjudication process.  HAP adjudicates claims using a commercial off the shelf 
claims processing application called Facets.  We reviewed the following processes related to 
claims adjudication: application configuration management, claims processing, member 
enrollment, and provider debarment.  

1. Claims Processing System

We evaluated the business process controls associated with HAP’s claims processing system
that ensure the completeness, accuracy, and confidentiality of transactions and data.  We
determined that HAP has implemented policies and procedures to help ensure that:
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• Claims are properly input and tracked to ensure
timely processing;

• Claims are monitored as they are processed through
the system with real time tracking of the system’s
performance; and

• Claims scheduled for payment are actually paid.

Nothing came to our attention to indicate that HAP has not implemented adequate controls 
over the claims processing system.  

2. Application Change Control

We evaluated the policies and procedures governing application development and change 
control over HAP’s claims processing system. 

HAP has implemented policies and procedures related to application configuration 
management, and also has adopted a system development life cycle methodology that IT 
personnel follow during routine software modifications.  We observed the following controls 
related to testing and approvals of software modifications: 

• Documented application change control process;

• Unit and system integration testing are conducted in accordance with industry standards;
and

• A group independent from the software developers moves code between development
and production environments to ensure separation of duties.

Nothing came to our attention to indicate that HAP has not implemented adequate controls 
over the application configuration management process. 

3. Enrollment

We evaluated HAP’s procedures for managing its member enrollments.  Enrollment 
information is received either electronically or in paper format, and loaded into the claims 
processing system.  All enrollment transactions are fully audited to ensure information is 
entered accurately and completely.   

HAP has adequate 

controls in place over its 

claims processing system 
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Nothing came to our attention to indicate that HAP has not implemented adequate controls 
over the enrollment process. 

4. Debarment

HAP has documented procedures that require monitoring for debarred or suspended 
providers.  HAP’s Office of Compliance is responsible for monitoring debarments and 
sanctions.  When the OPM debarment list is issued, HAP compares the list of debarred 
providers against its own providers.  If a provider is debarred, HAP will update the provider 
record in Facets with a flag that blocks claims payment when detected by the program.  
HAP’s policies state that it follows OPM’s guidelines regarding payments to debarred 
providers. 

Nothing came to our attention to indicate that HAP has not implemented adequate controls 
over the debarment process.
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APPENDIX 

September 4, 2020 

Matthew Antunez 
Auditor-In-Charge 
Office of the Inspector General  
U.S. Office of Personnel Management 
Washington, D.C.  

RE:  Report Number 1C-52-00-20-011 
Response to Audit of the Information Systems General and Application 
Controls at Health Alliance Plan of Michigan  

Health Alliance Plan of Michigan (“HAP”) appreciates your time and expertise in completing the 
above referenced audit.  We strive to use such opportunities to improve our commitment to 
the members we serve and further enhance the security of the data entrusted to us.  

Please find attached our responses to the audit findings. We have highlighted in gray those 
areas we would request be redacted in the final public version.  We look forward to continuing 
to work with the OIG in the coming weeks to address and resolve all concerns outlined in the 
draft report prior to OIG issuing their final audit report.  

If you have any questions or would like to schedule time to discuss our comments, our liaison 
for the audit, Julie Boyer, jboyer@hap.org, will coordinate any follow-up activities.  

Thank you for the opportunity to respond. 

Sincerely, 

Mike Treash 
Chief Operating Officer 

Attachments 

Cc:  Sarah Wahl, Attorney-Advisor 
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Response to the Audit of the Information Systems General and Application Controls 
at Health Alliance Plan of Michigan  

Recommendation 1: We recommend that HAP implement firewall protection between its 
sensitive resources and network connections from HFHS. 

HAP Response:   
We do not concur. HAP maintains proper controls and the appropriate firewall protection. 
While HAP is a separate business unit of Henry Ford Health System (“HFHS”), our missions 
are driving to a common outcome to improve the health of our customers and the 
community.  To accomplish this mission and to improve quality of care and reduce costs for 
members of HAP and patients of HFHS, an Organized Health Care Arrangement (OHCA) has 
been formed by the entities. An OHCA is a relationship recognized by HIPAA privacy rules 
allowing HAP to share Protected Health Information (PHI) with HFHS for quality 
improvement and population-based services.   
Health Care Management team members at HAP access HFHS applications including EPIC 
to manage the ongoing care of our members. Population health and analytics is another 
common area where sensitive information is shared appropriately between HAP and HFHS 
to manage the care of our members. There are other business reasons and shared back 
office applications and resources that are common between HAP and HFHS that help to 
reduce overall costs to our healthcare ecosystem.  
HAP has other technical controls to prevent a threat actor from accessing sensitive HAP 
resources through HFHS including using advanced security and monitoring/analytics for 
enterprise alerting and network detection and response technology.  This technology 
allows for visibility as well as Dynamic ACL application at the switchport and interconnect 
level ensuring that only approved devices can access corporate resources.  These 
technologies are being utilized to monitor for any changes in the behavior of data flows, 
they are also being used to understand needed traffic for further firewalling or 
segmentation without interruption to the business or member care. 

Recommendation 2:  We recommend that HAP implement multifactor authentication for 
locally accessed privileged user accounts on its information systems 

HAP Response:   
We concur. HAP management agrees and follows NIST guidelines for password complexity 
and leverages multi-factor authentication for user and privileged accounts requiring 
remote access.   Strengthening security through the use of multifactor authentication for 
locally accessed privileged user accounts will further strengthen the ability to protect data 
and systems. HAP will implement multifactor authentication for locally accessed privileged 
user accounts in fourth quarter 2020.  
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Recommendation 3:  We recommend that HAP implement multifactor authentication and 
technical or physical controls to prevent or detect piggybacking at its primary datacenter.   

HAP Response:   
We do not concur. Ingress/egress controls to the primary datacenter include individually 
assigned access control cards, monitored cameras, security guards, and audit logs that are 
monitored.  Access to the data center is limited to a very small number of technicians and 
piggybacking by unauthorized individuals would be impossible to occur or go undetected.  

Recommendation 4:  We recommend that HAP develop and maintain a detailed firewall 
policy or standard to provide guidance for securely configuring firewalls. 

HAP Response:   
We concur. HAP effectively manages firewalls.  We have appropriate perimeter controls 
protecting public network connections; encryption to protect sensitive data at rest; and 
documented incident response procedures and testing.  HAP’s firewall configuration is 
monitored and reviewed on a regular basis. A formal documented firewall policy and 
review process will be implemented by the 4th quarter 2020. 

Recommendation 5:  We recommend that HAP perform routine audits of its current 
firewall configurations against an approved firewall policy. Note – this recommendation 
cannot be implemented until the controls from Recommendation 4 are in place.  

HAP Response:   
We concur. HAP effectively manages firewalls, we have appropriate perimeter controls 
protecting public network connections; encryption to protect sensitive data at rest; and 
documented incident response procedures and testing.  HAP’s firewall configuration is 
monitored and reviewed on a regular basis. HAP will perform routine audits of its current 
firewall configuration against the formal documented firewall policy once implemented. 

Recommendation 6:  We recommend that HAP implement technical controls to prevent 
unauthorized uploading of sensitive data. 

HAP Response:   
We request clarification 
The context in which the OIG recommendations are made is important to determine our 
management response, set expectations, and ensure that remediation is fruitful. The 
reference made by OIG to NIST SP 800-53 Rev 4, states “The organization prevents the 
unauthorized exfiltration of information across managed interfaces.” However, NIST SP 
800-53 Rev 4 states:   
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[‘]SC-7 BOUNDARY PROTECTION 

Control Enhancement: Boundary Protection | Prevent Unauthorized exfiltration; [‘] 

With the Supplemental Guidance stating, 
[‘]Safeguards implemented by organizations to prevent unauthorized exfiltration of 
information from information systems include, for example: (i) strict adherence to protocol 
formats; (ii) monitoring for beaconing from information systems; (iii) monitoring for 
steganography; (iv) disconnecting external network interfaces except when explicitly 
needed; (v) disassembling and reassembling packet headers; and (vi) employing traffic 
profile analysis to detect deviations from the volume/types of traffic expected within 
organizations or call backs to command and control centers. Devices enforcing strict 
adherence to protocol formats include, for example, deep packet inspection firewalls and 
XML gateways. These devices verify adherence to protocol formats and specification at the 
application layer and serve to identify vulnerabilities that cannot be detected by devices 
operating at the network or transport layers. This control enhancement is closely 
associated with cross-domain solutions and system guards enforcing information flow 
requirements. Related control: SI-3.[‘] 

The safeguards mentioned in the referenced NIST SP 800-53, Revision 4 Supplemental 
Guidance don’t match the finding/recommendation intent as documented in the OIG 
Report.  

While the intent of the OIG report is clearly to manage the exfiltration of data to 
known/approved cloud storage (to which we agree needs better management), the closest 
related control found in the NIST 800-53, Revision 4 is the following:  

[‘]AC-20 USE OF EXTERNAL INFORMATION SYSTEMS  
Control: The organization establishes terms and conditions, consistent with any trust 
relationships established with other organizations owning, operating, and/or maintaining 
external information systems, allowing authorized individuals to:  
a. Access the information system from external information systems; and
b. Process, store, or transmit organization-controlled information using external
information systems.[‘] 

With the Control Enhancement #4 stating: 

[‘]USE OF EXTERNAL INFORMATION SYSTEMS | NETWORK ACCESSIBLE STORAGE 
DEVICES 
The organization prohibits the use of [Assignment: organization-defined network 
accessible storage devices] in external information systems. 

� 
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Supplemental Guidance: Network accessible storage devices in external information 
systems include, for example, online storage devices in public, hybrid, or community cloud-
based systems.[‘] 

HAP is seeking additional clarification as to the intent of the finding so that implemented 
controls and follow-up testing will ensure compliance to the findings.   

Recommendation 7:  We recommend that HAP segregate its internal network in order to 
separate sensitive resources from user-controlled systems. 

HAP Response:   
We do not concur. HAP understands the importance of network security and protecting 
sensitive resources from internal attacks and has implemented capabilities to secure and 
protect the data entrusted to us. HAP has recently invested in two industry leading 
solutions to help manage the network security aspects of our environment: 

1. A network administration product that enables the creation and enforcement of
security and access policies for endpoint devices connected to the company's
routers and switches. The purpose is to simplify identity management across
diverse devices and applications.

2. Network detection and response technology which provides enterprise-wide
visibility, from the private network to the public cloud, and applies advanced
security analytics to detect and respond to threats in real-time. It continuously
analyses network activities and creates a baseline of normal network behavior and
then uses this baseline, along with advanced machine learning algorithms, to detect
anomalies.

These new technologies are very robust and will complement the existing security 
protocols at HAP. HAP is in the early stages of implementation with these additional 
technologies. HAP is already utilizing the authentication methodology and is monitoring 
the firewall traffic as well as the interconnects between HFHS and HAP.  Once more fully 
implemented, HAP will have the ability to utilize micro-segmentation, which is more 
sophisticated and automated than the traditional methods of network segmentation. In the 
interim, HAP will be focused on the three methodologies mentioned – User Access Controls,
Applications Monitoring, and DLP.  
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Recommendation 8:  We recommend that HAP implement network access controls to 
prevent non-authorized devices from connecting to its internal network. 

HAP Response:   
We concur. HAP understands the importance of network security and protecting sensitive 
resources from internal attacks and has implemented capabilities to secure and protect the 
data entrusted to us. HAP has recently invested in two industry leading solutions to help 
manage the network security aspects of our environment: 

1. A network administration product that enables the creation and enforcement of
security and access policies for endpoint devices connected to the company's
routers and switches. The purpose is to simplify identity management across
diverse devices and applications.

2. Network detection and response technology which provides enterprise-wide
visibility, from the private network to the public cloud, and applies advanced
security analytics to detect and respond to threats in real-time. It continuously
analyses network activities and creates a baseline of normal network behavior and
then uses this baseline, along with advanced machine learning algorithms, to detect
anomalies.

These new technologies are very robust and will complement the existing security 
capabilities at HAP. HAP is in the early stages of implementation with these additional 
technologies and are already utilizing the authentication methodology along with 
monitoring the firewall traffic as well as the interconnects between HFHS and HAP.  Once 
more fully implemented, HAP will have the ability to utilize micro-segmentation, which is 
more sophisticated and automated than the traditional methods of network segmentation. 
In the interim, HAP will be focused on the three methodologies mentioned – User Access
Controls, Applications Monitoring, and DLP.  

Recommendation 9:  We recommend that HAP develop and implement a process to 
routinely conduct credentialed vulnerability scans on all systems in its network 
environment. 

HAP Response:   
We concur. HAP performs routine vulnerability scans on servers in its network and 
publicly facing systems within its DMZ and remediates findings. HAP is working to move to 
perform regular privileged access authorization for vulnerability scanning activities on 
servers/workstations and will implement a program to address web applications 
vulnerability scanning.  
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Recommendation 10:  We recommend that HAP remediate the specific technical 
weaknesses discovered during this audit as outlined in the vulnerability scan audit inquiry. 

AP Response:   

We concur. HAP performs routine vulnerability scans on servers in its network and 
publicly facing systems within its DMZ and remediates findings. HAP is currently working 
on a technology refresh project to decommission older servers and upgrade others.  Once 
the technology is refreshed and functional, a new vulnerability scan will be done to identify 
and remediate any remaining risks.  HAP and HFHS technical teams will work together to 
validate and prioritize the items found.  A remediation plan will be developed for medium 
to high risk issues 2021.  

Recommendation 11:  We recommend that HAP document approved security 
configuration standards for all operating system platforms and databases deployed in its 
technical environment. 

HAP Response:   
We concur. HAP follows a standard process to install and setup new systems. In mid-2020, 
HAP had launched a Security Configuration Management Program that will document and 
maintain a current baseline security configuration standard that adheres to best practice 
and risk management. The baseline security configuration standard will be in place by 2nd 
quarter 2021.  

Recommendation 12:  We recommend that HAP implement a process to routinely audit 
the configuration settings of servers to ensure they are in compliance with the approved 
security configuration standards. Note – this recommendation cannot be implemented until
the controls from Recommendation 11 are in place. 

HAP Response:   
We concur. HAP adheres to strict change control processes and is capable of manually 
capturing deviations to security configuration standards within its environment. HAP is 
working to obtain a configuration policy scanning tool that will automate and routinely 
audit server configurations. The Security Configuration Management Program will address 
this recommendation after standard configurations are developed.  

Recommendation 13:  We recommend that HAP update its policies and procedures to 
ensure that unsupported software is removed from its environment prior to the end of 
vendor support. 
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HAP Response:   
We concur. HAP agrees and recognizes the importance of keeping technology updated and 
supported.  We monitor and review the technology in our environment and business 
decisions are sometimes made to retain data and applications without vendor support.  

HAP is also working on a technology refresh project to decommission older servers and 
upgrade others.  HAP will update it policies in 2020 to address the need to eliminate the 
use of unsupported software when feasible.  

Recommendation 14:  We recommend that HAP routinely test its BCP, document the 
results, and use the results to update and improve its BCP. 

HAP Response:   
We do not concur. HAP performs Disaster Recovery testing at least once per year and as 
part of the process HAP ensures continuity and availability of applications and systems. 
HAP will continue to enhance our Business Continuity Program and the continuity testing 
that currently happens during Disaster Recovery testing.   We recognize the importance of 
business continuity and plan to establish a separate test cycle in addition to what occurs 
during the Disaster Recovery process. 
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Report Fraud, Waste, and 

Mismanagement 

Fraud, waste, and mismanagement in 
Government concerns everyone:  Office of 

the Inspector General staff, agency 
employees, and the general public.  We 

actively solicit allegations of any inefficient 
and wasteful practices, fraud, and 

mismanagement related to OPM programs 
and operations.  You can report allegations 

to us in several ways: 

By Internet: http://www.opm.gov/our-inspector-general/hotline-to-
report-fraud-waste-or-abuse 

By Phone: Toll Free Number: (877) 499-7295 
Washington Metro Area: (202) 606-2423 

By Mail: Office of the Inspector General 
U.S. Office of Personnel Management 
1900 E Street, NW 
Room 6400 
Washington, DC 20415-1100 

http://www.opm.gov/our-inspector-general/hotline-to-report-fraud-waste-or-abuse
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