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The Reports Consolidation Act of2000 requires the Inspector General to identify and 
report annually the top management challenges facing the agency. We have divided the 
challenges into two key types ofissues facing the U.S. Office ofPersonnel Manag&:tllenl 
(OPM) - environmental challenges, which result mainly from factors wemal. to OPM 
and which may be long-term or even pennammt; and intemal .challenges, which OPM ha.<; 
more control over and which are likely short--tenn, temporary challenges. 

The fow- list4.'tl <.:nvironmental challenges facing OPM can be due to such things as 
increased globalization, rapid technological advances, shifting demographics, changing 
securitythreaL'i and various qua1ity of life considerations that are prompting fundam-=ntal 
changes in the way the Federal Government operates. Some of these challenges involve 
core functions ofOPM th.at arc effected by constantly changing ways ofdoing bw;incss 
or new ideas, while in other ca ·cs they are global challengeR every agency bas to deal 
with . 

The internal challenges arise from i ues that have minimal outside influence, and that 
once resolved will likely no longer be a challenge to OPM. The two listed internal 
challenges both result from the need to replace aging or inadequate systems. 

It should be made clear that inclusion a.'! a lop challenge does not mean we cousidcr these 
items to be material weaknesses. In fact, none of this year's challenges are CUlTCOtly 
material weaknesses - they arc simply issues which demand significant atlention. eftort, 
and skill from OPM io order to be successfully addressed. In many cases, OPM has 
made great progress io doing so. However, there is always the possibility that they could 
become material weaknesses and have a negative impact on OPM's pcrfotnw1ec if they 
arc not handled appropriately by OPM tlUIIUlgement. 
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Michael W. Hager 

We have categorized the items included on our list lliis year as follows: 

Environmental CbaUeuges 

• 	 Strategic Humwt Capital; 

• 	 Federal Employees Health Bcnetils Progrclltl; 

• 	 Background Investigations; and, 

• 	 Information Technology (I'D Security 

)> l'rotcction ofPersonal!y Identifiable Information; and, 

» Homeland Security Presidential Directive 12-Personal Identificntion Verification 
II. 

Internal Challenges 

• 	 Retirement Systems Modernization, and, 

• 	 FioanciaJ Management S)'$tem and Internal Controls for the Revolving Fund and 
Salaries and F.xpenses Accounts. 

We have identified thesu i11sucs as top challenges because they meet one or more of the 
following criteria: 

1) The iBSUe involves an operatioh that is critical to an OPM core mission; 
2) There is a significant ii.sk pffraud. waste, or abuse ofOPM or other Government 

assets; 
3) The issue involves significant strategic alliances with otber agencies, the Office of 

Management and Budget (OMB), the Administration, Congress. or the public; 
4) The issue is related to the President's Management Agenda initiatives; or, 
S) The issue involves a legal or regulatory requirement not being met. 

The attaclunent to this memorandum includes written summaries ofeach of the 
challenges that we have noted on our list. These write-ups recognize OPM 
man.ngement's efforts to resolve each cballenge. This infonnation was obtained through 
our analysis and updates from senior agency managers so that the mosl current, complete 
and accurate characlcrtzation of the challenges is presentW. 
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Michael W. Hager 

1 believe that the support ofagency management. is critic.1.l to meeting these challenges 
and will result in a better government for the American people. l want to nssure you that 
my staff is committed to providing any audit-related support needed and that they 
continue to have an excellent working relationship with. your managers. 

If there are any questions, please feel tree lo call me, at 606-1200, or somcune from your 
staff can contact Michael R. Esser, Assistant Inspector Generlll fur Audits, at 6()6.. I200. 

Attachment 
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FISCAL YEAR 2008 TOP MANAGEMENT CHALLENGES 
U.S. OF.fi'ICE OF PERSONNEL MANAGEMENT 

ENVIRONMENTAL CllALI,ENGES 

lbe following challenges are L'lsues that wil1 in all likelihood permanently be on out list oftop 
challenges for the U.S. Oftice ofPersonnel Management (OPM) because of their dynamic. ever
evolving nature, and because they are mission-critical programs. 

for example, we believe that OPM has done exceedingly wdl over Ule last tew ~'in 
managing the challenges in the adroiuistration of the Federal Employees Health Benefits 
Program (FEHBP). Health care costs that seem to ·grow e1.pCinential ly, the desire fur new or 
better benefits, and the rtx.-ent Health [nfonnation Technology initiatives are examples ofissues 
that OPM ha.'l been faced with recently and has either succeeded in addressing or hns a plan in 
place. · 

1. STRATEGIC HUMAN CAPITAL 

The Government Accountability Office (GAO) first designated the strategic management of 
human capital as a high risk area in fiscal year(FY) 2001 rl)r an ofGovernment and it 
remains on GAO's high risk list as of March 2008. OPM is the Federal human rel'Outee 
management agency, and is charged with ensuring the Federal workforce is managed 
effectively and efficiently. Government-wide, about one-thin:l ofthe Fcdcr.t worlcforcc wiU 
be eligible to retire under the new administration in 2012. A3 experienced employees retire, 
they leave behind critical gaps in leadership and institutional knowledge, which could 
adversely affect the Government's ability to carry out its diverse responsibilities. It is 
essential thai OPM, io its human capital leadership role. en.o;ure that agencies are aware ofthe 
personnel flexibiJities available so that they have the right people in the right jobs at the right 
time to meet the chaUengc.<~ they face. It will he e.o;llential fur OPM to ensure that the Federal 
Government can effectively recruit and retain talented people. OPM is addressing the 
human capital cbollcnges as described. 

To build agencies' sustainable institutional capacity for effective huml:lll capital rnal'lllgemcnt, 
OPM worked throughout FY 2008 to strengthen agency hwnan capital accountability 
progr.uns. In FY 2008, for the first time. all agencies scored with the President's 
Management Agenda (PMA) were required to submit Human Capital Management Reports 
(HCMRs) to fulfill the regulatory requirement ofTitle 5 part 250, Personnel Management in 
Agencies. Thrr,mgh this reporting process, OPM analp..cd agencies' human capital plans, 
results and improvement strategies. and provided wriUcn feedback to agencies. OPM' s 
HCMR analysis fonned the basis for lluman Capital Officers' ongoing engagement with 
agencies to tran!!lbmt the management oftheir workforce. 

h1 FY 2008, OPb(l's Division for Human Capital Leadership and Mcril System 
Acc:ountability (J.lCLMSA.} promoted the use of Oexibilities through ongoing engagement by 
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Human Capital Officers and through interagency tra.ining and in1ormation-sharing sessions. 
OPM tracked the use of hiring flcxihilitics by agencies sc:ored \hrough the PMA lfwnan 
Capital Initiative. [n addition, OPM continues to work through the Federal Executive BoardR 
to disseminate important human resource:; tlexibilitie:~ infonnation to agency leaders in field 
offices. 

OPM has provided a web-based tool, caUcd the Federal Competency Assessment Tool, for 
managers and human resources professionals to assess competencies against desired 
proficiency levels to identify gaps. A valuable part of this tool is the inclusion of validated 
perfonnance management competencies. 

In FY 2008, OPM laWlched a major initiative that took a comprehensive, integrated look at 
the "End-to-End (E2E)" Hiring Process. 'lllc resulting E2E Roadmap is the product ofa 
strong partnership belweeu the OPM and the CHCO (Chief Human Capital Officers) Council 
Subcommittee for Hiring and Succession Planning. This new approach to Federal hiring is 
designed to focus on the applicant his or her expectations, needs and inter"5ts. Tbt: working 
group ensured their efforts reflected the following principles: 

• 	 A usc:r-mendly application process that i.s not unduly burdeo!iome or time oonsuming.. 
• 	 Cleat, wulerstandable job announcements and instructions for applying. 
• 	 Timely and informed responses to q~1ions about the requirements and the process. 
• 	 Prompt acknowledgement that their application bas been rooeived. 
• 	 Regular updates on the status of their applications as significant llecisions are 

reached. 
• 	 A limely dccL~on-making process. 

Past attempts to address hiring processes have taken a oomponent-by..component approach.. 
· 	Based on these preVious experiences and agencies' current hiring needs, OPM decided to 

take a new, comprehcosive and integratcd·approach to Federal hiring. In FY 2008, OPM 
launched tour ioitiativcs, all designed to honor the Federal Government's "Pledge I.Q 
Applicants" by transforming the hiring expcriCJ.lCc for applicants, managers and HR. These 
initiatives are: 

• 	 St.reamlinedjoh opportunity announcement. In early April2008, OPM created a new 
job announcement template for Government-wide entry-level accounting and 
secretarial vacMcies. Since April, OPM has collaborated with the Feder.U 
Acquisition Institute, along with the Chieftnfonnation Officer Council, and Patent 
and Trade Office, and the Chief Financial Officer Council (to name a few) in 
developing additional streamlined job announcements fur the acquisitiqn, infomuatiou 
technology, patent and tmdemark, and law enforcement commWtities. The new 
templates reduce the length and complexity of traditional announcements. OPM·s 
model is now approximately four pages 1n length and written in plain language. It 
eliminates the additional requirement, beyond the resume, for further explaining lhe 
applicants' knowledge, skills and abilities. 
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• 	 Centralized reoositorvofgualificd applicants for the acgyisition CQmmunitv. OPM 
broketed an agreement across major agencies and organizations involved in 
recruitment for tb.e Government-wide mission critical occupations (for example, 
Contract Specialist). The agrec.."'Tilcnt creates a centralized repository ofqualified 
applicants for entry-level acquisition positions. Participating agencies will be able to 
draw from lhis cenlral repository for immediate placement ofindividuals who have 
already been certified as qualified for these positions. Currently. participants include 
the Department ofDefense. the Federal Acquisition Institute, OPM and others. 

• 	 End-to-End (E2Rl Hiring Initiative. OPM joined with the Chief Human Capital 
Officers Council Subcommittee for lUring and Succession Planning to transform 
Federal hiring by strategically integrating and reengineoring its five components: 
workforce planning, recruitment, hiring process, security and suitability and 
orientation. 

OPM d.illseminat.:d a draft of lhe E2E Roadmap to all the CHCO C'.auncil agenci~ on July 2, 
including additional representatives from the small agency community. Thirteen agencies 
responded with constructive feedback including specific suggestions for cltan.ges to the 
document Based on this feedback, the Roadmap was revised and reviewed with the interagency 
working group. The final version was shared with the CHCO Councirs Hiring and. Succession 
Planning Subcommittee for approval prior to its Government-wide dissemination on 
September I, 2008. In FY 2009. OPM will collect baselines against the Government-wide 
metrics established in the E2E Roadmap, and will help Government agencies set and meet 
aggressive targets for improving tllcir hiring against the Government-wide ~tandard. 

OPM also undertook a major hiring initiative at the Senior Executive Service (SES) le'iel. The 
SES Selection Pilot was launched on J\UJC Ito test new approaches to n:cruiling and assessing 
potential senior cxccutivCll. The objective is to enhance tb.e quality ofexecutive ~lections 
through ale& burdensome application process and more targeted candidate assessment. Less 
paperwork for applicanLo; should translate into a larger, more qualified applicant pool. OPM's 
Qualifications Review Board (QRB) process has also been streamlined under the pilot. For the 
first time, OPM is conducting "virtual QRBs'' that do not require board members to meet in 
person. Response to the pilot has been overwhelmingly positive, with 1 0 agencies volunteering 
to participate. Over 40 SES vacancies have been announced 1Q date using one ofthe 2 pilot 
application methods, Accomplishment Record or Resume Only. The project is schcd11led for 
completion in early FY 2009. Based on lessons learned from the formal project evaluation, 
OPM will prepare and disseminate SES selection guidance. which is expected.to be available to 
agencies during the latter half of the year. 

As larger numbers of the older Federal workforce retire in the years ahead, critical gaps in 
leadership and institutional knowledge may result. thereby limiting the government' s ability to 
carry out its various missions and goals. OPM is challenged to continue to ensure that Federal 
agcocies nre equipped to acquire, develop, motivate, and retain talent. 
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2. 	 I'' EDI<:RAL EMPLOYI!:ES HEALTH BENEFITS PROGRAM 

OPM continues to face challenges it must address in order to ensure the federal Employees 
Hcallh Benefits Program {FEHBP) contracts with insuranet; carriers thld offer comprehensive 
health care benefits at ll fair price. As lhc administrator oflhe FEHBP, OPM has 
responsibility for negotiating contracts with insUTance carriers covering the benefits provided 
and premium rates charged tbr approximately eight million Federal employees, annuitanL'I, 
and their families. There are several key factors that aftect the program's performance. such 
as an aging population; increases in the use ofpreRCription drugs and medical services; 
advances in medical technology; and, the overall inflation rate related to general health care 
and prescription drug services. 

These factors have also contributed to ever increasing premium rates for health plans 
nationwide. For calendar year 2009, OPM officials stated that the overall weighted average 
FEHBP premium iJX.TeaSe is 7.0 pt:rCent. While thi.o.: is higher than the previous two years, 
health care industry consultants project employee sponsored health care pn:mium rate 
increases ofbetween 8.5 percent and 10.6 percent in 2009 depending on the specific industry 
and type ofhealth plan. Controlling these costs is an area ofgreat concem to the 
Oovernmeut (which is responsible for approximately 70 percent of the total premium), 
l'I::HBP enrollees, and OPM management. However, OPM is often limited in how mucb it 
can control premiwn cost increases without also cutting desired benefits. 

In an on-going effort to cnsw-e that Federal employees. retirees and their dependents have 
viable opportunities within the FEHBP to obtain health benefits coverage, OPM rcceotly 
issued a request for proposals to acquire a heaJth benefits carrier to offer a nationwide 
Indemnity Benefit Plan under the FF.HBP beginning in January 2010. The primary purpose 
ofadding the Indemnity Benefit Plan is to mitigate the risk should any carrier with a sizeable 
sbarc of the market leave the FEHBP for any reason. In addition, the now plan will offer 
eligible Federal subscribers with another option for comprehensive health benefit coverage. 
This increased oompetition should also serve as a mechanism to conttol costll. 

Increases in drug costs have been a major contributor to the rapid growth in health care costs 
over the last few years, with drugs now accounting fur about 29 percent of aU FEHBP costs. 
Of particular concern to our office are the pharmacy benefit managers (PBMs), who 
administer drug benefits for FEHBP health plans. Because the .FEHBP canicrs, not OPM, 
negotiate the pricing of these plwmacy bcnefitll, oversight of the I,BMs is limited. This year, 
per our recommendations, OPM established a working group this year to develop step.~; to 
strengthen the controls and oversight ofthe FEHBP pbannacy benefits. To help formulate a 
better understanding of this area, tbe group has completed or planned the following activities: 

• 	 Conducted a literature search on best practices in managing drug programs; 
• 	 Meeting with officials that run pharmacy programs for other large Government 

sponsored health care programs (i.e .• TRICARE, Centers for Medicare and Medicaid 
Services (CMS), and U.S. Dcp11rtment of Veterans Affairs) to u11dcrstand the controls 
that they bavc establish~ and. 
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• 	 Obtaining a consulting contract with industry experts on drug pricing and PBM 
contract managemcntlovcrsight to review FEHB curriers PBM contracts. 

The long-term goal is to develop options for future cnhnncernents of FEHBP pharmacy 
programs based on the results of the literature search, CMSffRlCARE benclunark 
evaluations, and recommendations from the expert consultant. 

Further, OPM will have responsibilities and challC11$es as insurance cllfriers begin to 
implomcnt Hcaltb Information Technology (HIT) initiatives. Hff (or e·health) covers a 
broad range of initiatives including electronic personal health records, e-Prescriptions., and 
disease management programs. [t i'l hoped that them: initiatives will reduce health care costs 
and improve the quality of care; the thinking is that monual tasks BOd urutecessary pi."'OOdurcs 
will be avoided, and medical errors from incomplete information will be reduced. OPM will 
have at least some responsibil\ty in each of these aieas as the concept matures. 

In August 2007, President Bush signed an Executive Order rchllled to HIT that commits 
proposed fooeral healthcan:: programs to four"comerstone" goals: 

• 	 standards for coWJccting health infonnatiun technology: 
• 	 quality care reporting; 
• 	 transparency ofhealth services costs~ and, 
• 	 providing incentive.'! for quality care at competitive prices. 

FEHRP Carrier Letter 2007-07 states that OPM expect$ all FEHBP caniers to be committed 
to these four cornerstones. The Program Canie.- Letter reiterates OPM•s commil.mcnt to lhe 
cornerstones and to promoting state-of-the-art health inti:mnation technology. In 2008, OPM 
issued a second carrier lctlc.:r (2001!1-06) in which it re.ortated the expectation that all FEHBP 
carriers need to continue their important efforts to make fundamental information about 
heahh care quality and costs available to conswnt('S. The competitive market for health care 
cnn only function efficiently when enrollees can make infonncd choices to obtain the highest 
quality care at the most affordable price. 

Furthermore, OPM expects propo!lals for increased health care cost and quality transparency, 
as well as those promoting the increased use ofstate.of-thc-art HIT. The proposals should 
demonstrate how the carriers are: 

• 	 promoting the use ofper.10nal health records (PHR); 
• 	 increasing the number ofmembers accessing PHRs; 
• 	 expanding infonnation available to members on provider costs and quality; and. 
• 	 educating members abuut the value of HIT and transparency. 

Making the FEHBP e-health initiatives a reality will continue to present challenges in the 
2009 contrnct year. First, there are serious unre.~lved cooccms related to security and 
privacy ofo-henlth systems. A study by theE-Health Vuhterability Reporting Progran1 
mowed thad it was too cuy for hackers to act.·ess systems and modity e-health record!! umng 
low-level backing skills. Titese issues are ofconcern to some members ofCongress. 
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Second, the costs and technical challenges for ccu-riecs to implement e-health systems arc 
likely to be considerable. Jn addition, o-prescribing provides additional challenges thai 
include having to buy and install the systems, learning how to use thmn, and k.ceping them 
updated. OPM will clearly face ongoing challenges associated with implementing e-health 
and c.-prescribing in the FEHBP. 

3. 	 BACKGROUND INVESTIGATIONS 

OPM's Federal Investigative Services J)i:vision (FISD), headquartered in Boyers, 
Pennsylvania, conducts background investiSJltiOns on Federal applicants, employees, military 
members, and contractor persoMel for suitability and security purposes. FISD conducts 
approximately 90 percent ofall personnel backgrmmd investigations for the Federal 
GovemmenL With a staff ofover 9,200 Federal and contract employees, FISD processed 2.1 
million investigations in FY 2008 and will likely process nt least that many in FY 2009. 

With the enactment of the Intelligence Reform and Terrorism Prevention Act of2004 
(IRTPA), the Administration has taken steps to improve the security clearance process. 
Executive Order (EO) 13381 assigns the Office of Management and Budget (OMB} t-ne 
responsibility for improving the security clearance process. On Junc 28, 2007, EO 13381 
was further amt:uded by EO 13436 and extended through July l, 2008, reinfOrcing the 
Administration' s commitment to improving the security clearance process. On June 30, 
2008, President Bush signed EO 13467 to ensure the rc:tonn efforts currenUy underway 
continue beyond his administration. 

OPM and lhe adjudicative agencies have made significant progress in the overall timeliness 
of the secwity clearance and investigations program. Data reported for the third quarter of 
FY 2008 showed 80% of initial security investi.gatiollll were completed within an average of 
54 days and 80% were adjudicated within an average of20 days. FISD also monitors end-lt,.. 
end timeliness, which measures the time from the sigtJature date on the security fonn to the 
adjudication date for those cases adjudicated~ The end-to-end timeliness shows that 80 
percent of initial security clearances were completed in 106 days, 14 days ahead of the 120 
day target goal. 

A number of initiatives and events have contributed to the timeliness improvements. 

• 	 Agency use of the electronic Qu=ltionnaires for Investigations Processing (e·QlP) for 
submitting initial security investigations increased from 70 pereont at the end ofFY 
2007 to 89 percent in the third quarter ofFY 2008. 

• 	 ln August 2007, OPM implemented electronic agency delivery, providing total end
to--end electronic processing fur agencies with the capability to use these methods. As 
of September 3, 2008, over 305,000 completed background investigations wen: sent 
electronically to five participating agencies, including the Deparlment ofthe Anny, 
Department ofTrunsportation, and Department ofEnergy. FJSD is working closely 
with other intere.'lted agencies.. 
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• 	 FISD has expanded its use ofcentralized law enforcement checks through statewide 
law systems to 15 slales, representing approximately 34.5% of FISD's annual law 
checks. FISD recently approved the transfer ofNix additional states for centralized 
processing which will increase the percentage to almost 46%. Th~e centrali7.ed law 
enforcement checks save both time and money, pennitting investig.ttive resources to 
be used more effectively. 

More recently, OPM implcmattcd the revised Standard fonn (Sl<) 86 on September 23, 2008 
· after months ofiotense work and coordination by do:tens ofemployees from FlSD and the 

Office of the Chief Infonnation Officer. 1he m:w fonn, unveiled in July 2008, is expected to 
enhance the efficiency and timeliness ofthe investigations process by including 
complementary updates to e-QJP. The July 2008 edition ofthe SF 86 was updated to align 
with notional security guidelines implemented under Executive Order 12968. 

CbaUenges Remain 

By the end of2009, the IRTPA requires 90 percent ofinitial security clearances to be 
completed within an average of 60 days (40 days for the investigation phase and 20 days for 
the adjudication phase). ln light ofthese goals, FTSD is continuing to optimi~c the current 
process by maintaining adequate staffing; building partnerships with information supplienl; 
and through greater use ofinfonnation technology. In addition, FISD's continuing efforts to 
work closely with national, state, and local record providers should improve the proce..'lses for 
obtaining requiml infurmation. 

FISD is partnering with the Office of the Director ofNational Intelligence and the 
Department of Defense for more significant reforms to the overall security cleatanct: 
processes. This reform effort is challenging traditional processing from application through 
adjudication. The ultimate outcome ofthis effort will be a Government-wide S)'Rtem that 
continues to protect national security for the Federal workforce through more modem 
processes that are secure, dependable, scalable, and time and cost efficient. 

IT SECURITY 

In a July 27, 2007 report to Congress (OA().(l7~837 Fcdera.llnfonnation Security), the GAO 
stated that "Federal agencies rely extensively on computerized information systems and 
electronic data to carry out their missions. The security of these systems and data is essential 
to prevent data tampering. disruptions in critical operations, frautl, and the inappropriate 
disclosure of sensitive infonnation.'' 

It is the responsibility ofall governmental agencies, as wcU as private industry, to OJ1ercise 
due care and due diligence to protect information and information systcmll from unauthorized 
access, use, disclosure, destruction, modification, or dilttllption. The never-ending process of 
intonnation security involvll!l ongoing tr.Uning, asse.~ment, protection, monitoring and 
detection, incident response and repair, documentation, and review. 
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As highlighted by the GAO report, we believe that information technology (ll) security 
represents a continuous envirunmental challenge that enoompaS5CS a wide variety ofissues. 
Some of these issues have been idcntitied through an OMR memorandum to Federal 
agencies and a Presidential Directive which require all Federal agencies to develop a set of 
specific IT llecurity controls. The implementation oftbesc controls will strengthen OPM's 
overall IT security environment. When these are implemented, these specific components of 
the IT security challenge wiU be dropped. However, with this ever-growing threat, it is safe 
to say that IT security will remain an on-going challenge to OPM, as well a.~ all of the 
Federal Government and private indust:ty. 

A. 	 PROTECTION OF PERSONAU.Y IDENTIFIABI.E INFORMATION 

Sensitive. personally identifiable information (Pit) is defined by OMB as ..any information 
about an individual maintained by oo agency, including, but not limited to, education, 
financial transactions, medical history, and criminal or eroploymeot history and infonnation 
which can be used to distinguish or trace an individual's identity, such as their name, social 

· security number, date and plaoe of blrth, moilier's maiden name. biometric records, etc., 
including any other personal infunnation whlch is linkoo or linkable to an individual ... 

Various laws. regulations, and OPM policy have also addreRsed the need to protect sensitive 
infonnation, including the Federal Information Security Management Act (FISMA), the~ 
Government Act of2002, the Privacy Act of 1974, and OMB Circular A· l30, Management 
ofFederal/1(onnation Resources. FISMA requires agencies to have a soourity program and 

· controls for systems to protect thcir sensitive information. 

On May 22, 2007, OMB issued memoroodum M-07-16 in an effort to ensure that all Federal 
agencies are bl.king the appropriate actions to safuguard PH. The memornndum required 
agencies to: 

• 	 develop a "breach notification policy"; 
• 	 evaluate compliance with Privacy Act requiremcnL'I> and 
• 	 evaluate compliance with various Pllsccurity requirements including those outlined 

in OMB memorandmn M·06-16, which requires that agencie.o; entorce security 
measures that safeguud the integrity and availability ofsen.o:itive agency infonnation, 
specifically information that is accessed remotely and stored off-site . 

. In an effort to meet the requirements ofOMB Memorandum M-07-16, OPM developed an 
"Infonnation Security and Privacy Policy" that contaiw breach notitication procedures. The 
policy identifies the internal and cxll.:mal entities that must be notified when a security breach 
occurs. Although the Information Security and Privacy policy received ftnal approval from 
OPM's senior management in September 2007, it was not distributed to agency users until 
September 2008. 

· OPM has taken several additional steps to ensure it!! compliance wi1h privacy~related 
requirements. A.:•pJI Questionnaire'' was is~ued to each ofthe agency's prognun officL-s to 
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evaluate tl1eir current holdings of PII. OPM is also working to reduce U1c usc. of social 
security numbers (SSN) in its systems and programs. 

OPM has further implemented several technical security controls to ensure the protection of 
sensitive data in accordance widt OMB M·06-f6. This includes ensuring that backup tapes 
sent to an off-!lite location are encrypted; that data residing on BlaclcBerry handheld devices 
is encrypted; that OPM employees manually encrypt sensitive data on mobi1e workstations 

. using WinZip AHS encryption technology; and that two-factor authentication is required to 
u.cccss agency systems containing I'U. However, OPM bas not implemented a process [or 
automatically encrypting all data on mobile workstations containing PH or a process for 
logging and tracking c:J~:tracls ofP11 to en:.ure that they are being appropriately erased after 90 
days. 

AIU1ough OPM bas made significant progrc::ss toward improving its protection of sensitive 
· data. several Pll privacy and security requirements remain outstanding. We recommended in 

our FY 2008 FlSMA audit report that OPM continue its efforts to make Lb.e "lnJbrmation 
Security and Privacy Policy"' available to all agency employees; fully eliminate the use of 
SSNs; implement a solution to automatically encrypt all data on mobile computers/devices 
carrying agency data; and develop a methodology for logging computer~readable data 
extracts. 

· B. 	 HOMELAND SECURITY PRESIDENTIAL DIRECTIVE 12 - PERSONAL 
IDENTIFICATION VERIFICATlON JJ 

On August 27,2004, the President signed Homeland Security Presidential Directive 12 

(HSPD-12), "Policy for a Common Identification Standard for Federal Employees and 

Contractors." HI:WIJ~12 requires the development and agency implementation ofa 

mandatory. government-wide standard for secure and reliable fonm; ofidentification for 


· Federal employees and contractors. 

One critical component of HSPD-12 relates to personal identification verification (PlV 11). It 
calls for all Federal employees and contractors to use a standard smart card c.redeotial to 
verify their idCDtity for secure access to Federal buildings and information systems. OPM is 
participating in USAccess, a.GSA sha:n:d service !oo'Oiution fur PIV II cornpliwtt identity 
credentials. 

OMB Memorandum M..Q8..01 requires that agencies issue credentials to all Federal 
employees and oontractors by October 27, 2008 (or tl1e date mutually agreed upon by the 
agency and OMB in the agency implementation plan). The current OPM agency 
implementation plan has no provision for extending the deadline; therefore. OMB expects 
full compliance with HSPD-12, with all employees and contractors using 11 oompliaut card b) 

. the milestone date in the memo. 

However, OPM officials estimate that, by this date, credentials will have been issued to only 
about 65 perc:ent_of the Federal employees and contractors who require them. We were told, 
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but could not confinn, that OMB has recently rcviscd this requirement from 100 percent to 
75 percent. We also were told lhat OPM is working on a new agency implementation plun. 

At. ofSeptember 23, 2008, OPM has: 

• 	 Reviewtld employee and contractor positions and detennined those requiring PIV 11 
credentials for rederal facility access as defined under HSPD-12 guidelines; 

• 	 Completed all ncccs!l8Jy background investigations for cum:nt employees and 
contractors; and ,. 

• 	 Activated and issued over 3,500 PlV Jl cards (about 30 percent of OPM's estimated 
12,000 employees and contractors) through GSAIUSAccess processing centers. 

It appears that OPM will fall ~hort of the October 27, 2008 milestone when (ulJ compliance is 
required byOMR Memorandum M·OS-01. Completing the roll-out of PlY ll credentials for 
all OPM employees and contractors who require cards will remain a significant management 
challenge for two main reasons. First, there arc not enough GSNUSAcccss processing 
centers to accommodate remote OPM employees and contractors. A3 a result, it takes longer 
to complete the PIV lJ card enrollment and final registration process. Second, OPM has a 
dynamic population ofFISD contractors located throughout the country. Identifying these 
conttactors and determining whether PlY JJ cards are required will be a major challenge. as 
will negotiating the necessary contract modifications. 

To address concerns over the limited number ofprocessing centers, OPM repre~ieDt.lilives 
recently attended a consortium of ~tgencies taskOO. with developing a proposal calling for 
mobile processing centers to better serve Federal employees in remote locations. Funding 
sources are being examined to determine whether the proposal will proceed. Also, OPM is 
continuing to work with FISD to address issues relating to the controctor population. 

I NTii:RNAL CIIAU..-ENGES 

fl following challenges relate to current program activities that are critical to OPM's core 
ISion, and that while impacted to some extent by outside stakeholders. guidance, or 

. uircmcnls, they for the most part are OPM challenges that have minimal external influence. 
:y arc areas that once fully implemented and functioning will in all likelihood be rentoved as 
nagement challenges. While OPM's management ha.o; already expended a great deal of 
ources to meet these ch.nllenges, they will need to continue their current efforts until full 
:cess is achieved. 

RETIREMENT SYSTEMS MODERNIZ ATION 

Processing retirements of Federal employees is a mission critical OPM program. The 
Rctircmcut Systems Modernization (RSM) Program is a long·leml initiative targeted at 
improving the efficiency and effectiveness ofOPM's Retirement Program. RSM is critical 
tor two rea.'K>ns: ··I) the w~rkload ofthe Retirement Program staffbas grown over the years 
and will continuf! to grow as up to 60 percent ofthe Federal workforce will become eligible 
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to retire in the next 10 years; and 2) the Retirement Program's existing systems and paper
based processes cannot support the most fundamental need.<: ofthe program - providing 
timely and accurdte bencfrt payments to more than 2.4 miiJion annuitants ond their families . 
Once implemented.. RSM is expected tc'l: 

• 	 Pay accurate retirement benefit pnymenlc; on time with more efficient and flexible 
processes; 

• 	 Automate retirement processing with active employee data available through 

recutting electronic teeds from EHRl and ageucies; 


• 	 Enhance customer service including single-call issue resolution made possible by 
changing ftom paper to electronic data; 

• 	 Provide modeling J.ools fur Federal employees; and. 
• 	 Allow real-time automated and self-service proce$Sing. 

The fWlctions outlined above were all expected to be part ofthe Hewitt vendor Defined 
Benefit Technology Solution (DBTS). With the recent tcnn.ination ofHowitt as the DBTS 
contractor, OPM mu.<rt detennine bow best to proceed. While numerous acoompli.!hments 
have been achieved over the past year by the RSM program staff;. many more challenges lie 
ahead, particularly with respect to the automated solution that will calculate and process 
retirements and provide modeling capability to active federal employees. 

The RSM team must now focus on lhe new challenge ofhow to proceed in determining the 
best solution to obtain a calculation engine tha1 will provide the desired functionality while 
continuing to remain focused on the following; 

• 	 ensuring that agency data rccci vod is accurate, complete, useable. and compatible 
with the technology solution; 

• 	 ensuring that the busin~ rules are dot:umcntcd aud validah:d tu enable any fUturo 
solution to correctly calculate annuities ofretiring Federal employees; 

• 	 ensuring thnt the tecltnology solution and other systems involved in RSM are secure 
and compliant with the FISMA; 

• 	 ensuring that the users arc properly and adequately trained to usc the technology 
solution in order to provide effective and efficient customer service; and, 

• 	 incorporating the post-adjudication processes into the new technology. 

FTNANCIAI. MANAG EMENT SYSTEM AND INTERNAL CONTROLS: 
REI.YOUNG FUND AND SAJ,ARJES AND EXPENSES ACCO UNTS 

During the audit ofOPM's FY 2007 financial statements., K.l'MG noted that deficiencies ;n 
the operation of the Office of Chief Financial Ollicer's (OCFO) internal controls over 
financial management and reporting, affecting the accuracy of the Revolving Fwut (RF) and 
Salaries and Expenses Accounts (S&E), continue to exist at OPM. A majority of these 
deficiencies are attributable to OPM•s current accounting system, which cannot be 
effectively configured to ~pture csSdltial financial infonnation and generate useful and 
accurale financial reports related to intragovemmental activities and balances. 
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OPM recently acquired the services ofa commercial vendor with demonstrated ~perience in 
implementing and maintaining a certified commercial off-the-shelf finaru:ial system. 
Accenture National Security Services will provide software, integration, hosti.ng and 
operational support services for the Financial Systems Modemi?..ation Project (FSMP} under 
a tO-year Blanket Purchasing Agreement. The FSMP will be implcancnlcd in two phases and 
wi11 integrnte and standardize administrative funds, trust funds, and procuremc:mt business 
processes to address regulatory and compliance deficiencies. Phase one will address OPM's 
Rf' and S&B accounts. As tht: implementation process progresses, OPM must ensure 
adtquale ovcmght of lhe implementation to include: requirements management, testing, 
data conversion, systems intufaces, change management, and effective earned value 
management. 

To further improve and modernize its accounting processes, the OCFO, in FY 2006, 
implemented OPM's first Financial Managemenl Manual providing policy and procedural 
guidance for the entire Agency, including the Rll and S&E accounts. In FY 2007, the OCFO 
significantly expanded the scope and number of work: instructions, providing more detailed 
procedural guidance to the OCPO staff responsible for accounting operations and reporting, 
particularly those governing the RF and S&E accounts. 

Work instructions for n:conciling the Govcnuncnt Finuncial lnfonnation System (GFIS) cash 
balance to tl1c Fund BaJancc with Treasury for lhe RF were completed and implemented in 
FY 2001. They were revised in FY 2008 to include strict deadlines for the completion of 
monthly reconciliations. These work instructions have been instrumental and arc bcing used 
to reconcile cash balances during FY 2008, and all reoonciliatioDB have been completed by 
the designated deadline. Additionally, the RF and S&E staff ha:> taken action to resolve these 
differences. making correcting entries where necessw-y. 

OPM mitigates the limited capabilities of the existing financial management system (GFIS) 
by taking additional oontrol measures. These additional controls include the continuation of 
the engagement ofan external service provider (initiated in PY 2007 and continued through 
FY 2008) to further improve business processes, facilitate data clean u.p, review access 
controls, and conduct a businc&'S process analysill to facilitate tran.o;ition to the new financial 
management system. Another key control has been the establishment ofnew "issue and 
reconciliation" meetinglllletween the Center for Financial Services• Revolving Fund Branch 
and its principal RJ~ cu.<rtomers (FISD, HRLoB. and HRPS}. In ~tddition. under the ovcnight 
ofthe Center for Budget and Performance, OPM established a new fivo-ycar RF business 
planning model requiring the review and verification of existing RF aocounting and data. nnd 
the projection ofdemand and market conditions into the future. 
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