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Introduction

On February 28, 2011, Atlanta Oversight of the U.S. Office of Personnel Management (OPM)
accepted a classification appeal from [Appellant’s name]. On March 8, 2011, the appeal was
transferred to Philadelphia Oversight for adjudication. The appellant’s position is currently
classified as a Security Specialist, GS-080-11, and is located in the [Appellant’s
organization/location] Air Force Materiel Command (AFMC), at [name of location] Air Force
Base (AFB), [name of location]. The appellant believes his/her position should be upgraded
to the GS-12 grade level. We received the complete agency administrative report (AAR) on
March 21, 2011, and have accepted and decided this appeal under section 5112(b) of title 5,
United States Code (U.S.C.).

To help decide the appeal, we conducted telephone interviews with the appellant on April 13 and
18, 2011, and his/her immediate supervisor on April 19, 2011. On April 27, 2011, and August
11, 2011, we also interviewed the Program Security Officer (PSO) of the AF Office of Special
Investigations ([name of branch]) who is responsible for the program security management and
execution of security policies and requirements for Special Access Programs (SAP) within AF
and, on May 2011, we interviewed the Program Manager, [name of unit] who also serves as
Assistant to the [name of unit] Commander for Special Programs. In reaching our classification
decision, we have carefully considered all of the information obtained from the interviews, as
well as the written information of record provided by the appellant and his/her agency.

Background information

The appellant states on December 12, 2004, he/she was promoted from a Security Specialist, GS-
080-11, to Security Specialist, GS-080-12, position. On October 15, 2006, he/she was moved
under the National Security Personnel System (NSPS) to a YA-080-02 position and, on June 21,
2009, he/she was reassigned within the pay band with an increase in base salary based on a
management-directed reassignment. Due to the repeal of NSPS, on September 12, 2010, his/her
position was converted to the General Schedule (GS) as a Security Specialist, GS-080-11.

The appellant states his/her duties increased when he/she was reassigned within the pay band and
his/her position description (PD) of record at the time ([number]) was not accurate. Under

5 CFR § 9901.372(b) prior to converting an employee out of NSPS, an authorized management
official must review the duties of the employee’s current permanent position of record and
classify the position’s duties in accordance with the OPM classification standards. At the time of
his/her movement out of NSPS, the agency reviewed the appellant’s position but did not issue a
GS PD. After his/her placement in the GS, the appellant submitted a classification appeal
request to OPM through his/her servicing human resources office (HRO) and provided a draft
PD with a proposed classification of Security Specialist, GS-080-12. He/she believed the draft
PD was a more accurate reflection of the duties he/she was performing. To address the issue of
PD accuracy, the servicing HRO conducted a desk audit. The appellant’s current PD of record,
[number], was developed as a result of the desk audit and, on October 21, 2010, was classified as
a Security Specialist, GS-0080-11. The agency forwarded the appeal to OPM at the appellant’s
request.
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General issues

Although his/her supervisor certified the accuracy of the appellant’s PD in the appeal to OPM,
the appellant certified PD [number] was not an accurate statement of the major duties and
responsibilities assigned to his/her position. The appellant stated the draft PD he/she submitted
with his/her appeal request provided a more detailed description of his/her duties and
responsibilities. The agency stated the unclassified PD is not accurate since the duties and
responsibilities the appellant performs are more narrow in scope and do not provide appropriate
evidence to justify crediting Factor 2, Supervisory Controls with Level 2-5, Factor 4, Complexity
with Level 4-5, or Factor 5, Scope and Effect with Level 5-4.

Our comparison of the duties described by the appellant during our telephone interviews with
his/her during which he/she quoted extensively from the unclassified PD and his/her PD of
record (PD [number]) revealed minor differences. The appellant places a greater emphasis on
describing his/her duties which involve special access programs and information security
program management. For example, the appellant stated he/she: (1) is the lead and technical
authority for the [name of unit] staff offices special access and information security programs
and executes and enforces all operational, functional, and mission assurance aspects of the
programs; (2) is responsible for providing guidance and advice to program managers relating to
industrial, personnel, physical, and operations security programs, as well as the [name of unit]
Director, to ensure all security disciplines are fully “converged” from a policy and programmatic
viewpoint to ensure overall information protection requirements meet mission requirements; (3)
serves as the Government Special Security Officer (GSSO) and security advisor to the
Capabilities Integration Director and the [name of unit] staff offices on the full spectrum of
special access and information security matters; and (4) ensures the proper implementation of the
security program, modifies it to meet individual and organizational needs, and ensures proper
training is administered to all Directorate and [name of unit] staff offices.

The appellant’s PD of record states he/she (1) independently or as a senior specialist, carries out
multi-discipline security administration functions in support of day-to-day operations within the
organization and develops local security procedures and operating instructions for the protection
of classified materials; (2) implements and administers the information security program for
assigned organizations; (3) manages the organization foreign disclosure and special access
programs serving as the officer with primary responsibility for assigned nationally directed SAPs
and advises the Center Commander/Director and staff, agency, representatives, contractors, and
tenant activities on SAP programs, policies, procedures, and directives; and (4) manages the
security education and training programs in support of collateral (all national security
information classified Confidential, Secret, or Top Secret under the provisions of an Executive
order for which special systems of “‘compartmentation” are not formally required) and special
access programs that involve protection of classified information.

A PD must contain descriptive information about the major duties and responsibilities assigned
to the position which, when supplemented by other information about the organization’s
structure, mission, and procedures, can be classified by one knowledgeable of the occupational
field involved and the application of pertinent position classification standards (PCSs),
principles, and practices. It is not meant to be a task list of every function performed. After
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careful review, we find the appellant’s PD of record, [number], meets the standards of PD
adequacy for classification purposes as discussed in section Il1.E of the Introduction and we
incorporate it by reference into our decision.

A PD is the official record of the major duties and responsibilities assigned to a position by an
official with the authority to assign work. A position is the duties and responsibilities that make
up the work performed by an employee. Position classification appeal regulations permit OPM
to investigate or audit a position and decide an appeal on the basis of the actual duties and
responsibilities currently assigned by management and performed by the employee. An OPM
appeal decision classifies a real operating position and not simply the PD. Therefore, this
decision is based on the work currently assigned to and performed by the appellant and sets aside
any previous agency decision.

The appellant’s supervisor, [name of branch], and Program Manager, Assistant to the [name of
unit] Commander for Special Programs emphasized the appellant’s outstanding competence and
professionalism, stressing the quality of the appellant’s performance. However, quality of work
cannot be considered in determining the grade of a position (7he Classifier’s Handbook,
chapter 5).

Position information

Based on the official PD and information of record, we find the following duties are being
performed by the appellant.

The [name of unit] is one of three product centers in AFMC. Serving as the focal point for all
AF armament, [name of unit] is responsible for the development, acquisition, testing, and
deployment of all air-delivered weapons. [name of unit] applies advanced technology,
engineering, and programming efficiencies across the entire combat capability to the war fighter.
[name of unit] plans, directs, and conducts test and evaluation of U.S. and allied air armament,
navigation and guidance systems, and command and control systems and supports the largest
single base mobility commitment in the AF. The [name of unit] supports the [name of unit]
through capabilities development, technology transition, enterprise management, and intelligence
integration for creating expeditionary capabilities.

The appellant works under the supervision of the Chief, Business Operations of the [name of
unit] as a senior specialist and technical authority for the [name of unit] staff office and support
offices under the [name of unit] Commander. He/she advises and offers guidance to contracted
security specialists and civilian personnel whose additional duties include security program
responsibilities. The [name of unit] staff office consists of the Commander, lead civilian SES,
executive officers, and executive planners. [name of unit] support offices consist of the program
executive group; engineering; finance; judge staff advocate; contracting; ground, flight, and
range safety; and Capabilities Integration Directorate. The appellant carries out day-to-day
security administration functions advising the [name of unit] Commander, staff members, agency
representatives, contractors, and tenant activities on SAP programs, policies, procedures, and
directives. He/she interprets AF program directives to ensure compliance with national program
guidance.
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The appellant’s functions include: revising and distributing clarifying program guidance, upon
approval, as necessary; reviewing program plans for new and existing Development, Testing,
and Evaluation (DT&E) programs and adjusting them to meet national security requirements;
coordinating investigations with senior managers, investigators, and external contacts to address
alleged security compromises or violations that take place within [name of unit] and staff
offices; scheduling, conducting, and reviewing Operations Security (OPSEC) surveys;
conducting formal security inspections, identifying program deficiencies, writing reports,
briefing results, recommending corrective actions and verifying that appropriate action has been
taken; administering security indoctrination and debriefings in support of special security
programs; and ensuring all classified material is accounted for and destroyed as required by
agency guidelines.

He/she develops required security briefings for new employee orientation and recurring training.
The appellant also conducts reviews to ensure personnel are receiving all the security training
and validates the training requirements. The appellant develops training curriculum and
materials using national security and AF training policies and guidelines. He/she incorporates
local requirements as needed. He/she reviews changes to agency-level policies and adjusts the
existing training programs to ensure the most current information is provided to employees. The
appellant conducts initial collateral and SAP training approximately six times per month in one-
hour sessions. He/she also conducts quarterly collateral security training four times annually in
one-hour sessions for over 250 personnel. Annual SAP refresher training is conducted four
times per month in two-hour sessions for over 250 personnel. The appellant also conducts [name
of serviced agency] training annually to over 250 personnel and on an as-needed basis to
approximately eight personnel each month. He/she conducts Critical Nuclear Weapons Design
Information Briefings approximately eight times per month in one-hour sessions and foreign
travel briefings monthly on an as-needed basis in one-hour sessions.

He/she is responsible for implementing and administering the information security program.
This includes developing local procedures to implement DoD, AF, and Major Command
(MAJCOM) policies for the classification and protection of classified national defense and other
sensitive information originated or controlled by [name of unit] activities, to include personnel
access controls, need to know criteria, and physical storage and control procedures. He/she
prepares all local guidance as directed within DoD and AF policy. The appellant resolves
classification and declassification information issues and advises the appropriate technical
personnel of any classification requirements for their programs or projects. He/she makes
recommendations to resolve difficult situations complicated by conflicting or insufficient data
that must be analyzed to determine if established methods are applicable, the need to deviate
from normal methods and techniques, the need to temporarily waive security and investigative
standards, or whether waivers can be justified. Waivers submitted by the appellant go through
the [name of unit] Director for collateral issues or [name of branch] for SAPs and then submitted
to the appropriate agency points of contact for approval or denial, e.g., [names of serviced
agencies].

The appellant also reviews security incidents by determining if classified information was
compromised and, if so, reports the incident to the [name of branch], Chief of Information
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Security for collateral or PSO [name of branch] for SAPs. He/she then notifies and briefs the
person who is responsible for the information involved in the incident (e.g. Commander,
Director, or Program Manager); recommends an inquiry official to the person in charge, who
approves the inquiry official based on the appellant’s recommendation; briefs the inquiry official
on how to conduct the inquiry; ensures the inquiry is completed within ten work days; and
reviews the inquiry report for completeness as well as ensures the appropriateness of the
recommendation(s) by the inquiry official, e.g., if classified material was compromised, what
was the extent of the compromise and the circumstances surrounding it; concurs or non-concurs
with the report and the recommendation(s) and briefs the person in charge. The person in charge
then approves or disapproves the recommendation(s). If the recommendation(s) include the need
for additional training, the appellant will provide it. If the recommendation(s) involve revocation
of a security clearance, it is sent to PSO [name of branch] for further action. If no formal
investigation is needed, the PSO [name of branch] for SAP or the [name of branch] Chief of
Information Security for collateral closes the incident.

The appellant serves as the GSSO on all special access and information security matters
providing SAP guidance, training, and direction to a civilian, military, and contractor work force
at [name of unit] and [name of unit] staff organizations and locations and serves as the [name of
unit] representative for all related information SAP security issues.

As a team member for the development of Security Classification Guides (SCG) and Program
Protection Plans (PPP) at the [name of unit], the appellant advises team members, e.g., program
managers, finance professionals, and engineers, on the security aspects of SCGs and PPPs. The
appellant uses established regulations, and existing and previous SCGs and PPPs to determine
what information can be used in the creation of protection guidelines. If this information is not
adequate, the appellant uses knowledge gained from his/her security program background to
decide how to best protect Critical Program Information (CPI1) and consults with MAJCOM and
[name of serviced agency]. SCGs include comprehensive guidance regarding the security
classification of information concerning any system, plan, program, or project; the unauthorized
disclosure of which reasonably could be expected to cause damage to national security. PPPs are
single source documents used to coordinate and integrate all protection efforts designed to deny
access to CPI to anyone not authorized or not having a need-to-know and prevent inadvertent
disclosure of leading technology to foreign interests.

The appellant is the key advisor to the [name of unit] Commander on Sensitive Compartmented
Information (SCI) physical, procedural, and TEMPEST (Emission Security, which ensures
classified government networks have their information systems accredited by their local
government Designated Approval Authority Representative), security matters. He/she interprets
physical security policies for the [name of unit] and staff offices as well as reviews concepts of
operations for proposed facilities and expansions or changes to existing facilities. He/she advises
and assists staff members on the development of SCI facilities (SCIF) physical and TEMPEST
construction and security plans in the form of pre-construction approval request packages, to
include site analysis, layered security requirements, intrusion detection systems, and detailed
security procedures for construction and post-construction periods. The appellant also conducts
internal SAP and collateral inspections and assists with staff assistance visits, interprets



OPM Decision Number C-0080-11-01 6

inspection results, provides on-the-spot guidance, and implements needed corrective actions in
accordance with established guidelines.

He/she conducts surveys of industrial or other contractor-operated facilities to determine their
ability to work with and store classified and sensitive information, to include information
generated or stored in information technology (IT) systems. The appellant ensures clearance
levels for company and management officials are commensurate with the information handled
and assesses whether or not the classified and/or sensitive information can be safely held within
the facility. Based on these reviews, he/she makes recommendations to [name of branch]
concerning the ability of the contractor to administer an acceptable security program for
accreditation. The appellant conducts periodic security reviews to examine whether the
procedures, training, and facilities used by the contractors are in compliance with the
requirements and terms of their security agreements practices for safeguarding classified
material, and other security provisions. The appellant also orients contractors to the installation
security program and advises them on measures necessary to bring their facilities up to
established standards.

The appellant also implements and administers the personnel security program for SAPs. He/she
ensures all requests for security clearances are properly screened and verified and all necessary
forms have been completed and all documentation has been received prior to implementing the
clearance process. The appellant analyzes each request to determine the validity of the access
level indicated. He/she also evaluates the sensitivity of the position, degree of clearance, and
special access required to perform the duties in order to determine which type of investigation is
required. The appellant also reviews security clearance requests and similar related material for
information that adversely reflects on the individual’s loyalty or character, such as sabotage,
espionage, or subversive tendencies, infamous or notorious conduct, drunkenness, or drug
addiction. If the security investigation results reveal a misrepresentation of facts, he/she writes
to [name of branch] summarizing any falsified or derogatory information.

Series, title, and standard determination

The appellant does not question the series or title of his/her position or the use of the position
classification standard (PCS) for the Security Administration Series, GS-080 to evaluate his/her
position and, based on the record, we concur. Based on the mandatory titling requirements of the
GS-080 PCS, the appellant’s position is allocated as Security Specialist, GS-080 since he/she
performs work in more than two functional security areas other than in industrial security.

Grade determination

The GS-080 PCS uses the Factor Evaluation System (FES) under which factor levels and
accompanying point values are assigned for each of the nine factors, with the total then being
converted to a grade level by use of the grade-conversion table provided in the PCS. Under the
FES, each factor-level description in a PCS describes the minimum characteristics needed to
receive credit for the described level. Therefore, if a position fails to meet the criteria in a factor-
level description in any significant aspect, it must be credited at a lower level unless the
deficiency is balanced by an equally important aspect that meets a higher level. Conversely, the
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position may exceed those criteria in some aspects and still not be credited at a higher level. Our
evaluation with respect to the nine FES factors follows.

Factor 1, Knowledge required by the position

This factor measures the nature and extent of information or facts which the workers must
understand to do acceptable work, such as the steps, procedures, practices, rules, policies,
theories, principles, and concepts; and the nature and extent of the skills needed to apply this
knowledge.

At Level 1-7, employees use knowledge, in addition to that at the lower levels, of a wide range
of security concepts, principles, and practices to review independently, analyze, and resolve
difficult and complex security problems. Work situations may involve overlapping and
conflicting requirements within a single facility or for a geographic region; or agreements with
other organizations, agencies or with foreign governments for security resources and
responsibility sharing; interpreting new policy issuances for application in a variety of
environments and locations; adjudicating complex personnel security clearances and/or
developing guidelines for applying general criteria covering derogatory information that requires
extensive experience and personal judgment to resolve; or planning and recommending the
installation of multilayered security systems which may involve personnel access controls,
physical protection devices, monitoring equipment, security forces, remote alarm equipment and
other measures. At this level, employees often use knowledge of security program
interrelationships to coordinate the objectives and plans of two or more specialized programs,
make accommodations in study or survey recommendations to allow for differing program
requirements, and develop or implement procedures and practices to cover multiple security
objectives; and serve on inter-agency or inter-organization committees and groups to identify and
resolve, or to assign responsibilities for resolving security issues, or to perform similar work.

At Level 1-8, employees having mastered a major area of security specialization or demonstrated
mastery of general security administration programs, use a comprehensive knowledge of security
policy requirements to function as technical authorities in assignments requiring the application
of new theories and developments to security problems not susceptible to treatment by accepted
security methods, technology, or procedures. In addition to mastery of the specialty area,
employees at this level use knowledge of other security specialties in resolving major conflicts in
policy and program objectives. Some employees use the knowledge at this level to perform key
decision-making and policy-developing responsibilities in very difficult assignments such as
planning for significantly new or far-reaching security program requirements, or leading or
participating as a technical expert in interagency study groups for resolving problems in existing
security systems and programs requiring innovative solutions.

The appellant’s work meets Level 1-7. The appellant serves as the security officer for the [name
of unit] staff offices and [name of unit] and applies security knowledge, regulations, and
guidance in the areas of information, industrial, personnel, physical, and operations security as
well as for collateral security, information, and technology which is protected up to SCI and SAP
levels. Typical of this level, the appellant develops local procedures for each of these security
specialties and levels based on higher level policies and directives. For example, the appellant
developed operating instructions for the [name of unit] such as instructions for collateral
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information, personnel, industrial and physical security procedures which included processes
unique to [name of unit] and [name of unit]. The appellant develops training material and
curriculum for the collateral security and operating security training program (initial training,
quarterly security and operation security training) based on DoD and Air Force Instructions
(AFI)s. Also similar to this level, the appellant is responsible for the security of a facility which
is located within the [name of unit] that includes a Special Access Program facility (SAPF).
Within the SAPF is a room that is authorized as a Sensitive Compartmented Information Facility
(SCIF). SCIF and SAPF rules are different and the appellant must be knowledgeable of both
policies and their interrelationships to determine and apply procedures for employee access to
these facilities. Based on these policies, the appellant determines if an employee is authorized to
enter the facility and applies established procedures for employee access. In addition, the
appellant serves as a Tier 1 reviewer for access eligibility to SAP for the [name of unit]. The
appellant uses judgment in interpreting the guidelines identified in the [agencies serviced by the
appellant] 6/4, Special Access Program Tier Review Process, but must adhere to the step-by-step
process provided. He/she scrutinizes candidate responses to items identified on the Standard
Form-86 (SF-86), Questionnaire for National Security Positions, against the [names of serviced
agencies] 6/4 and is authorized to interview candidates to clarify the record when there is
insufficient data or when omissions occur. He/she formulates non-leading questions to gather
information for clarification. Typical of security adjudication at Level 1-7, the appellant must
determine if the candidate’s personal and professional history indicates loyalty to the U.S. and if
the candidate has the strength of character, trustworthiness, honesty, reliability, discretion, and
sound judgment to be granted access to SAP. The appellant has the authority at the Tier 1 level
to determine if the candidate would be eligible for final access approval but cannot deny
eligibility access. If the appellant determines the candidate does not meet the Tier 1 adjudication
standard, the candidate’s access eligibility package is forward to the Tier 2 level reviewer for
further review. If the appellant determines eligibility to SAP, he/she forwards his/her
recommendation through the PSO [name of branch] to the approving official, e.g., HQAF.

Typical of Level 1-7, the appellant conducts a site survey of a new SAPF for physical security
program requirements using guidance from the [agencies serviced by the appellant] 6/9, Physical
Security Standards for Special Access Program Facilities. Using an in-depth knowledge of these
standards, he/she checks the room to determine if it meets standards, such as confirming the
thickness of the walls, duct systems are within requirements, conduits have baffles, and conduits
have rubber pipe breaks. He/she uses his/her knowledge of alarm systems to determine which
type is needed based on whether it is a secure room, SCIP, or SAPF. The appellant instructs
contractors through civil engineering (CE) on how to meet program specifications by writing a
Statement of Objectives (SOO) and a Statement of Work (SOW). He/she monitors the
contractor’s work for proper thickness of walls, appropriate sound attenuation (such as baffles in
ducts over 96 inches and white noise installation), and if balance magnetic switches for alarm
systems and motion detectors (Intrusion Detection Systems) are installed to cover the entire area
needing protection from intrusion, the appellant takes photographs to ensure compliance. He/she
ensures a 128-bit encryption system is placed in alarm systems for SCIP or SAPF facilities and
instructs the [name of branches] to create new alarm accounts for them. Once the appellant
completes the [names of serviced agencies] 6/9 checklist, he/she submits it to [name of branch]
(PSO) for approval. Once approved, [name of branch] will accredit the facility to operate at the
SAP level. After accreditation, the appellant creates an SOP and ensures its adherence. The
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appellant will also conduct an annual compliance inspection of the SAPF using [agencies
serviced by the appellant] guidance. In addition, the appellant serves as a working group
member for the development of SCGs and PPPs. The appellant uses established regulations,
program knowledge, and existing and previous SCGs and PPS to determine what information
can be used in creating protection guidelines. He/she coordinates with MAJCOM, local
engineers, and program managers to ensure all CPI is identified and protection measures are in
place to prevent inadvertent disclosure. If no current information exists, the appellant uses
program knowledge to decide how to best protect CPI, consults with MAJCOM and [name of
branch] to confirm his/her decisions, and ensures the guides conform to security standards. As at
Level 1-7, the level of knowledge required to administer these security functions and understand
their interrelationships is paramount.

Level 1-8 is not met. The appellant states his/her position requires his/her to “demonstrate a
complete mastery of special access, information, personnel, and industrial security fields that are
necessary to provide effective guidance, training, and direction to [name of unit] level
organizations, activities, and units.” In order to meet Level 1-8, employees rely on their vast
knowledge or “mastery” of security issues in order to assist them with developing new policies
to combat new potential security threats within the organization. In contrast, as at Level 1-7, the
appellant uses his/her knowledge of security issues to develop local standard operating
procedures (SOPs). He/she is considered the local technical security authority interpreting
policy and making decisions involving policy application of established methods, equipment,
and techniques from multiple sources. However, the appellant must adhere to the stringent DoD
and AF policies and guidelines. Working at an operating-level AF installation, the appellant is
not tasked with and is not delegated the authority to perform key decision-making and policy-
developing responsibilities such as planning for significantly new or far-reaching security
program requirements, or leading or participating as a technical expert in interagency study
groups for resolving problems in existing security systems and programs requiring innovative
solutions to resolve major conflicts in policy and program objectives, which are required for
assignment of Level 1-8. In addition, the appellant’s duties do not include advising top level
agency security and subject-mat