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Standardized Position Description Template and Comprehensive Evaluation Statement
Prepared for standardized use by the Office of Personnel Management, Human Resources Solutions (HRS), Human Resources Strategy Branch, Federal Classification Center (FCC).
· Recommended Title/Series/Grade: Information Technology (IT) Specialist, GS-2210-07
· Position ID Number: XGov #8
	Factors
	FL
	Points
	Comments

	1. Knowledge Required 
	1-6
	950
	See evaluation statement.

	2. Supervisory Controls
	2-2
	125
	See evaluation statement.

	3. Guidelines
	3-2
	125
	See evaluation statement.

	4. Complexity
	4-2
	75
	See evaluation statement.

	5. Scope and Effect
	5-2
	75
	See evaluation statement.

	6. Personal Contacts 
7. Purpose of Contacts
	6-2
7-1
	25
20
	See evaluation statement.

	8. Physical Demands
	8-1
	5
	See evaluation statement.

	9. Work Environment
	9-1
	5
	See evaluation statement.


Summary:
Total Points: 1405
Grade Conversion: GS-07 (Point Range: 1355-1600)
Remarks:
References:
A. U.S. Office of Personnel Management (OPM), Job Family Standard for Administrative Work in the Information Technology Group, 2200, Issued: May 2001; Revised: 8/03, 9/08, 5/11, October 2018; Revised April 2026 
B. U.S. OPM Introduction to the Position Classification Standards, TS-134 July 1995, TS-107, August 1991, Revised August 2009

Evaluated by: Kristine Rowans, OPM HR Consultant			Date: 05.01.2026
Reviewed by: Tamara McDaniel, OPM HR Consultant			Date: 05.01.2026

STANDARDIZED POSITION DESCRIPTION TEMPLATE
Information Technology (IT) Specialist, GS-2210-07
An OPM Standardized Skills-Based Position Description Template

Terms of Use: 
This standardized position description (PD) template is intended to help agencies tailor PDs to their specific mission needs while maintaining consistency with Federal classification and hiring practices. While the templates include sample duties and factor levels associated with the described work, agencies are responsible for ensuring that the duties in their PDs accurately reflect the work performed within their organization. 
Important: Collaboration between hiring managers and HR classification specialists is essential. Any modifications to duties, competencies, or classification-related content should be made carefully and in consultation with your HR Office.
Introduction
The primary purpose of this position is to serve as an Information Technology (IT) Specialist, GS-2210-07, with responsibility for learning and performing routine and recurring assignments that support the installation and configuration of computer hardware, software, operating systems, networks, applications, and printers and scanners; providing technical support and troubleshooting issues; and assisting with the maintenance of computer systems and networks. Under close supervision, the incumbent applies practical knowledge of IT methods and established procedures to complete assigned tasks, assist users, document actions, and support senior IT staff in maintaining effective and secure IT services.
This template is part of a standardized position description (PD) framework developed by the U.S. Office of Personnel Management (OPM) to support skills-based hiring and classification practices across the federal government. The PD template includes major duties and factor levels aligned with competencies and skills associated with information technology (IT) work. Any changes (e.g., pen-and-ink) to the duty statements, factor level descriptions, and benchmarks may jeopardize the classification determination.
Major Duties
Duty 1: Installation, Configuration and Operations Support, 30%
Under the direction of a higher-level specialist, the incumbent performs routine and recurring assignments to install, configure, update, and maintain computer hardware, software, operating systems, peripheral devices, applications, and network components in accordance with established procedures and technical instructions. Assists in monitoring system and network performance, identifies common malfunctions, documents service interruptions, and applies approved corrective actions when the solution is readily apparent. installs routine patches, updates, and authorized software; verifies basic functionality; records actions taken in approved tracking systems; and participates in testing activities, equipment refreshes, and service improvements by collecting information, completing assigned tasks, documenting requirements, and reporting results. 
Supports senior IT professionals in carrying out defined portions of information technology projects, assignments, and service improvement initiatives. 
Duty 2: Technical Support/Documentation, 30%
The incumbent assists users with common IT-related issues, including hardware and software troubleshooting, and providing solutions to ensure optimal system performance. Responds to IT issues and requests for assistance in a timely manner. Uses established procedures to assist with a variety of routine applications and common/recurring technical problems. Maintains accurate records of technical issues and resolutions.
Assists with assessing potential risks and technical challenges and prepares recommendations for mitigation plans. Repairs and replaces system equipment and software applications as necessary, following diagrams and written instructions. 
Sets up accounts for new users, assisting with password or login problems. Maintains records of software licenses.
Duty 3: IT System Security Support, 25%
The incumbent performs routine IT system security duties in support of the management of the IT security program and protection of company IT assets against unauthorized, accidental, or deliberate modification, disclosure, and destruction of data. Following established procedures and guidelines, assists in assessing risk factors and advising on vulnerability to attack from a variety of sources (e.g. destructive programs/applications/viruses, unauthorized access, disruption of services, espionage) in order to ensure the protection of systems and applications.
Duty 4: AI Support, 15%
The incumbent uses approved artificial intelligence (AI)–enabled tools, when authorized, to assist with research, information gathering, ticket triage, document summarization, and preparation of routine written materials in support of program activities. Reviews and verifies AI-generated information against agency guidance, technical documentation, higher-level instructions, and other approved sources to ensure accuracy, completeness, and alignment with established policies, procedures, and program requirements before use or distribution. Applies AI tools in accordance with agency policy, security standards, and responsible use practices while performing assigned tasks under supervisory guidance.
Performs other duties as assigned.
Factor Level Descriptions
Factor 1: Knowledge Required by the Position, Level 1-6 (950 Points)
The work of this position requires knowledge of, and skill in applying, IT principles, methods, and practices to perform routine and recurring assignments involved in installing and configuring computer hardware, software, operating systems, networks, applications, and printers and scanners.
Knowledge of IT performance monitoring principles and methods sufficient to identify and troubleshoot common issues and problems and assist with the maintenance of computer systems and networks.
Knowledge of systems security practices and procedures to assess potential risks and assist in ensuring the application of appropriate IT security measures for all systems.
Knowledge of technical document methods and procedures, and skill in in written and oral communication to obtain information from users, explain routine procedures, prepare clear documentation, and report results, and participate in functional teams.
Working knowledge of artificial intelligence–enabled research and productivity tools and their appropriate application to analytical and administrative work.  Skill in reviewing, validating, and refining AI-generated content to ensure accuracy, reliability, and compliance with agency standards.
Factor 2: Supervisory Controls, Level 2-2 (125 Points)
The supervisor or a senior specialist provides continuing or individual assignments by indicating what is to be done, the applicable limitations, quality expectations, priority, and deadlines. For routine assignments, the incumbent independently follows established procedures and uses initiative in carrying out recurring assignments independently. For new, unusual, or more difficult assignments, the incumbent receives additional guidance regarding methods, precedents, sources of information, and matters requiring referral. The incumbent keeps the supervisor informed of progress, delays, recurring problems, and conditions that may require changes in priority or technical direction. Completed work is reviewed for accuracy, adequacy, completeness, compliance with procedures, and conformance with instructions. As a developmental position, the incumbent receives continuing supervision and guidance, which decreases as knowledge and skill increase.
Factor 3: Guidelines, Level 3-2 (125 Points)
Guidelines include agency IT policies, standard operating procedures, service desk scripts, configuration guides, security procedures, user manuals, knowledge base articles, vendor instructions, and supervisor or senior specialist direction. These guidelines are established, available, and generally applicable to the routine and recurring assignments performed by the incumbent. The number and similarity of guidelines and work situations require the incumbent to use judgment in locating and selecting the most appropriate guideline, reference, or procedure; determining which of several established alternatives to use; sequencing related steps; and making minor deviations to adapt guidance to specific cases. Situations involving gaps in guidance, conflicting instructions, unusual technical conditions, potential security implications, or significant proposed deviations from established procedures are referred to the supervisor or a senior specialist.
Factor 4: Complexity, Level 4-2 (75 Points)
The work consists of related steps, processes, and methods for installing, configuring, documenting, monitoring, and troubleshooting assigned IT components and user support issues. Assignments typically involve determining the nature of a routine user request or system condition, recognizing the existence of and differences among a few easily identifiable situations, identifying the applicable procedure, collecting relevant information, applying prescribed steps, verifying the result, documenting the action taken, and elevating matters that fall outside established parameters. Decisions are based on recognizable facts, established procedures, and readily apparent alternatives that differ according to the source of information, type of device or application, user request, error condition, or other factual circumstances.
Factor 5: Scope and Effect, Level 5-2 (75 Points)
The purpose of the work is to execute specific IT procedures and provide routine support services that comprise complete segments of broader IT operations, customer support, system maintenance, account administration, documentation, and security compliance activities. The incumbent maintains records and documentation, assists with system and account maintenance, supports service request tracking, and helps ensure that approved security controls are applied to assigned support activities. The work product or service affects the accuracy, timeliness, reliability, and acceptability of further IT processes and services by supporting user access to common systems, applications, devices, and support resources; contributing to accurate documentation and service records; and supporting basic security compliance.
Factors 6 & 7: Personal Contacts / Purpose of Contacts, Level 6-2/7-1 (45 Points)
Personal Contacts
Contacts are with employees and managers inside and outside of the immediate office or related units/offices, to include those at various levels (i.e., regions, districts, field offices, or other operating offices in the same location). Contacts may occur in person, by telephone, through electronic service systems, or by written correspondence and are generally routine, recurring, and related to assigned support work.
Purpose of Contacts
The purpose of contacts is to obtain, clarify, or exchange factual information; explain routine procedures; provide status; request missing information; and coordinate straightforward support actions. 
Factor 8: Physical Demands, Level 8-1 (5 Points)
The work is sedentary. There is some walking and standing in conjunction with travel and to attendance at meetings and conferences away from the work site. The incumbent may carry light items, such as papers or books. The work does not require any special physical effort.
Factor 9: Work Environment, Level 9-1 (5 Points)
The work area is adequately lighted, heated, and ventilated. The work environment involves everyday risks or discomforts that require normal safety precautions. Some employees may occasionally be exposed to uncomfortable conditions in such places as research and production facilities.
Classification Summary 
References:
A. U.S. Office of Personnel Management (OPM), Job Family Standard for Administrative Work in the Information Technology Group, 2200, Issued: May 2001; Revised: 8/03, 9/08, 5/11, October 2018; Revised April 2026 
B. U.S. OPM Introduction to the Position Classification Standards, TS-134 July 1995, TS-107, August 1991, Revised August 2009
Factor Levels and Points: 1-6/950, 2-2/125, 3-2/125, 4-2/75, 5-2/75, 6-2/7-1/45, 8-1/5, 9-1/5
Point Conversion: A total of 1,405 points falls within the range for GS-07 (1355-1600)
Classification Recommendation: Information Technology (IT) Specialist, GS-2210-07
[bookmark: _Hlk222372973]Note: Final classification decisions must be based on a thorough evaluation of actual duties and responsibilities and must comply with OPM’s classification standards. Justification and evaluation are required to confirm that the position aligns with agency-specific work and mission needs.



 Competencies
The position description template includes competencies/skills aligned with the major duties of this series and grade. This template is part of the standardized framework developed by OPM to support skills-based hiring and classification practices across the federal government and serves as a guide for application by agencies. Below are competencies and skills associated with this template to assist agencies with developing position descriptions aligned with skills-based hiring practices. 
Per OPM guidance, no Individual Occupational Requirements (IORs) have been established by OPM at the GS-5/7 trainee levels. Duties assigned to trainee positions are recognizably different from duties performed by experienced employees in the same occupation. Trainee assignments are purposely designed to: Provide orientation, training, and familiarization with the work processes of the occupational field and specific job; Reinforce and supplement previous experience and education; Allow the trainees to carry out progressively more difficult and responsible tasks. Generally, these positions are subject to close active supervision and review.
Qualification of applicants to trainee positions must take into account their developmental nature, and judgment should be applied when comparing the assignment to minimum qualification criteria. Position of this nature will normally require the same competencies found at the target full performance grade level; however, proficiency levels as appropriate should be adjusted to reflect the nature of the training assignments which are designed to develop further competence in required areas.
	Competency
	Definition

	Attention to Detail
	Is thorough when performing work and conscientious about attending to detail.

	Customer Service
	Works with clients and customers to assess their needs, provide information or assistance, resolve their problems, or satisfy their expectations; knows about available products and services; is committed to providing quality products and services. Note: Clients and customers include any individuals who use or receive the services or products that your work unit produces, including the general public, individuals who work in the agency, other agencies, or organizations outside the Government.

	Information Management
	Identifies a need for and knows where or how to gather information; organizes and maintains information or information management systems.

	Information Systems/Network Security
	Knowledge of methods, tools, and procedures, including development of information security plans, to prevent information systems vulnerabilities, and provide or restore security of information systems and network services.

	Interpersonal Skills
	Shows understanding, friendliness, courtesy, tact, empathy, concern, and politeness to others; develops and maintains effective relationships with others; may include effectively dealing with individuals who are difficult, hostile, or distressed; relates well to people from varied backgrounds and different situations.

	Oral Communication
	Expresses information (for example, ideas or facts) to individuals or groups effectively, taking into account the audience and nature of the information (for example, technical, sensitive, controversial); makes clear and convincing oral presentations; listens to others, attends to nonverbal cues, and responds appropriately.

	Problem Solving
	Identifies problems; determines accuracy and relevance of information; uses sound judgment to generate and evaluate alternatives, and to make recommendations.

	Teamwork
	Encourages and facilitates cooperation, pride, trust, and group identity; fosters commitment and team spirit; works with others to achieve goals.

	Technical Competence
	Uses knowledge that is acquired through formal training or on-the-job experience to perform one's job; works with, understands, and evaluates technical information related to the job; advises others on technical issues.

	Technology Application
	Uses computers, software applications, databases, and automated systems to accomplish work; uses machines, tools, instruments, or equipment effectively.






Comprehensive Evaluation Statement
Information Technology (IT) Specialist, GS-2210-07
An OPM Standardized Position Description Template
Background:
In alignment with Executive Order 14170, Reforming the Federal Hiring Process and Restoring Merit to Government Service, the development of a standardized position description (PD) reflects the administration’s directive to enhance the efficiency, equity, and integrity of the federal hiring process. The Executive Order emphasizes the need for recruitment and hiring practices that are streamlined, merit-based, and grounded in practical skill and constitutional dedication. Consistent with Section I. D. of the Merit Hiring Plan, dated May 29, 2025, Expanding the Use of Standardized Position Descriptions, Candidate Inventories, Talent Pools, and Shared Certificates, this initiative supports the broader federal effort to modernize talent acquisition strategies, reduce redundancy, and ensure consistency in classification and hiring across agencies. Through agreement between the U.S. Office of Personnel Management Hiring Experience (HX) Division and the Division for Human Resources Solutions (HRS), Human Resources Strategy Branch, HRS was engaged to develop the standardized PDs to serve as a foundational tool to promote transparency, comparability, and operational efficiency in support of these government-wide objectives.
References:
A. U.S. Office of Personnel Management (OPM), Job Family Standard for Administrative Work in the Information Technology Group, 2200, Issued: May 2001; Revised: 8/03, 9/08, 5/11, October 2018; Revised April 2026 
B. U.S. OPM Introduction to the Position Classification Standards, TS-134 July 1995, TS-107, August 1991, Revised August 2009
Series, Cluster, and Title Determination:
Per reference A, the 2210 series two-grade interval administrative positions that manage, supervise, lead, administer, develop, deliver, and support information technology (IT) systems and services across three primary clusters: 
· IT Operations and Security – Ensures the day-to-day functionality, security, and resilience of IT infrastructure, including systems administration, network operations, and cybersecurity.
· IT Development and Analysis – Focuses on designing, developing, testing, and implementing software applications, data solutions, and web/internet services to meet mission needs.
· IT Strategy and Planning – Provides long-term vision, governance, and alignment of IT initiatives with organizational goals through strategic planning, policy development, and enterprise architecture.
Positions in this series require IT principles, concepts, and methods as the paramount qualification, including knowledge of systems architecture, software development, data lifecycle management, networking, and cybersecurity. Information technology encompasses automated and digital systems used for acquiring, storing, manipulating, managing, transmitting, and securing information. Work performed in this series includes broad knowledge of computers, network components, cloud infrastructure, peripheral equipment, software, firmware, services, and related resources, as well as emerging technologies such as artificial intelligence (AI), machine learning (ML), automation tools, and zero-trust security frameworks that enable secure, efficient, and resilient IT operations.
As described in the standardized position description (SPD) template, the primary purpose of this position is to serve as an Information Technology (IT) Specialist, GS-2210-07, with responsibility for learning and performing routine and recurring assignments that support the installation and configuration of computer hardware, software, operating systems, networks, applications, and printers and scanners; providing technical support and troubleshooting issues; and assisting with the maintenance of computer systems and networks. Under close supervision, the incumbent applies practical knowledge of IT methods and established procedures to complete assigned tasks, assist users, document actions, and support senior IT staff in maintaining effective and secure IT services. The paramount requirement is knowledge of IT systems, concepts, methods, and practices used to deliver and directly support IT systems and services.
The most applicable cluster under the updated 2210 standard is Cluster 1, IT Operations and Security. The work aligns with this cluster because it supports the day-to-day functionality, maintenance, protection, and reliability of IT infrastructure, systems, user support services, accounts, devices, applications, and security procedures. The basic title prescribed for this series is Information Technology (IT) Specialist. 
The cluster determination informs the application of the Factor 1, Factor 4, and Factor 5 illustrations under the revised GS-2210 standard; however, it does not change the official title. No parenthetical title is assigned because the duties are entry-level, general developmental IT Operations and Security support and do not require a distinct specialization materially supported by the PD.
This position is properly allocated as an Information Technology (IT) Specialist, GS-2210, for title and series determination.
Grade Determination:
Reference A contains grading criteria which is written in the Factor Evaluation System (FES) format. Positions are evaluated on a factor-by-factor basis using the factor level descriptions (FLDs) provided in the standard. Factors are compared to the FLD description. A point value is assigned to each factor based on a comparison of the position’s duties and responsibilities with the factor-level descriptions in the standard. Each factor level-description represents the minimum or threshold for that factor level. To warrant a given level, the position must fully equate to the overall intent of the factor-level description. Below is an evaluation of the nine factors and the points assigned to each factor.
The Primary Standard, located in Appendix 3 of Reference (B), has been used to evaluate individual position factors when a factor fails to meet the lowest factor level in Reference (B). Below is a summary of the nine factors and the points assigned to each factor.
Factor 1, Knowledge Required by the Position, Level 1-6, 950 Points
This factor measures the nature and extent of information or facts an employee must understand to do acceptable work (e.g., steps, procedures, practices, rules, policies, theories, principles, and concepts) and the nature and extent of the skills necessary to apply that knowledge. You should only select a factor level under this factor when the knowledge described is required and applied.
Level 1-6 is met. The work at this level requires knowledge of, and skill in applying, most of the following: Modern IT principles, methodologies, frameworks and practices in the assigned IT domain(s); IT systems development life cycle management concepts; Performance monitoring principles and methods; Quality assurance principles; Technical documentation methods and procedures; Systems security methods and procedures; Analytical methods; Technical concepts and solutions through effective oral and written communications in IT environments. This knowledge is sufficient to: Perform routine and recurring assignments in assigned IT domain(s) while adapting to emerging technologies and best practices; Identify and resolve issues and problems; Draft and update procedural documentation and instructional materials; Provide information and assistance to customers; Evaluate established methods and procedures and prepare recommendations for changes in methods and practices where appropriate, guided by goals; Ensure the application of appropriate security measures aligned with industry standards.
In addition to these common requirements, Cluster 1 – IT Operations and Security – requires: Knowledge of a wide range of IT principles, methods, and practices, including operating systems, hardware, and software platforms; network and system administration fundamentals; information security principles and compliance requirements; customer support methodologies and service delivery standards; diagnostic and troubleshooting techniques; automation tools and digital service technologies; IT policies, procedures, and documentation standards. This knowledge is sufficient to: Analyze and diagnose computer hardware, software, or system malfunctions or problems (e.g., identifying incidents, escalating issues, and resolving user-reported errors); Install, configure, and maintain IT systems and network components (e.g., setting up computers, printers, and telecommunications devices; applying patches and upgrades; integrating network hardware or software); Support cybersecurity compliance and ensure the confidentiality, integrity, and availability of systems and data (e.g., performing backups and recovery, monitoring security, and supporting compliance activities); Deliver customer support services, including responding to inquiries and complaints, gathering and evaluating customer feedback, and preparing help documentation; Use automation tools to improve service delivery and operational efficiency (e.g., applying scripts or tools to streamline support tasks); Interpret and apply technical guidance to resolve recurring IT issues and support system operations (e.g., determining appropriate products or services for clients, integrating client expectations into service delivery).
This level is met. As described in the SPD template, the work of this position requires: Knowledge of, and skill in applying, IT principles, methods, and practices to perform routine and recurring assignments involved in installing and configuring computer hardware, software, operating systems, networks, applications, and printers and scanners; Knowledge of IT performance monitoring principles and methods sufficient to identify and troubleshoot common issues and problems and assist with the maintenance of computer systems and networks; Knowledge of systems security practices and procedures to assess potential risks and assist in ensuring the application of appropriate IT security measures for all systems; Knowledge of technical document methods and procedures, and skill in in written and oral communication to obtain information from users, explain routine procedures, prepare clear documentation, and report results, and participate in functional teams; Working knowledge of artificial intelligence–enabled research and productivity tools and their appropriate application to analytical and administrative work.  Skill in reviewing, validating, and refining AI-generated content to ensure accuracy, reliability, and compliance with agency standards.
Level 1-7 is not met. The work at this level requires: Knowledge of, and skill in applying, most of the following: modern IT concepts, principles, methodologies, frameworks, and practices in the assigned IT domain(s); the mission and programs of customer organizations, including alignment with digital transformation initiatives; the organization’s IT infrastructure; performance management and measurement methods, tools, and techniques; systems testing and evaluation principles, methods, and tools; IT security principles and methods; requirement analysis principles and methods; commercial off-the-shelf products and components; digital technologies and protocols used to evaluate system, network, and data interoperability and scalability; new and emerging information technologies and industry trends; acquisition management policies and procedures; cost-benefit analysis principles and methods; analytical methods and practices; project management principles and methods; and technical concepts and solutions communicated through effective oral and written communication in IT environments.
This knowledge is sufficient to plan and carry out difficult and complex assignments and develop new methods, approaches, and procedures in assigned IT domain(s) while adapting to emerging technologies and best practices; provide advice and guidance on a wide range and variety of complex IT issues; interpret IT policies, standards, and guidelines; conduct analyses and recommend resolution of complex issues affecting IT functions; evaluate and recommend adoption of new or enhanced approaches to delivering IT services; test and optimize the functionality of systems, networks, and data; identify and define business or technical requirements applied to the design, development, implementation, management, and support of systems and networks; ensure optimal use of commercially available products; evaluate proposals for the acquisition of IT products or services; prepare and present reports; represent the organization in interactions with other organizations; and provide technical leadership on group projects.
In addition to these common requirements, Cluster 1 – IT Operations and Security – requires knowledge of, and skill in applying, modern IT concepts, principles, methodologies, frameworks, and practices in IT operations, systems administration, customer support, and cybersecurity; the mission and programs of supported organizations and how IT services align with digital transformation goals; the organization’s IT infrastructure, including network, server, and endpoint environments; performance management and monitoring tools and techniques used to assess system health and service delivery; systems testing and evaluation principles, including backup and recovery validation and patch management; IT security principles and methods, including risk identification, vulnerability management, and compliance with cybersecurity policies; requirement analysis principles and methods used to support system configuration, integration, and user needs; commercial off-the-shelf products and automation tools used in IT service delivery; digital technologies and protocols used to evaluate system, network, and data interoperability and scalability; new and emerging technologies and industry trends relevant to IT operations and cybersecurity; acquisition management policies and procedures for evaluating IT products and services; cost-benefit analysis principles and methods used to support IT investment decisions; analytical methods and practices for diagnosing and resolving complex IT issues; project management principles and methods for planning and executing IT initiatives; and technical communication skills used to convey complex IT concepts clearly in oral and written formats.
This knowledge is sufficient to plan and carry out difficult and complex assignments in IT operations, customer support, and cybersecurity while adapting to emerging technologies and best practices; provide advice and guidance on a wide range of complex IT issues, including system performance, service delivery, and security posture; interpret IT policies, standards, and guidelines to ensure compliance and operational effectiveness; conduct analyses and recommend resolution of complex issues affecting IT functions, such as system outages, security incidents, or service degradation; evaluate and recommend adoption of new or enhanced approaches to delivering IT services, including automation and cloud-based solutions; test and optimize the functionality of systems, networks, and data to ensure availability, reliability, and performance; identify and define business or technical requirements applied to the design, implementation, and support of IT systems and networks; ensure optimal use of commercially available products and tools in support of IT operations; evaluate proposals for the acquisition of IT products or services, including hardware, software, and support contracts; prepare and present technical reports, system documentation, and user guidance materials; represent the organization in interactions with other IT teams, vendors, and stakeholders; and provide technical leadership on group projects, including mentoring junior staff and coordinating cross-functional efforts.
This level is not met. The position does not require knowledge sufficient to plan and carry out difficult and complex assignments in IT operations, customer support, and cybersecurity; apply the mission and programs of supported organizations to resolve complex IT service delivery issues; evaluate the organization’s IT infrastructure to address complex system, network, endpoint, or security conditions; apply performance management, systems testing, IT security, requirements analysis, cost-benefit analysis, or project management methods to resolve complex IT issues; evaluate interoperability, scalability, or emerging technology considerations; evaluate commercially available products or automation tools for operational adoption; or recommend new or enhanced approaches to delivering IT services. As an entry-level position, the incumbent performs routine and recurring IT operations and security support assignments using established procedures, including installation, configuration, troubleshooting, documentation, customer assistance, and basic security support. Therefore, the common and Cluster 1-specific knowledge requirements described at Level 1-7 are not met.
Factor 2, Supervisory Controls, Level 2-2, 125 Points
This factor covers the nature and extent of direct or indirect controls exercised by the supervisor or a designated individual over the work performed, the employee’s responsibility, and the review of completed work. 
Level 2-2 is met. At this level, the supervisor provides continuing or individual assignments by indicating generally what is to be done, limitations, quality and quantity expected, deadlines, and priority of assignments. The supervisor provides additional, specific instructions for new, difficult, or unusual assignments, including suggested work methods or advice on source material available. The employee uses initiative in carrying out recurring assignments independently without specific instructions, but refers deviations, problems, and unfamiliar situations not covered by instructions to the supervisor for decision or help. The supervisor assures that finished work and methods used are technically accurate and in compliance with instructions or established procedures. Review of the work increases with more difficult assignments if the employee has not previously performed similar assignments.
This level is met. Per the SPD, the supervisor or a senior specialist provides continuing or individual assignments by indicating what is to be done, the applicable limitations, quality expectations, priority, and deadlines. For routine assignments, the incumbent independently follows established procedures and uses initiative in carrying out recurring assignments independently. For new, unusual, or more difficult assignments, the incumbent receives additional guidance regarding methods, precedents, sources of information, and matters requiring referral. The incumbent keeps the supervisor informed of progress, delays, recurring problems, and conditions that may require changes in priority or technical direction. Completed work is reviewed for accuracy, adequacy, completeness, compliance with procedures, and conformance with instructions. As a developmental position, the incumbent receives continuing supervision and guidance, which decreases as knowledge and skill increase.
Level 2-3 is not met. At this level, the supervisor outlines or discusses possible problem areas and defines objectives, plans, priorities, and deadlines. Assignments have clear precedents requiring successive steps in planning and execution. The employee independently plans and carries out the assignments in conformance with accepted policies and practices; adheres to instructions, policies, and guidelines in exercising judgment to resolve commonly encountered work problems and deviations; and brings controversial information or findings to the supervisor’s attention for direction. The supervisor provides assistance on controversial or unusual situations that do not have clear precedents; reviews completed work for conformity with policy, the effectiveness of the employee’s approach to the problem, technical soundness, and adherence to deadlines; and does not usually review in detail the methods used to complete the assignment.
This level is not met. Unlike this level, this supervisor assigns work in more detail, such as outlining and discussing possible problems areas and defining objectives, plans, priorities, and deadlines. Assignments have clear precedents requiring successive steps in planning and execution. The supervisor provides assistance on controversial or unusual situations and completed work is review in more detail than is characterized for Level 2-4.
Factor 3, Guidelines, Level 3-2, 125 Points
This factor covers the nature of guidelines, and the judgment employees need to apply them. Individual assignments may vary in specificity, applicability, and availability of guidelines; thus, the judgment that employees use similarly varies. The existence of detailed plans and other instructions may make innovations in planning and conducting work unnecessary or undesirable. However, in the absence of guidance provided by prior agency experience with the task at hand or when objectives are broadly stated, the employee may use considerable judgment in developing an approach or planning the work.
Level 3-2 is met. At this level, procedures for doing the work have been established, and a number of specific guidelines are available. The number and similarity of guidelines and work situations require the employee to use judgment in locating and selecting the most appropriate guidelines, references, and procedures for application and in making minor deviations to adapt the guidelines to specific cases. The employee may also determine which of several established alternatives to use. Situations to which the existing guidelines cannot be applied or significant proposed deviations from the guidelines are referred to the supervisor.
This level is met. Like this level, guidelines include agency IT policies, standard operating procedures, service desk scripts, configuration guides, security procedures, user manuals, knowledge base articles, vendor instructions, and supervisor or senior specialist direction. These guidelines are established, available, and generally applicable to the routine and recurring assignments performed by the incumbent. The number and similarity of guidelines and work situations require the incumbent to use judgment in locating and selecting the most appropriate guideline, reference, or procedure; determining which of several established alternatives to use; sequencing related steps; and making minor deviations to adapt guidance to specific cases. Situations involving gaps in guidance, conflicting instructions, unusual technical conditions, potential security implications, or significant proposed deviations from established procedures are referred to the supervisor or a senior specialist.
Level 3-3 is not met. The guidelines at this level involves the use of a wide variety of reference materials and manuals; however, they are not always directly applicable to issues and problems or have gaps in specificity. Precedents are available outlining the preferred approach to more general problems or issues. The employee uses judgment in researching, choosing, interpreting, modifying, and applying available guidelines for adaptation to specific problems or issues.
This level is not met. Although the incumbent uses a variety of agency IT policies, standard operating procedures, configuration guides, security procedures, user manuals, knowledge base articles, vendor instructions, and supervisory or senior specialist guidance, the guidelines are generally established, available, and applicable to the routine and recurring assignments performed. The work does not require the incumbent to regularly research, interpret, modify, or adapt guidelines that are not directly applicable or that contain significant gaps in specificity. Precedents and procedures typically identify the appropriate steps or established alternatives to use, and situations involving gaps in guidance, conflicting instructions, unusual technical conditions, or significant proposed deviations are referred to the supervisor or a senior specialist.
Factor 4, Complexity, Level 4-2, 75 Points
This factor covers the nature, number, variety, and intricacy of tasks, steps, processes, or methods in the work performed; the difficulty in identifying what needs to be done; and the difficulty and originality involved in performing the work.
Level 4-2 is met. At this level, the work consists of duties that involve related steps, processes, or methods. The decision regarding what needs to be done involves various choices that require the employee to recognize the existence of and differences among a few easily recognizable situations. Actions to be taken or responses to be made differ in such things as the source of information, the kind of transactions or entries, or other differences of a factual nature.
This level is met. Similar to this level, the work consists of related steps, processes, and methods for installing, configuring, documenting, monitoring, and troubleshooting assigned IT components and user support issues. Assignments typically involve determining the nature of a routine user request or system condition, recognizing the existence of and differences among a few easily identifiable situations, identifying the applicable procedure, collecting relevant information, applying prescribed steps, verifying the result, documenting the action taken, and elevating matters that fall outside established parameters. Decisions are based on recognizable facts, established procedures, and readily apparent alternatives that differ according to the source of information, type of device or application, user request, error condition, or other factual circumstances.
Level 4-3 is not met. For Cluster 1 – IT Operations and Security – this level encompasses work that involves applying different and unrelated IT processes, procedures, and methods in areas such as system administration, network operations, customer support, and cybersecurity compliance. The employee analyzes technical issues related to system performance, user support, and security compliance. They select appropriate resolutions from a range of acceptable alternatives, such as applying patches, escalating incidents, or configuring systems to meet operational needs. The employee identifies and analyzes important factors such as system interdependencies, user requirements, and security risks. They apply an understanding of how these factors interact across IT functions to ensure reliable and secure operations.
This level is not met. The incumbent’s assignments consist primarily of related steps and established procedures for routine installation, configuration, troubleshooting, documentation, user assistance, account support, and basic security support. The incumbent identifies common technical issues, applies prescribed troubleshooting steps or approved corrective actions when the solution is readily apparent, documents actions taken, and refers unfamiliar, conflicting, unusual, or potentially significant system, network, or security matters to a senior specialist or supervisor. The work does not regularly require the incumbent to analyze interrelated system performance, user support, and cybersecurity compliance issues; select resolutions from a broad range of acceptable technical alternatives; or evaluate system interdependencies, user requirements, and security risks across IT functions to ensure reliable and secure operations.
Factor 5, Scope and Effect, Level 5-2, 75 Points
This factor covers the relationships between the nature of work (i.e., the purpose, breadth, and depth of the assignment) and the effect of work products or services both within and outside of the organization. Effect measures such things as whether the work output facilitates the work of others, provides timely services of a personal nature, or the impacts on the adequacy of research conclusions.
Level 5-2 is met. The work at this level involves the execution of specific rules, regulations, or procedures and typically comprises a complete segment of an assignment or project of broader scope. The work product or service affects the accuracy, reliability, or acceptability of further processes or services.
This level is met. Consistent with this level, the purpose of the work is to execute specific IT procedures and provide routine support services that comprise complete segments of broader IT operations, customer support, system maintenance, account administration, documentation, and security compliance activities. The incumbent maintains records and documentation, assists with system and account maintenance, supports service request tracking, and helps ensure that approved security controls are applied to assigned support activities. The work product or service affects the accuracy, timeliness, reliability, and acceptability of further IT processes and services by supporting user access to common systems, applications, devices, and support resources; contributing to accurate documentation and service records; and supporting basic security compliance.
Level 5-3 is not met. At this level, work involves configuring systems, developing standard procedures, troubleshooting recurring problems, updating documentation, or implementing routine enhancements. The work is carried out under established guidelines and precedents, and supports the operation, maintenance, or improvement of organizational IT systems or services. Work ensures accuracy, reliability, and acceptability of the services or products provided by the IT office or program. It directly impacts the efficiency and effectiveness of IT systems used by customers or other functional areas within the organization. While the work does not typically affect major activities of large organizations or outside agencies, it ensures that users have dependable access to required systems and data, and that minor to moderate problems are addressed promptly to maintain productivity and operational continuity. As specifically described for Cluster 1 – IT Operations and Security – work involves the design, development, and implementation of new or significantly enhanced operational systems and security frameworks. The employee: Establishes operational and security criteria aligned with frameworks such as NIST, ITIL, and Zero Trust; Leads major segments of IT modernization efforts, including infrastructure upgrades, systems integration, and automation of operational workflows; Conducts in-depth analyses of hybrid cloud environments, emerging cyber threats, and complex incident response scenarios; Coordinates with cybersecurity, network, and operations teams to ensure alignment with enterprise risk management and compliance requirements. Work can lead to: Cost savings through automation and improved infrastructure efficiency; Enhanced information assurance by implementing enterprise-level security controls; Improved business processes and service reliability across the organization; Better alignment of IT operations with mission and business objectives.
This level is not met. Although the incumbent performs routine IT support work involving user assistance, documentation, account support, basic troubleshooting, limited system maintenance, and basic security activities, the position does not have the broader scope or effect described at Level 5-3 or higher. The work is developmental, recurring, and performed within established procedures, with effects limited to assigned support activities, users, records, and discrete portions of broader IT operations. The incumbent does not have responsibility for configuring systems, developing standard procedures, implementing enhancements, resolving recurring operational problems, or otherwise directly affecting the operation, maintenance, improvement, or continuity of organizational IT systems or services. The work also does not involve designing or implementing new or significantly enhanced operational systems or security frameworks, establishing enterprise criteria, leading modernization efforts, conducting complex infrastructure or cybersecurity analyses, or coordinating enterprise risk management activities. Matters affecting broader system operation, service reliability, recurring technical problems, organizational IT performance, or enterprise security are referred to a senior specialist or supervisor.
Factor 6/7, Personal Contacts & Purpose of Contacts, Level 6-2/7-1, 45 Points 
These factors include face-to-face and remote dialogue with persons not in the supervisory chain. Levels described under these factors consider what is required to make the initial contact, the difficulty of communicating with those contacted, the setting in which the contact takes place, and the nature of the discourse. The setting describes how well the employee and those contacted recognize their relative roles and authorities. The nature of discourse defines the reason for communication and the context or environment in which the communication takes place. These factors are interdependent. The same contacts selected for crediting Factor 6 must be used to evaluate Factor 7.
Personal Contacts 
Level 6-2 is met. At this level, personal contacts are with employees and managers in the agency, both inside and outside the immediate office or related units, as well as employees, representatives of private concerns, and/or the general public, in moderately structured settings. Contact with employees and managers may be from various levels in the agency, such as headquarters; regions; districts; field offices; or other operating offices at the same location.
This level is met. The personal contacts for this position are with employees and managers inside and outside of the immediate office or related units/offices, to include those at various levels (i.e., regions, districts, field offices, or other operating offices in the same location).
Level 6-3 is not met. At this level, personal contacts are individuals or groups from outside the agency, including consultants, contractors, vendors, or representatives of professional associations, the media, or public interest groups, in moderately unstructured settings. This level may also include contacts with agency officials who are several managerial levels removed from the employee when such contacts occur on an ad hoc basis. Must recognize or learn the role and authority of each party during the course of the meeting.
This level is not met. Contacts for this position do not regularly involve individuals or groups outside the agency in moderately unstructured settings, or ad hoc contacts with agency officials several managerial levels removed where the incumbent must determine each party’s role and authority during the contact.
Purpose of Contacts 
Level 7-a is met. At this level, the purpose of the contacts is to acquire, clarify, or exchange information needed to complete the assignments, regardless of the nature of the information. The information may range from easily understood to highly technical.
This level is met. Like this level, the purpose of the contacts is to obtain, clarify, or exchange factual information; explain routine procedures; provide status; request missing information; and coordinate straightforward support actions.
Level 7-b is not met. At this level, the purpose of the contacts is to plan, coordinate, or advise on work efforts, or to resolve issues or operating problems by influencing or persuading people who are working toward mutual goals and have basically cooperative attitudes. Contacts typically involve identifying options for resolving problems.
This level is not met. Contacts are limited to obtaining, clarifying, and exchanging factual information and providing routine instructions or status, rather than planning, coordinating, or advising on work efforts or influencing others to resolve operating problems.
Factor 8, Physical Demands, Level 8-1, 5 Points
This factor covers the requirements and physical demands placed on the employee by the work assignment. This includes physical characteristics and abilities (e.g., agility or dexterity requirements) and the physical exertion involved in the work (e.g., climbing, lifting, pushing, balancing, stooping, kneeling, crouching, crawling, or reaching). The frequency or intensity of physical exertion must also be considered.
Level 8-1 is met and is the only assignable level for this factor in reference A. The work at this level is sedentary. Some work may require walking and standing in conjunction with travel and to attendance at meetings and conferences away from the work site. Some employees may carry light items, such as papers, books, or small parts, or drive a motor vehicle. The work does not require any special physical effort.
This level is met. Identical to this level, the work is sedentary. There is some walking and standing in conjunction with travel and to attendance at meetings and conferences away from the work site. The incumbent may carry light items, such as papers or books. The work does not require any special physical effort.
Factor 9, Work Environment, Level 9-1, 5 Points 
This factor considers the discomfort and risk of danger in the employee’s physical surroundings and the safety precautions required. Although safety regulations and techniques can reduce or eliminate some discomfort and dangers, they typically place additional demands upon the employee.
Level 9-1 is met and is the only assignable level for this factor in reference A. The work at this level occurs in an area that is adequately lighted, heated, and ventilated. The work environment involves everyday risks or discomforts that require normal safety precautions. Some employees may occasionally be exposed to uncomfortable conditions in such places as research and production facilities.
This level is met. Identical to this level, the work area is adequately lighted, heated, and ventilated. The work environment involves everyday risks or discomforts that require normal safety precautions. Some employees may occasionally be exposed to uncomfortable conditions in such places as research and production facilities.
Position Evaluation Summary Table
	Factor
	Level
	Points

	1. Knowledge Required by the Position
	1-6
	950

	2. Supervisory Controls
	2-2
	125

	3. Guidelines
	3-2
	125

	4. Complexity Level
	4-2
	75

	5. Scope and Effect
	5-2
	75

	6. Personal Contacts
7. Purpose of Contacts
	6-2
7-1
	25
20

	8. Physical Demands
	8-1
	5

	9. Work Environment
	9-1
	5

	Total Points
	               1,405


Point Conversion: A total of 1,405 points falls within the range for GS-07 (1355-1600)
Classification Recommendation: Information Technology (IT) Specialist, GS-2210-07
Note: Final classification decisions must be based on a thorough evaluation of actual duties and responsibilities and must comply with OPM’s classification standards. Justification and evaluation are required to confirm that the position aligns with agency-specific work and mission needs.
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