Linking your Services Online
Account with Login.gov

O LOGIN.GOV

Access to Services Online requires enrolling in Login.gov, which is the Government’s secure login tool. Once
you register your Services Online account with Login.gov, you will use your Login.gov credentials to sign-in to
Services Online.

Step 1: Sign In
Visit https://www.servicesonline.opm.gov and click Sign in with LOGIN.GOV

During the Login.gov registration process, after 15 minutes of inactivity, the
current page will clear whatever information is entered into data fields.

:)Services Online

CHUICE LINKS ™ PRIVACY STATEMENT

WeLcome To OPM RETIREMENT SERVICES ONLINE

Services Online lets annuitants (federal retirees or their spouses, ex-spouses, and children) manage their account online Your account is
securely protected by the U.S. Office of Personnel Management (OPM)

Sign In Important Links

Repaort a missing annuity paymant E"

Report an annuitant death =

Report a federal employee death (£

Signinwith * LOGIN.GOV

‘We've changed how you will login to Service Online! Self-certify student enrollment
‘We will now require users to sign in with a login.gov account. Aftar Go to OPM.gov [

linking your legin.gov account with your Services Online account, you

illno L d to sign in with Services Onli Laii be
::ail:::l onger need to sign in with your Services Online claim number Cdntantus fotmbra sUppart 17

First time here? Get started with Services Online (£

Meed to create a login.gov account?

Usa the Sign in butten above and then use the "Create an account”
button below the sign in fields.

I Step 2: Create an Account
If you are a new Login.gov user, on the Login.
W gov sign in screen, click Create an account.
Services Online is using Login.gov to . .
allow you to sign in to your account Or, if you already have a Login.gov account,

safely and securely.

enter your credentials on this screen, click Sign
| In, and go to step 11.

Email address

[ Show password

Signin

< back to Services Online

Forgot your password?
Securi ty Practi d Privacy Act Statemant [

Privacy Act Statement [
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https://www.servicesonline.opm.gov

& An official website of the United States govemment  Here's how you know ~

I Step 3: Enter Your Email
| Address

Enter your email address, select your
language preference, click the check box that
you have read the Login.gov rules of use, and
click Submit.

Create your account

Enter your email address

Select your email language preference

- B e B A If you later decide to change your Login.
gov email address, follow the instructions
located at https://www.login.gov/help/
manage-your-account/change-your-email-

(O Francais addI'CSS/.

O English (default)

O Espafiol

] 1 read and accept the Login.gov Rules of Use &

Cancel

Security Practices and Privacy Act Statement B3

Privacy Act Statement &

Step 4: Check Your Email

Login.gov will send an email to the email address you entered in step 3 to verify that you are the
owner of that email address.

&8 An afficial website of the United States govemment  Here's how you know ~

D LOGIN.GOV E@

Check yvour email

We sent an email vo (T it 2 link to confirm
yvour email address, Follow the link to continue creating your

account.

Didn’t receive an email? Resend
Or, use a different email address

You can close this window if you're done,
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Step 5: Confirm Email Address

Check your email and open the email from no-reply@login.gov, with the subject line Confirm
your email.

Click Confirm email address, or copy and paste the link into a web browser. A new window will
open.

Confirm your email

Login.gov <no-reply@login.gov:> n

L
o

If there are problems with how this message is displayed, click here to view it in a web browser.

Tue 2/15/2022 11:26 AM

O LOGIN.GOV

Confirm your email

Thanks for submitting your email address. Please click the link
below or copy and paste the entire link into your browser. This
link will expire in 24 hours.

Confirm email address

Please do not reply to this message. If you need help, visit
www_login_gov/help

About Login.gov | Privacy policy

webigite of the United State: emrment Here's how you know ~

0 LOGIN.GOV m

Step 6: Create a Password

Create a password. This password
must be at least 12 characters
long. If the password you enter is
not strong enough, you will not
be able to continue. Enter a strong
password and click Continue..

@ vou have confirmed your email address

Create a strong password

It must be at least 12 characters long and not be a commaonly used

password. That's itl

[J Show password The only requirement for a
“strong” password for login.gov
is that it is at least 12 characters.

— To encourage the user to create
a longer, memorable password,
login.gov allows spaces in the
password.

Password

Continue

Password safety tips +
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Step 8: Enter Your Phone
Number

Step 7: Secure Your Account

Select an option to secure your account

and click Continue. If you elect to use the text message

method of authentication, enter the phone
number you wish to enroll in login.gov.
This authentication method will send a
text message every time you use login.
gov, and can also be set to send a code via
voice in a phone call.

Login.gov requires the completion of a
user verification process to ensure the
proper person is using those credentials.

Follow the instructions for the method
you select.

Our example will follow text
message authentication.

Click Send code to generate the security
code.

B An official website of the United States govemment Here's how you know ~

&l An official website of the United States povernment  Here's how you know ~

0 LOGIN.GOV @;

0 LOGIN.GOV m

Authentication method setup e Enh

Send your security code via text
message (SMS) or phone call

We'll send you a security code sach time you sign in

Mess,

data rates may apply. Please do not use web-based

Select an option tD SeCure your account: {VOIP) phone services,

Phone number

Security key

How should we find you a code?

You can change s selection the next time you sign in. If you entered

a landline, pleasqelect “Phone call” below.

© Text messalle (SMS) O Phone call

Text or Voice Message

Backup codes should only be used if none
of the above methods are available to you,
as they are single-use and recovering your
account is difficult if you lose these codes.
See How to Unlink Your Login.gov
Account, step 1 on page 7 for directions
to unlink your login.gov account. Login.
gov provides instructions for changing
your authentication method at https://www.
login.gov/help/manage-your-account/add-
or-change-your-authentication-method/.
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Step 9: Security Code

Enter your security code and click
submit. This code will be provided via
the method you selected. The screenshot

below illustrates the SMS phone method.

&B An afficial website of the United States govermment  Here's how you know ~

0 LOGIN.GOV E@;

Enter your security code

e sent a security code to [ IR. Thi: code will expire in

10 minutes.

One-time security code

L]

[0 Remember this browser

&' Get another code

Step 11: Link Your Account

Step 10: Agree and Continue

You have created your login.gov account.
Click Agree and continue to return to
the Services Online website and complete
your Services Online registration.

8 An officisl website of the Linited States govemment Here's how you know ~

5
0 LoGIN.GOV m

@ A phone was added to your account.

S

You've created an account with
Login.gov

We'll share this information with SOL:

@ Emailaddress

@& Updatedon
Not yet verified

SOL will only use this information ta connect to your aceount

Agree and continue

You are now taken to the screen in Services Online where you will link your account to login.gov. Enter
your claim number and password and click Finish and sign in. You will only need to do this once.

profile with Login.gov account.

use your claim number to sign in.

axpires or bacomes locked.

Link Services Online Account with
Login.gov Account

Please enter in your claim number and Services
Online password to connect your Services Online

After completing this step, you may never have to

Mete: Keep your claim number handy incase your account

Claim numbear What's miy claim number 0

CcSs

Services Online password

This is mot the password you created for Lagin gow

Fargot your Services Online passwaord?

If you need to unlink your
Login.gov account from
your Services Online
account, go to Unlink step
1 on page 7.

If you are directed back
to this linking page in
the future, you will need
to enter a new Services
Online password. Either
use a new password
supplied by the call
center or click the Forgot
your Services Online
password? link and reset
your password.

U.S. Office of Personnel Management 5



Step 12: Messages

You are now logged in to Services Online, with a message on the dashboard that your account is
linked with Services Online, and that future logins will be completed with your login.gov account
credentials.

MESSAGES

ard Welcome Franklin Doe , Last Login: 04/01/2022 10:14 AM

Statements
Changes will be ccming soon to how you will sign into your Services Online account.

Summary of Learn more about this additional layer of security:

eposit
Lirance

What is Login.gov?

Tax Form

Tax Withholdings
hx Withholdings
ment

Getting started with Login.gov?

Trusted Email Domain: OPM.GOV

: i Please add any emails you receive from opm.gov to your safe senders list.
tion History

You successfully linked your Services Online account to your Login.gov account. Going forward, you will use your

Login.gov email address & password to sign into Services Online.

Repeat this process for each Services Online account that you have. Since Login.gov requires separate
email addresses for each account, the normal process is for a Services Online account holder to maintain
separate email accounts for each retirement account.

Perform a web search for “subaddressing” or “plus addressing” if you are interested in exploring an
alternate solution to maintaining multiple email accounts, but this is a personal choice and Services
Online help desk employees will not be able to assist you with questions about this solution. Login.
gov does currently support “plus addressing,” should you pursue this solution to maintain only one

“delivery” email address for multiple Login.gov accounts.

Proceed to the steps to unlink your account on the next page only if you intend to use the same Login.gov
account with multiple Services Online accounts. Otherwise, this should complete the linking process.
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How to Unlink Your Login.gov Account

If you want to link a different Services Online account to your login.gov account, perform the following steps:

Step 1: Profile

In Services Online, from the Login.gov tab on the Profile page, press the Unlink your Login.
gov Account button.

¥ STATEMENT EXTERNAL LINKS ~ [WaTeloliny

PROFILE

Communication Login.gov

This information is provided by Login.gov. To change or update your Login.gov account please

" go to secure.login.gov [£

holdings
pldings

| aain aov e.mail address: = -

Step 2: Unlink Login.gov Account

When the Unlink Login.gov Account window opens, click the Unlink button.

Unlink Login.gov Account

Are you sure you want to unlink your Login.gov account?

i i
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e Step 3: No Login Linked Message

You will note that your account will now display the message No Login.gov email address linked
to this account.

LA S A BN § — =)

Communication Login.gov

Login.gov Account #" Unlink Login.gov Account

This information is provided by Login.gov. To change or update your Login.gov account please
go to secure.login.gov [

Login.gov e-mail address: o Login.gov e-mail address linked
o this account

a Step 4: Logout
You are now free to link a different Services Online account to your Login.gov account to. Click
Logout and return to Step 1.

Search OPM
LoGgout
ROFILE
ommunication Login.gov
Login.gov Account # Unlink Login.gov Account
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